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1. Introduction 

[The only change in this version compared to S3-091985 is the modification of the NOTE in 6.2.1.3 and the addition of Vodafone in the source.]

The title of clause 5.4.1 is “Authentication and authorization for e2m protection using SDES”. “using SDES” is superfluous as SDES is the only method for e2m in this specification, and potentially misleading as the qualification “using SDES” may suggest that there are alternatives. 

An editors note is added in 5.4.2 that the content should be checked when the use of indications in call set-up procedures have been defined (by CT1).
There is text about core network protection in non-normative clause 5.5, which is repeated in somewhat different form in the normative clause 6.2. This is corrected.  
It is clarified in 6.2.1.3 that Iq shall be a protected interface.

Furthermore, a clarification of “other security context parameters” is provided in clause 7.2.1.
2. Proposal 
We propose to agree the following changes to TS 33.328 v1.1.0 (all marked using MS-Word revision marks in the following):


**********************START OF FIRST CHANGE***************************

5.4
Authentication and authorization
5.4.1 
Authentication and authorization for e2m protection 
The only case of end-to-middle security specified in this version of the specification is end-to-access edge security. This implies that no other IMS nodes, apart from P-CSCF and IMS Access Gateway will terminate IMS media security. 


The IMS UE and the P-CSCF rely on SIP signalling security to authenticate each other. This is consistent with the fact that the security of the use of SDES entirely relies on SIP signalling security, cf. clause 5.5.

The P-CSCF tells the IMS UE by an explicit indication, cf. clauses 7.2.1 and 7.3.1, that end-to-access edge security is provided, i.e. that the IMS UE shares the media keys with the P-CSCF and not with some other entity. Provided the IMS UE trusts SIP signalling security it can rely on this explicit indication for the following reasons: the IMS UE knows from registration that the P-CSCF is capable of e2ae security, and that such a P-CSCF will remove any such indication if inserted by another party, cf. clauses 7.2.1 and 7.3.1. 

The IMS UE and the IMS Access Gateway authenticate each other by means of implicit key authentication: the IMS UE believes that only the IMS Access Gateway can have the media keys to protect the media because it trusts the P-CSCF to give the keys only to the IMS Access Gateway. Similarly, the IMS Access Gateway trusts the P-CSCF that the keys are shared only with this IMS UE.


The IMS UE implicitly authorizes the P-CSCF and the IMS Access Gateway to perform e2ae security by indicating support for e2ae security during the registration in line with the IMS UE’s policy, cf. clause 7.1.

Conversely, an IMS UE is always authorized to participate in e2ae security if the network policy allows e2ae security, cf. clause 7.1.

5.4.2 
Authentication and authorization for e2e protection using SDES


The originating IMS UE and the terminating IMS UE rely on SIP signalling security to authenticate each other. This is consistent with the fact that the security of the use of SDES entirely relies on SIP signalling security, cf. clause 5.5.

In particular, under the assumption of secure SIP signalling, the originating IMS UE can be assured that the media key it sent reaches only the intended recipient of the SIP messages, except in forking or re-targeting situations where also the endpoints to which the call is forked or re-targeted will see the media key sent by the originating IMS UE. The terminating IMS UE gets different degrees of assurance about the identity of the originating IMS UE it shares a key with, depending on whether the originating IMS UE resides in the same trust domain or not. If it does then the network can assert the sender’s identity to the terminating IMS UE, otherwise there will be no such assurance. 

Furthermore, if both the originating and the terminating IMS UE are in IMS they know from the absence of indications relating to e2ae security that no IMS network node terminates IMS media security. If one of the UEs is outside the IMS there will be no such assurance.
Editor's Note: The statements in the preceding paragraph should be verified when indications in call set-up procedures have been defined.

The originating and the terminating IMS UE implicitly authorize each other to engage in e2e security by sending SDES crypto attributes to each other.
**********************END OF FIRST CHANGE***************************

**********************START OF SECOND CHANGE***************************

5.5.1 
General security properties for protection using SDES

SDES requires SIP messages carrying SDES crypto attributes to be secured as SDES provides no security mechanism of its own. Under the assumption that the protocol for securing media, SRTP, is secure the use of SDES provides the same level of security for IMS media where media protection is applied as provided for SIP signalling. In other words, the user may place the same degree of trust in media security as in signalling security. 

In IMS, SIP messages are secured in a hop-by-hop fashion. Several alternatives are available for securing SIP messages between the IMS UE and the P-CSCF. In particular, IPsec and TLS, as defined in TS 33.203 [4] are specified in 3GPP.  Within the IMS core network, security is provided by IPsec or TLS, cf. clause 6.2]. 

Outside the IMS, at least hop-by-hop TLS as in RFC 3261 is likely to be supported. IMS has no control over how non-IMS SIP providers secure the interfaces between their SIP proxies. This makes SDES appear less secure in a non-IMS environment. On the other hand, service level agreements may give sufficient assurance here. 
On the SIP proxies, the keys transported with SDES become visible in plaintext. Therefore, compromise of these proxies will allow not only signalling security, but also media security, to be compromised. However, it should be noted that, even if media security was not applied at all, the proxies would need to be protected anyway to secure SIP signalling for its own sake as SIP signalling security is an important requirement for operators and users. Therefore, the SIP proxies may be assumed to be trusted for this purpose anyhow.
**********************END OF SECOND CHANGE***************************

**********************START OF THIRD CHANGE***************************

5.5.2 
Additional security properties for e2m protection using SDES

For the e2m case, there are additional security properties.

The trust in all SIP proxies in the signalling path required for SDES in general is a marked difference to the use of KMS, as explained in the next subclause. However, assuming that strong SIP signalling security, e.g. TLS or IPsec, is used between IMS UE and P-CSCF, this difference plays no role for the case of e2ae protection as explained in the following: 

By the very definition of e2ae protection, the media keys must be available in the P-CSCF and IMS access gateway in the clear, irrespective of the key management scheme used. And by the assumption of strong SIP signalling security and the fact that there is no SIP proxy between the IMS UE and the P-CSCF, no attacker can obtain the media keys by eavesdropping on the interface between the IMS UE and the P-CSCF nor any intermediate SIP proxy, again irrespective of the key management scheme used. Therefore, the use of other key management schemes for e2ae protection would provide no higher level of security than the use of SDES for e2ae protection. 

When SDES is used for e2m protection then, in addition to SIP signalling security, also the Iq interface  for signalling between the P-CSCF, and the media node terminating SRTP towards the UE, i.e. the IMS Access GW, needs to be secured., cf. clause 6.2.1.3. 
**********************END OF THIRD CHANGE***************************

**********************START OF FOURTH CHANGE***************************

6.2.1.3 
Functional extension of the Iq interface for end-to-access edge protection

For each session set-up, the P-CSCF shall send the parameters contained in two specific SDES crypto attributes, cf. RFC 4568 [13], over the Iq interface to the IMS Access GW. On the originating side of the session, these are the SDES crypto attribute selected by the P-CSCF from the ones received from the IMS UE in the SDP Offer and the SDES crypto attribute generated and inserted by the P-CSCF in the SDP Answer sent to IMS UE, cf. clause 7.2.1. On the terminating side of the session, these are the SDES crypto attribute selected by the UE from the ones generated and inserted by the P-CSCF in the SDP Offer sent to IMS UE and the SDES crypto attribute received from the IMS UE in the SDP Answer, cf. clause 7.3.1. The P-CSCF shall send the parameters contained in an SDES crypto attribute over Iq in such a way that the IMS Access GW is able to uniquely associate the SDES crypto attribute with a media stream. 
The IMS Access GW shall, upon reception of an SDES crypto attribute, establish an SRTP security context (as described in RFC 4568 [13] and RFC 3711 [9]) and be prepared to convert RTP packets to SRTP packets and vice versa, using the corresponding SRTP security contexts, and send the packets to the UE or receive them from the UE, as described in clause 7.
The Iq interface shall be protected by NDS/IP [5].
NOTE: if P-CSCF (IMS-ALG) and IMS Access GW are located in the same security domain then cryptographic protection is not mandated by NDS/IP. From TS 33.210 [5]: "The Zb-interface is located between SEGs and NEs and between NEs within the same security domain. The Zb-interface is optional for implementation. " Note further that TS 33.210 [5] recommends encryption but does not mandate it, even over Za interface, but the confidentiality of the keys sent over the Iq interface is required. Encryption may need to be used to ensure this.
Editor’s Note: It is ffs which success/failure messages and SRTP session termination messages are required.
**********************END OF FOURTH CHANGE***************************

**********************START OF FIFTH CHANGE***************************

6.2.2 
Key management mechanisms for e2e protection using SDES

SDP Security Descriptions (DES) as defined in [13] may be used for key management for end-to-end protection for real-time traffic.

The secure use of the SDP crypto attribute defined in SDES requires the services of a data security protocol to secure the SDP message. For the use of SDES in IMS, these security services are provided by the SIP signalling security mechanisms applied between the UE and the P-CSCF as defined in TS 33.203 [4] and between IMS core network elements as defined in TS 33.210 [5] and, for the optional use of TLS, in TS 33.203 [4]. SIP messages between the UE and the P-CSCF shall be confidentiality-protected either by the confidentiality mechanisms of IPsec or TLS as defined in TS 33.203 [4], or by confidentiality provided by the underlying access network. SIP messages between IMS core network elements shall be confidentiality-protected by the confidentiality mechanisms of IPsec or TLS as defined in TS 33.210 [5] and TS 33.203 [4] respectively, or by confidentiality provided by the underlying core network.

NOTE: 
e2e protection using the key management mechanism described above may also be achieved between an IMS UE and a non-IMS SIP terminal. It is true also for this case that the services of a data security protocol to secure the SDP message are required. However, the means to provide such services in a non-IMS network are outside the scope of this specification.
**********************END OF FIFTH CHANGE***************************

**********************START OF SIXTH CHANGE***************************

7.2.1
UE originating procedures for e2m
Figure 4 shows the originating call set-up procedures for real-time traffic using e2ae security. 

NOTE:
The procedures shown in the figure apply to users located in their home service area. The same concepts apply to roaming users.  
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Figure 4: Originating call flow for end-to-access-edge case

The IMS UE A performs an IMS originating session set-up according to 3GPP TS 23.228 [3] ], with modifications as described in the following. If both IMS UE and network indicated support for e2ae-security during registration, then the IMS UE shall request e2ae-security to be established as described in this clause, unless the IMS UE prefers e2e-security for this session. The originating procedures for establishing a session with e2e-security are described in clauses 7.2.2 and 7.2.3 of this specification. The IMS UE may learn of a preference for e2e-security for a particular session by explicit user action via the user interface or by the security policy implemented on the IMS UE.
The procedure in the above figure for requesting e2ae-security is now described step-by-step.

1.
UE A sends an SDP Offer for an SRTP stream containing one or more SDES crypto attributes, each with a key K11 and the other security context parameters required according to RFC 4568 [13], together with an indication "e2ae-security requested by UE",  to the P-CSCF. 

2.
The P-CSCF checks for the presence of the indication "e2ae-security requested by UE". If the indication is present and the P-CSCF indicated support of e2ae-security during registration, the P-CSCF allocates the required resources and includes the IMS Access GW in the media path. If the indication is not present the P-CSCF proceeds as described in clauses 7.2.2 and 7.2.3 of this specification.

NOTE: 
The inclusion of the IMS Access GW in the media path is required for the purposes of e2ae security even if it was not required otherwise.

3.
The P-CSCF changes the transport from SRTP to RTP in the SDP Offer, selects one SDES crypto attribute and removes all received SDES crypto attributes and the indication "e2ae-security requested by UE". The P-CSCF then sends the changed SDP offer towards the S-CSCF.

4.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP Offer to the terminating network. 

5.
The S-CSCF receives the SDP Answer from the terminating network.

6.
The S-CSCF forwards the SDP Answer to the P-CSCF. 

7.
The P-CSCF creates a key K12 for protecting the media plane traffic towards UE A between the IMS Access GW and UE A. The P-CSCF communicates the established keys K11 and K12, as well as the other security context parameters required according to RFC 4568 [13], to the IMS Access GW. The P-CSCF instructs the IMS Access GW to check integrity/decrypt the media plane traffic arriving from UE A using K11, and to integrity protect/encrypt the media plane traffic arriving from the terminating network using K12.

8.
The P-CSCF changes the transport from RTP to SRTP in the SDP Answer, includes one SDES crypto attribute with key K12 and other security context parameters, required according to RFC 4568 [13], as well as an indication "e2ae-security confirmed by network", and then sends the SDP Answer to UE A. After receiving this message UE A completes the media security setup.

NOTE:  
As the originating UE knows from the registration that the P-CSCF supports e2ae security and as the UE required e2ae-security in the SDP Offer it can deduce that e2ae-security is used from these facts. Note that this is different in the terminating case. To give an explicit confirmation also in the originating case provides conformance with the procedures for the terminating session setup.
9.
When the full session setup has been completed, and media can be sent, the protected media plane traffic is sent between UE A and the IMS Access Gateway. UE A integrity protects/encrypts and checks integrity/decrypts media plane traffic sent to and received from the network. The IMS Access Gateway checks integrity/decrypts media plane traffic arriving from UE A before passing it on towards the terminating network. The IMS Access Gateway integrity protects/encrypts media plane traffic arriving from the terminating network before passing it on to UE A.

A P-CSCF supporting e2ae-security shall remove any indication "e2ae-security confirmed by network" if inserted in a SIP message by another party.

**********************END OF SIXTH CHANGE***************************

**********************START OF SEVENTH CHANGE********************
7.2.2
UE originating procedures for e2e using SDES

Figure 5 shows the originating call set-up procedures for real-time traffic using e2e security. 

NOTE:
The procedures shown in the figure apply to users located in their home service area. The same concepts apply to roaming users.  
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Figure 5: Originating call flow for end-to-end case 

The IMS UE performs an IMS originating session set-up according to 3GPP TS 23.228 [3], with modifications as described in the following. If the IMS UE prefers e2e-security for this session to be established using SDES for key management, then the IMS UE shall proceed as described in this clause. The IMS UE may learn of a preference for e2e-security for a particular session using a particular key management protocol by explicit user action via the user interface or by the security policy implemented on the IMS UE.

NOTE: 
The procedure described here is the same as for legacy UEs not fully conforming to this specification, which can also use SDES to establish e2e security.
Editor’s Note: If the UE provides an indication about support of e2e SDES during UE registration, then it is for CT1 to determine whether e2e SDES indications need to be provided during session establishment.
The procedure in the above figure is now described step-by-step.

1.
UE A sends an SDP Offer for an SRTP stream containing one or more SDES crypto attributes, each with a key K1 and the other security context parameters required according to RFC 4568 [13], to the P-CSCF. UE A does not include any indication regarding the required security scope, i.e. e2e security or e2ae security.

2.
The P-CSCF checks for the presence of the indication "e2ae-security requested by UE". As the indication is not present, the P-CSCF forwards the SDP offer towards the S-CSCF. If the indication is present the P-CSCF proceeds as described in clause 7.2.1 of this specification.

3.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP Offer to the terminating network. 

4.
The S-CSCF receives the SDP Answer from the terminating network containing one SDES crypto attribute with a key K2 and the other security context parameters required according to RFC 4568 [13].

5.
The S-CSCF forwards the SDP Answer to the P-CSCF. 

6.
The P-CSCF forwards the SDP Answer to UE A. After receiving this message UE A completes the media security setup.

7.
When the full session setup has been completed, and media can be sent, the protected media plane traffic is sent between UE A and UE B. UE A integrity protects/encrypts media plane traffic sent towards UE B using key K1 and checks integrity/decrypts media plane traffic arriving from UE B using key K2. 
**********************END OF SEVENTH CHANGE**********************

**********************START OF EIGHT CHANGE************************
7.3.1
UE terminating procedures for e2m
Figure 7 shows the terminating call set-up procedures for real-time traffic using e2ae security. 

NOTE:
The procedures shown in the figure apply to users located in their home service area. The same concepts apply to roaming users.  
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Figure 7: Terminating call flow for end-to-access-edge case 

The IMS UE performs an IMS terminating session set-up according to 3GPP TS 23.228 [3], with modifications as described in the following. If both IMS UE and network indicated support for e2ae-security during registration and the P-CSCF receives an SDP Offer for an RTP stream from the S-CSCF, then the P-CSCF shall establish e2ae-security as described in this clause.
The procedure in the above figure is now described step-by-step.

1.
The S-CSCF in the terminating network receives an SDP Offer for an RTP stream from the originating network.

2.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP Offer for an RTP stream to the P-CSCF. 
3.
The P-CSCF checks whether both the UE and the P-CSCF indicated support of e2ae-security during registration. If this is the case the P-CSCF proceeds as described in this clause and allocates the required resources and includes the IMS Access GW in the media path. If this is not the case the P-CSCF continues as described for a call without IMS media plane security, as described in TS 33.203.

NOTE: 
The inclusion of the IMS Access GW in the media path is required for the purposes of e2ae security even if it was not required otherwise.
4.
The P-CSCF changes the transport from RTP to SRTP in the SDP Offer, includes one or more SDES crypto attributes, each with a key K21 and the other security context parameters required according to RFC 4568 [13], as well as an indication that e2ae security is offered by the network, and sends it to UE B. 

5.
UE B selects one of the received SDES crypto attributes, and then replies with an SDP Answer for an SRTP stream, including one SDES crypto attribute with a key K22 and the other security context parameters required according to RFC 4568 [13]. 

6.
6.
The P-CSCF communicates the established keys K21 and K22, as well as the other security context parameters required according to RFC 4568 [13], to the IMS Access GW. The P-CSCF instructs the IMS Access GW to check integrity/decrypt the media plane traffic arriving from UE B using K22, and to integrity protect/encrypt the media plane traffic arriving from the originating network using K21.
7.
The P-CSCF changes the transport from SRTP to RTP in the SDP Answer, removes the SDES crypto attribute, and then sends the SDP Answer to the S-CSCF.
8.
The S-CSCF forwards the SDP Answer towards the originating network.
 9.
When the full session setup has been completed, and media can be sent, the protected media plane traffic is sent between the UE B and IMS Access Gateway. UE B integrity protects/encrypts and checks integrity/decrypts media plane traffic sent to and received from the network. The IMS Access Gateway checks integrity/decrypts media plane traffic arriving from UE B before passing it on towards the originating network.  The IMS Access Gateway integrity protects/encrypts media plane traffic arriving from the originating network before passing it on to UE B.

A P-CSCF supporting e2ae-security shall remove any indication "e2ae-security offered by network" if inserted in a SIP message by another party.
**********************END OF EIGHT CHANGE**************************

**********************START OF NINTH CHANGE************************

7.3.2
UE terminating procedures for e2e using SDES

Figure 8 shows the terminating call set-up procedures for real-time traffic using e2e security.

NOTE:
The procedures shown in the figure apply to users located in their home service area. The same concepts apply to roaming users.  
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Figure 8: Terminating call flow for end-to-end case 

The IMS UE performs an IMS terminating session set-up according to 3GPP TS 23.228 [3], with modifications as described in the following.

NOTE: 
The procedure described here is the same as for legacy UEs not fully conforming to this specification, which may also use SDES to establish e2e security.
Editor’s Note: If the UE provides an indication about support of e2e SDES during UE registration, then it is for CT1 to determine whether e2e SDES indications need to be provided during session establishment. 
The procedure in the above figure is now described step-by-step.

1.
The S-CSCF in the terminating network receives an SDP Offer for an SRTP stream including one or more SDES crypto attributes, each with a key K1 and the other security context parameters required according to RFC 4568 [13], from the originating network.

2.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP Offer for an SRTP stream to the P-CSCF. 
3.
The P-CSCF forwards the SDP Offer for an SRTP stream to UE B. 

4.
UE B selects one of the received SDES crypto attributes, and then replies with an SDP Answer for an SRTP stream, including one SDES crypto attribute with a key K2 and the other security context parameters required according to RFC 4568 [13]. 

5.
The P-CSCF forwards the SDP Answer to the S-CSCF.
6.
The S-CSCF forwards the SDP Answer towards the originating network.
7.
When the full session setup has been completed, and media can be sent, the protected media plane traffic is sent between UE A and UE B. UE B integrity protects/encrypts media plane traffic sent towards UE A using key K2 and checks integrity/decrypts media plane traffic arriving from UE A using key K1. 
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9. Completion of session setup and bearer setup procedures
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