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7.12 
H(e)NB Distress Indication 
7.12.1 
General Requirement



If the device integrity check for one or more components fails, then this implies that either those components are compromised or that the corresponding trusted reference values are out of step with the code base on the device. Since a H(e)NB that fails device integrity verification may not be able to perform the authentication procedure, it may not be able to communicate with the network, and the network would not know that the device is unable to attach to the network. To mitigate this problem, the H(e)NB could initiate communications with the network to indicate that it is in distress, thereby alerting the network so that it will know that the device is unable to authenticate to, or communicate with, the SeGW.  Optionally, the details of the distress indication message could be expanded to facilitate a network-initiated update of the normal code image. In this context, “normal code” means any executable code which has to be verified by the TrE but it excludes any functions of the TrE itself.
7.12.2 
Distress Communication Function
The H(e)NB should be equipped with a distress communication function, the principal purpose of which is to facilitate transmission of a distress indication message to the network,  in case the H(e)NB fails device integrity verification and is therefore unable to authenticate to or to communicate with the network in the normal manner.  
Editors Note: As this function is management related, it needs alignment with SA5
The distress communication function should be executed if the device integrity verification fails, including any failure which prevents normal communications with the network. The distress communication function  should contain at least all necessary functions, methods and credentials needed for communication with the entity in the network that is responsible for receiving the distress indication from the device. 

The distress communication function  should be  stored separately from the “normal” code, so that it can operate as a fallback function, to be invoked if higher-level functions are found to be corrupted .

Optionally, the distress communication function  may include operations necessary to receive a full, remote software update of the entire normal code image of the device from the network.. This distress communication function would not be used to recover from a case where  the TrE has failed its integrity check.

7.12.3 
H(e)NB Distress Indication Procedure using Distress Communication Function
H (e)NB devices should implement a secure start-up which allows the device to perform device authentication procedures if and only if designated elements of local device integrity verification are successful. If any of the designated components fail their integrity check, the device should be considered as having failed its integrity check and should initiate its distress indication procedure.  In the distress indication procedure, the device should execute the distress communication function which would contact a network entity (e.g. a pre-designated H(e)MS) to indicate that it is in distress. 

The distress communication functionality should include operations for the H(e)NB to send a distress indication message to the pre-designated network entity in case of integrity verification failure of the H(e)NB.  

The distress indication message should be sent to the pre-designated  network entity using one of the following methods (the list does not imply any order of priority):

· Secure connection and authentication via TLS

· Secure connection and authentication via IKE/IPsec
· Secure connection and authentication via pre-shared keys and symmetric cryptography
· Connection without authentication or communications security

7.12.4 
Optional Procedure for Replacement of Normal Code Image Using Distress Communication Function
Optionally, the H(e)NB distress communication function may facilitate remote replacement of all of the normal code image of the device, if the network initiates such a procedure as a result of the received distress indication message. This does not apply to the case where any related functions of the TrE have failed their integrity check. 

The H(e)NB distress communication function may utilize TR-069 status/capability checking and SW download functions for such remediation.

The optional replacement process for the normal code image of the H(e)NB should also include replacement of the corresponding trusted reference value(s).

Upon completion of the optional normal code image and/or validation  value(s) replacement process, the H(e)NB should reboot. 
7.12.5 
Requirements for Distress Communication Function and Distress Indication Message

Requirements on the distress communication function and distress indication message should include the following: 

1. The code for the distress communication function should be securely stored separately from the “normal code” within the device

2. The distress communication function should be loaded and started in case of a failed secure start-up.
3. The address of a pre-designated network entity (e.g. a pre-designated H(e)MS) should be stored in the distress communication function 
4. The distress communication function should send a distress indication message to the pre-designated network entity. The distress indication message information element should include the device ID (as derived from RoT secure storage).
5. The distress communication function should be capable of connecting to the pre-designated network entity.
6. The pre-designated network entity, upon receipt of the H(e)NB distress indication message should know that the device has failed its integrity verification and requires maintenance

7. The distress communication function may optionally include functionality to facilitate a full replacement and rebuild of the normal code image and replacement of the corresponding trusted reference value(s) through a process initiated by the pre-designated network entity. Upon completion of this optional process the H(e)NB should reboot
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