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Abstract of the contribution: The coments contribution gives the detail security anaysis mentioned in the original discussion paper, and conclude that the security issue is the commom issue for all the Alternatives, and it is not proper to send LS to RAN Group. 
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Abstract of the contribution:This contibution raises a security issue with the alternative 4 Relay architecture. It is proposed to send an LS to RAN2 and RAN3 to make them aware if this issue.  
Introduction
SA3 have received an LS (S3-091924) from RAN2 providing answers to the questions that SA3 asked about their work on Relays. In particular, this LS includes a version of the the Relay TR. A later version is available in R3-093096.This contribution considers the security of alternative 4 and in particular the protection of user related keys in that alternative. A security issue is found with this alternative and it is proposed to inform RAN2 and RAN3 of this issue. 

Discussion 
The basic architecture of alternative 4 is given below (taken directly from R3-093096):
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Figure 1. Overview Architecture
In order to complete the security architecture for Alternative 4, we note that the RN is treated like a UE towards it own MME, which is missing from the above picture, as noted in the LS and by the clause 4.5.3.4 on RN startup in the TR. Also note that the UE’s S1 signalling is carried in RRC signalling from the Donor-eNB to the RN as decribed in clause 4.3.3 of the TR. The overall security architecture for alternative 4 is given below. 
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Figure 2. Alternative 4 security 

This means that for communication with the User-UE’s MME, IPSec is not extended to the Relay node, but instead terminates at the DeNB. As a result, IPSec cannot be used between the User-UE’s MME and the Relay node. In effect thsi means that the keys derived from the AKA run with the USIM in the Relay are being used to protect the UE’s S1 signalling. This is in contrast to ordinary eNBs (and similarly with HeNBs and Relay Alternatives 1-3), where IPsec can be used to protect this signalling. 
Huawei comments:

1) The above description and analysis is based on the assumption that the IPsec is mandatory to be used on Un interface security. But until now, there is still no such discussion and agreement on the Un interface security issue. And in fact, Both AS security and NDS/IP security are the mature security solutions. These two options are used in appropriate scenarios and both have the same high security level for integrity, confidentiality and replay-protected. But for such the overhead and Radio scenario fact reason, more considerations are needed during the investigation of IPsec security protection on Un interface.
· From efficiency point of view, Ipsec based security protection has lower efficiency comparing to PDCP protection since it needs to add additional IPHDR header .The efficiency cost will become more serious when the small Voip IP packets are considered on Un interface.
· Further, when the scenario that the radio condition of Un interface are put in mind, if NDS/IP security is used in Un interface, it means that integrity protection should be activated for both the data and signalling because the integrity protection for NDS/IP is mandatory in legacy backhaul link. This is conflict to the now existing air interface security protection requirement for user data since the user data must not be integrity protected on Uu air interface in LTE. Further more, the radio bear connection reestablishment caused by the possible frequently Integrity protection check failure will bring high burden to the stability of the radio link of Un interface. This is due to the fact that radio interface encounters more packet loss and radio interference than wired link. 
2) One other thing is that When the AKA run with USIM in the Relay, the security association is established between Relay and Relay-UE’s MME, instead of between Relay and User-UE’s MME. So it is impossible to protect the UE’s S1 signalling with Relay NAS keys since UE’s S1 signaling is sent from the User-UE’s MME to the Relay node. In Alt4, UE’s S1 signalling could be security protected hop-by-hop, the legacy IPsec protection between User-UE’s MME to DeNB and the AS security protection between DeNB and Relay. And the hop-by-hop security protection for UE’s S1 signaling is also required in Alt2. 
3) For the comparision between macro eNB, HeNB and Relay node, they have different application senarions. One of the most distinguish difference is that the upstream interface of Relay node is a wireless interface, that is also the reason why there is already the assumption that the Relay will access the network with USIM instead of with certificate as macro eNB.  But for how the anthentication to be done during Relay accessing network is still to be discussed. So, it is not proper to compare eNB, HeNB with Relay by analogy, it’s also not a reasonable logic to compare the UE’s S1 signaling security protection within these different senarios.

This means that in order to get access to a UE’s keys, all an attacker needs to do is get access to the USIM in the Relay and insert it into their own Rogue Relay as shown in the below figure.
Huawei Comments:

4) A bit more confusion on the above description. It is saying that the removable characteristic of the USIM is the key reason that leads to the possiblility for a Rouge Relay to access the network. This security risk is the common security problem for Alt1, 2, 3, 4 since they all descripe the same anthentication method when Relay accesses to the network, but not only existing in Alt4.  So the security risk is the common issue for the Relay accessing with USIM.   
5) Why an attack could get the UE’s key from the rouge Relay, the key reason is that the USIM application instead of certificate application during the Relay authentication procedure. 
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Figure 5. Alternative 4 security risk

If IPsec was used to protect the S1 signalling to the Relay, then the operator could detect such a switch of Relays. This is a serious security concern with Alternative 4 and it is proposed to send an LS to RAN2 and RAN3 to make them aware of this security concern.  
6) The question that in what condition the operator could detect the Relay switch has no so close relationship with the UE’s S1 signaling protection issue. A reality is that when there is no UE attched the netwok through the anthenticated Relay, there is still no UE’s S1 signaling there. So the security risks is trigger by the USIM based authentication instead of the certain architecture. The USIM application leads to a rouge relay have possiblility to access the network, bring security risk to the network, the UE and etc. And when we comparing the threats to UE and netwok, the threats to the network such as Denial of Sevice, Signal Storm still need more consideration. 
So, the threats and security risk is the common issue for all the archetures, there is no reason supporting that an LS is needed to be send to RAN group.
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