3GPP TSG-SA3 (Security)
S3-092116
Meeting SA3#57, 16-20 November 2009, Dublin, Ireland

Title:
[DRAFT] reply LS on NGMN Security Gap Analysis
Response to:


Source:
SA3
To:
NGMN Security project (TWG P-SEC)
CC:
SA3-LI
Contact Person
Name:
Dajiang Zhang

E-mail Address:
dajiang.zhang@nokia.com
Attachments:


1. Overall Description:

SA3  thanks NGMN Security project (TWG P-SEC) for their LS on Security Gap Analysis and would like to provide feedback as shown in the table.
	No.
	NGMN Refomulated Requirement 
	D2: most relevant SDO
	D2: Gaps

	6
	Provide mechanisms to ensure the
 interception of signalling and user generated traffic (e.g. media stream, data files) per legal intercept requirements in a given locale
	3GPP SA3(33.107, 33.108)
WiMAX
	Some open issues exist, e.g. if LI is needed in HNB
Not aware of the gap currently

SA3: this shall be addressed by SA3-LI.

	11
	Provide network protection from malware
	ITU-T X.1125
3GPP SA3(PUCI)
TCG
	There is gap with TCG. Software security is not covered.

SA3: TR33.837 said “Another possibility to protect the IMS network against botnet-infected UEs is to inform the user of such infected UE about the SPIT/UC suspicion, giving him the chance to remove the malware from his UE.” and refers to GSMA Mobile Malware. This is to protect the UE, not the network. 

	12
	The communication and the near field communication path between SIM and UEs must be secure and the protocol used for security must be easily integrated into all devices, and in particular, consumer electronic devices. 
	3GPP SA3(33.110)
OMTP
	There is gap. It doesn’t define security tunnel betwwen the SIM and NFC controller.

SA3: NFC controller could be also the end-point according to the spec, so it is probably covered by SA3. If not, then it is ETSI SCP job to do something.

	15
	Access across the first hop provided by the operator shall be secure, including authentication, authorization and confidentiality
	3GPP
WiMAX
GSMA
	There is gap with 3GPP.  The handover of X2 type is not secure and someone concerns there is ongoing work like backhaul security.

SA3: there is work on backhaul security ongoing in SA3.At X2 interface handover 2 hops are needed to achieve forward security. At S1 interface there isn’t gap.

	20
	Secure charging mechanisms shall be provided for services that operator or 3rd party networks provide
	3GPP
GSMA
	It may be worthwhile to specify how to secure charging interfaces in 3GPP specifications, but this is not specific to LTE and applies equally to charging interfaces used in GSM and UMTS systems. With regarding to transfer of charging information on roaming interfaces, further work may be needed in GSMA to specify solutions to secure on-line charging interfaces between operators.

On third party charging there is ongoing work of OpenID-GBA interworking in SA3.

	23
	The NGMN shall provide confidentiality 
protection of user identity and location against passive attacks on the access network and also The NGMN should provide confidentiality protection of user identity and location against active attacks on the access network
	3GPP
WiMAX
GSMA
	It is partly covered by 3GPP and GSMA, and not covered by Mobile WiMAX(16e) (but supported by 16m)

SA3: It was a conscious decision not to fight against active attacks, since active attacks can always be done easier. 

	24
	Provide that authorized users have access to information and assets whenever required 
	3GPP
	It is not covered in the case of emergency call, but no action for D3

SA3: Does not seem to relate with SA3.

	25
	Prevent unauthorized network unlocking of user equipment 
	3GPP
	22.022, partly covered, there is some limitations.
Still open, need to further check.

	35
	Ensure portability of operator service and 3rd party subscription credentials and access keys securely across mobile devices with open standards
	3GPP
	There is gap. 3rd party credentials are not fully covered

SA3: SA3: it’s not clear what kind of third party credentials here. Are they stored in the terminal or UICC? There is ongoing work of OpenID-GBA interworking in SA3.


2. Actions:

To NGMN Security project (TWG P-SEC):
SA3 kindly NGMN Security project to take the feedback into account and provide more clarification to the gap analysis to SA3 if further feedback from SA3 is wanted:

To SA3-LI: 
SA3 kindly asks SA3-LI to help to answer if LI is needed in HNB.

3. Date of Next SA3 Meetings:

