SA WG3 Temporary Document

Page 1
-


3GPP TSG SA WG3 Security — S3#57
S3-092084
16 – 20 November 2009
Dublin, Ireland
Source:
Ericsson, ST-Ericsson
Title:
Example of potential OMA DM Management Object
Document for:
Discussion and decision
Agenda Item:
M2M
Work Item / Release:
M2M / Rel-9
1
Introduction
It is currently not clear in Tr33.812 how OMA DM is intended to be used to actually perform the validation and provisioning steps. This contribution aims at adding an example of how an OMA DM management object could look. In the proposed object, two separate branches are used, one branch is used in the validation of the TRE, on which leafs the OMA DM server can use the GET operation to read data about the TRE and challenge the TRE, the response of the challenge can be read by using a GET on an XML signature. 

The other branch is used for the actual provisioning of the MCIM. This branch is used for the OMA DM server to write the encrypted MCIM and a potential XMl signature to the OMA DM client, the client then pass on this data in appropriate ways to the TRE.
2
Proposal
Include the proposed example OMA DM object into the appendices of TR 33.812
3
PCR 
B.2.3.x
Example of potential OMA DM Management Object 
The following section describes as example of a potential OMA DM management object that could be used to remotely manage subscription on a M2ME. In the description, the following notation is used

	Character
	Meaning

	+
	One of many occurrences

	*
	Zero or more occurrences

	?
	Zero or one occurence


Nodes under the TRE node are used for sending validation data to the OMA DM provisioning server. Nodes under the Prov node, are used to provision the MCIM in the M2ME. The following nodes and leaf objects are possible under the MCIM management node:
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Figure 1: The Communication Continuity Object
Management Object parameters:
-Node: /<X>: The interior node is mandatory if the UE supports update of MCIM parameters via OMA DM.
-/<X>/AppID: The AppID identifies the type of the application service available at the described application service access point. The value is globally unique.
-/<X>/Name: The Name leaf is a name for the MCIM parameters.
-/<X>/TRE/TREinfo: contains information about the TRE.
-/<X>/TRE/NonceA: contains nonce used 
-/<X>/TRE/NonceB:
-/<X>/TRE/XML signature ID: The node identifies an XML signature used to authenticate/ integrity protect the MCIM.

-/<X>/ TRE /XML signature ID/SignedInfo: contains or references the signed data and specifies what algorithms are used.

-/<X>/ TRE /XML signature ID/CanonicalizationMethod: used by the SignatureValue element and are included in SignedInfo to protect them from tampering.

-/<X>/ TRE /XML signature ID/SignatureMethod: used by the SignatureValue element and are included in SignedInfo to protect them from tampering.

-/<X>/ Prov/XML signature ID/Reference: One or more Reference elements specify the resource being signed by URI reference

-/<X>/ Prov/XML signature ID/Reference/Transforms: specifies any transforms to be applied to the resource prior to signing.

-/<X>/ Prov/XML signature ID/Reference/DigestMethod: specifies the hash algorithm before applying the hash
-/<X>/ Prov/XML signature ID/Reference/DigestValue: contains the result of applying the hash algorithm to the transformed resource(s).
-/<X>/ Prov/XML signature ID/SignatureValue: contains the Base64 encoded signature result - the signature generated with the parameters specified in the SignatureMethod element - of the SignedInfo element after applying the algorithm specified by the CanonicalizationMethod.
-/<X>/ Prov/XML signature ID/KeyInfo: optionally allows the signer to provide recipients with the key that validates the signature, usually in the form of one or more X.509 digital certificates. The relying party must identify the key from context if KeyInfo is not present.
-/<X>/ Prov/XML signature ID/KeyInfo/KeyValue: identifies the key used for the signature, if not included, the relying party must identify the key from context.
-/<X>/ Prov/XML signature ID/X.509Data: one or more X.509 digital certificates used to tie key used for the signature to a identity.
-/<X>/ Prov/XML signature ID/Object ID:  optionally contains the signed data if this is an enveloping signature.
-/<X>/Prov/MCIM/Encryption algorithm: The Encryption algorithm leaf contains the name of the symmetric encryption algorithms used to encrypt the MCIM, this encapsulates mode of operation etc.
-/<X>/ Prov/MCIM /Encryption key length: The Encryption key length contains the symmetric key length used to encrypt the MCIM.

-/<X>/ Prov/MCIM /Integrity protection algorithm: The Integrity protection algorithm leaf is contains the name of the algorithm used for the integrity protection of the MCIM.

-/<X>/ Prov/MCIM /Integrity protection key length: The Integrity protection key length leaf contains the key length used for the protection of the MCIM.

-/<X>/ Prov/MCIM /Initialization vector: The Initialization vector leaf contains any potentially used IV used to protect the MCIM.
-/<X>/ Prov/XML signature ID:  The data under this node has the same structure as -/<X>/TRE/XML signature ID, and is hence not described further
/<X>/Ext/: The Ext is an interior node for where the vendor specific information about the MCIM MO is being placed (vendor meaning application vendor, device vendor etc.). Usually the vendor extension is identified by vendor specific name under the ext node. The tree structure under the vendor identified is not defined and can therefore include one or more un-standardized sub-trees.
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