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1
Introduction
This contribution proposes several clarifications and corrections to annex B:
The following modifications are proposed:

· References to OMA specifications are added 

· Step numbering in the flows are clarified
· Use of certificates is clarified

· OMA DM object naming is simplified

· Editor’s notes are resolved

· Use of authorization token is aligned with the deployment alternative in the main body

· Note 2 in B.2.3.2 is combined with Note 4 in B.2.3.4

· IP access parameters are sent in step 7 instead in step 9

· Descriptive text from end of B.2.3.4 is moved to B.2.1
· Text is generally clarified 

2
Proposal

Adopt the changes proposed in this CR.
3
PCR

2
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***** NEXT CHANGES *****

Annex B: Details and options for Alternative 1
B.1
Delayed Activation

There may a considerable delay (perhaps weeks or even months) between provisioning (U)SIM functionality into the M2M equipment and the first use of any connectivity. In the legacy credentials case, it may be undesirable for the operator providing the initial connectivity service to have live subscriptions in his network without any activity over an extended period of time. Therefore, a service may be useful (but not mandatory) by which an M2M user can indicate to the Registration Operator (Initial Connectivity Function) that the M2M equipment is going to be switched on so that the subscription can be activated in the network. Such a service could be realized over an appropriately protected web portal.
B.2
Detailed example for Network Interactions using decentralized Registration Operator and OMA DM
B.2.1
Overview
Section B.2.2 describes the steps unique to the initial provisioning, i.e., the first change of operator. Section B.2.3 then describes the general steps performed at every change of operator. The first initial change of operator hence proceeds as follows. The steps in B.2.2 are performed such that the M2ME is preconfigured with all essential data needed, and such that the device can establish IP connectivity to the RO. The change of operator from the RO to the first SHO is then performed according to Section B.2.3.

The architecture in the example assumes that every SHO owns a DPF and a DRF in their own networks.

The architecture also assumes that the role of the PVA is performed by the TRE manufacturer.

NOTE: 
We use here the concept of TRE manufacturer for distinguishing between the general M2ME manufacturer responsibilities and the specific responsibilities for creating and personalizing the TRE. In practice the TRE manufacturer could be the manufacturer of the modem part of the M2ME.

The suggested procedures allow an abstraction at the SHO to be independent of the specifics of the TRE. The TRE specifics, e.g. Java or STIP or Native, can be handled by the OMA DM (DM is designed the take care of this and can handle different devices, brands, etc)

B.2.2
Establishing Initial IP Connectivity

B.2.2.1
Manufacture pre-credential installation phase

During manufacture, a TRE is initialized with an asymmetric key pair {PrKTRE, PuKTRE}, additionally corresponding certificate signing request is created. In this architecture it is assumed that the TRE supplier assumes the role of the PVA, i.e., the TRE supplier certificate, denoted CertPVA, is trusted by all parties. The SHO has securely obtained the necessary PVA certificate (CertPVA). However, the means for the secure delivery is out of scope in the present study. Hence, the TRE Supplier creates the TRE certificates CertTRE, by signing the certificate requests with the private key corresponding to CertPVA,. The certificate is inserted into the TRE, together with the corresponding key pair. Additionally, the certificate of the RO, also called SHO[0] or current SHO, is installed as a trusted root certificate for authenticating the RO towards the TRE. The certificate is denoted CertSHO[0].

NOTE 1:
As the CertPVA is.trusted by all parties, one could consider using CertPVA for authenticating the RO. However, this is not plausible as the administrator of CertPVA should not be signing certificates of operators. Moreover, using CertPVA for this purpose would not be secure as then anyone getting his certificate signed by CertPVA could play the role of RO towards the TRE.
NOTE 2:
To simplify the manufacture procedure, alternatively, secure push can be used to authenticate the RO. In such implementations, the requirement to install the CertSHO[0] in the TRE is removed. The use of secure push would be contractually agreed between the RO and the M2ME/TRE manufacturer to reduce the requirement on support of secure push for all M2MEs. 

In the TRE, necessary algorithms for key derivation are installed, the TRE is also assumed to have an identity denoted by TRE_id. Hence, tuple {PrKTRE, CertTRE,, CertSHO[0], TRE_id} is available inside the TRE after manufacture time.

NOTE 3:
PuKTRE is included within CertTRE.. TRE_id is globally unique. This can be achieved using the vendor name; vendor given number format.
NOTE 4:
To improve the security it might be beneficial to create two asymmetric key pairs, replacing PrKTRE above, one used for signatures, and one used for encryption.
Depending on business agreements, either the TRE Supplier or the RO creates a set of unique network-access credentials for the TRE including network-access credentials {PCID, K}. The credentials are shared between the TRE manufacturer and the RO such that they can be inserted in the ROs HLR/AuC resp. HSS, and into the TRE by the TRE manufacturer. 

NOTE 5:
The current SHO (the RO at this stage), needs to be able to map a TRE_id to a subscription to enable operator change.

The M2ME is purchased and delivered to the M2M subscriber. On delivery, {TRE_id, CertTRE, SHO_id} is given to the M2ME Subscriber, where SHO_id denotes the identity of the current SHO, i.e., SHO[0], i.e., the identity of the RO.

B.2.2.2
Initial Attach

It is recommended that the M2ME uses a PCID which has the same format as a  currently used IMSI, so that the VNO does not have to be M2M-aware and can use the existing and known protocols and nodes.  The “MCC” and “MNC” fields in the IMSI will indicate to the VNO/SHO which entity it should contact to obtain authentication vectors to authenticate the IMSI with.  

NOTE 1: The shortage of IMSI numbers is a known issue for M2M communications where the number of M2M capable devices is expected to be considerable, and it is not only relevant for the present TR but also to M2M communications in general. Possible future enhancements could include, for instance, that PCIDs (IMSIs) no longer required by a M2ME could be re-allocated. Furthermore, a group of M2MEs could share the same PCID. We have to consider that the core network will not allow concurrent connectivity to M2MEs with same PCIDs. 
NOTE 2:
Depending on the actual contractual agreements, the operator may just confirm the IMSI data used in the initial attach and only provide the missing IP connectivity parameter details. This would mean that the M2ME already has a viable MCIM to this operator’s network. 
If no packet switched network parameters are available in the M2ME, then the M2ME can only get cellular connection when turned on and no IP connectivity. When the M2ME attaches to the RO, i.e., SHO[0], for the first time, the DRF is triggered to initiate an OMA DM Bootstrap, e.g., by using Automatic Device Detection (ADD) [xx] and e.g. via SMS. The bootstrap provides the M2ME with a Network Access Point Definition (NAPDEF) for the access network in question to enable IP connectivity (packet switched bearers) on the M2ME. 

The M2ME can at this stage establish IP connectivity. However, the connectivity might be restricted by the policies of the current SHO, e.g. to only allow connectivity to provisioning services.

After the initial attach phase, the provisioning of the MCIM and change of selected home operator (from the RO to the first SHO) are according to Section B.2.3.

[image: image1]
Figure B.2.2.2-1: Initial attach
B.2.3
Change of Selected Home Operator

B.2.3.1
Procedure

The general steps performed at each operator change are illustrated in Figure B.2.3.1-1. Description of the steps in the figure is described in clauses B.2.3.2 – B2.3.5. 


[image: image3]
Figure B.2.3.1-1: Change of selected home operator

From the editor: Figure above is the new and the figure above that figure is the old
B.2.3.2
Subscription Registration

Subscriber registration can be done in several different ways. In the context of this example we will assume that the M2ME is shipped to the end customer before the new SHO has been chosen. As stated in the previous section, the M2ME is shipped together with {TRE_id, CertTRE, SHO[i]_id}. Before registering the subscription the SHO[i] has to receive the {TRE_id, CertTRE, SHO[i]_id}. The data may also come from the manufacturer of the TRE, but the subscriber need to provide some data, which enables the SHO to obtain those data.
Step 1
The M2ME Subscriber registers for a subscription at the selected new SHO, denoted SHO[i+1], e.g., via a web interface. Information that needs to be provided to the new SHO is {TRE_id, CertTRE, SHO[i]_id, authorization token}. The SHO[i+1] stores the information obtained from the M2ME Subscriber. The authorization token is used to ensure that the MCIM provisioning is authorized. This authorization token might be a token signed with a private key of the M2ME/TRE.
The new SHO, i.e. SHO[i+1], generates MCIM credentials, which are stored in the HLR/AuC or in the HSS and are additionally protected using the TRE public key, i.e., PuKTRE, see subsection B.2.3.6, and inserted into the DPF. 

NOTE 1: The new SHO may wait to prepare the credentials for the M2ME until being contacted by the OMA DM backend system. However it seems more advantageous (e.g. when bulk provisioning is to be performed) to have the new SHO prepare the (wrapped) credentials as result of the registration of the devices and their respective platform credentials in advance at the new SHO. Both approaches are possible and the final decision can be left to the discretion of the new SHO.
Step 2

Based on the SHO_id, the new SHO, i.e., SHO[i+1], makes a registration at the SHO[i]. I.e. it i informs the current SHO, i.e., SHO[i], that it now has a subscription with the M2ME. The new SHO provides the current SHO with data to be included in the OMA DM bootstrap message to be sent from the DRF. 

The data given from the new SHO to the current SHO is {TRE_id, PROVURL, CertSHO[i+1], PuKTRE(username/password to the OMA DM (DPF) server, nonceA)}, where nonceA is used to prevent replay attacks. As this is sensitive data not to be exposed to the current SHO, it is encrypted using the public key of the M2ME, i.e., PuKTRE. The protection format used is described in Subsection B2.3.6.

The current SHO maps the TRE_id to a subscription, and updates its registers in the DRF with information on how the M2ME should discover the new SHO. 



B.2.3.3
Triggering provisioning using OMA DM bootstrap 

This section provides one example of how the current SHO can bootstrap information to the M2ME about how to find the provisioning server (DPF) of the new SHO.
NOTE 1:
OMA DM provides a bootstrap mechanism based on connectionless OTA push. This mechanism can be used if no IP connectivity parameters are pre-configured in the M2M equipment. At least two configuration contexts can be identified: the context for provisioning the MCIM application, and the context for provisioning M2M applications.  


Step 3

The OMA DM Account management object (DMAcc) (sent in Bootstrap message) defines the server URL of the DPF to which the M2ME (OMA DM client) will initiate the connection

The TRE will authenticate the DRF server using the trust root certificate of the current SHO, i.e. CertSHO[i], which has been previously installed in the TRE. The DRF (OMA DM server) will sign the bootstrap message using XML signatures and CertSHO[i] which can be verified by the TRE. Client authentication of the Bootstrap message is defined in OMA-TS-DM_Security-V1_2 [x2] and OMA-TS-DM_Bootstrap-V1_2[x1].
NOTE 3:
As noted in Section B.2.2.1, the RO (SHO[0]), may be authenticated using secure push.

There is also a requirement for the M2ME (OMA DM client) to authenticate the DPF server during the MCIM provisioning activity. This is achieved by including the certificate of the new SHO, i.e. CertSHO[i+1], in the bootstrap message. The DRF server further signs the bootstrap message using the private key corresponding to the trusted server certificate, i.e. CertSHO[i].
NOTE 4: 
This has been done before (MS) by the addition of a “CertificateStore” characteristic, but could also be conveyed in a more subtle way, e.g. by including the public key hash in the ProvURL parameter, or by the addition of a VENDORCONFIG characteristic in the bootstrap message.

Step 4
Thus, the data sent in the bootstrap is {{PROVURL, CertSHO[i+1], PuKTRE(username/password to the OMA DM (DPF) server, nonceA)},signatureSHO[i]}. When the TRE of the M2ME receives the bootstrap message, the TRE verifies that the signature of the current SHO is correct. The certificate of the new SHO, i.e., CertSHO[i+1], is installed as a new trusted root certificate. The encrypted data is decrypted and saved for usage in the provisioning phase after checking the nonce for replay attacks.

B.2.3.4
MCIM Application Provisioning Scenario Using OMA DM

The following steps outlines the provisioning steps in the context of OMA DM.

It is assumed that two OMA DM management objects have been defined; the M2MEobj and the MCIMobj. The first one is used to carry information about the M2ME and its TRE to the DPF (OMA DM Server), see Step 5, and the latter is used to transport the MCIM parameters (and possibly code) to the TRE of the M2ME, see Step 7.

NOTE 1: 
The standardization of OMA DM management objects is a relatively simple process and can be done in 3GPP (SA3) if so desired. OMA may then register the defined object to become a publicly registered OMA DM management object.
Step 5
When the M2ME has received and verified the DRF bootstrap message (see B.2.3.3), it prepares the M2MEobj with information about the TRE of the M2ME. The nonce, i.e. nonceA, received in the bootstrap message is included in the object. Additionally, the M2ME creates a second nonce, i.e. nonceB, which is included in the M2MEobj. Information about the TRE is also included and denoted TRE_info and contains information about which type of TRE that is used in the M2ME. Finally, the TRE signs the data in the M2MEobj with PrKTRE. The data, {{TRE_info, nonceA, nonceB}, signatureM2ME}, is packaged in theM2MEobj and is sent to the DPF. The two nonces, nonceA and nonceB, are included to prevent replay attacks.

The DPF (OMA DM server) receives the OMA DM management object for M2ME (M2MEobj), verifies the signature and validates that the provisioning request relates to an ongoing M2M provisioning. This is done by verification that nonceA is the same as the nonce given to the SHO[i] in step 2.
Step 6

The OMA DM back-end system contacts the PVA to verify that the TRE platform and TRE certificates can be trusted.

NOTE 2: It is assumed that SHO[i+1] trusts the root certificate of the TRE manufacturer. The validation can then be performed locally by the new SHO, i.e., SHO[i+1], by verification of the signature I.e., there is no need for SHO[i+1] to contact the PVA for the validation.
Step 7
The DPF retrieves the wrapped platform credential for the M2ME, denoted PuKTRE(MCIM), and prepares the MCIMobj for provisioning by the OMA DM Server. Included in the object is the following data {{PuKTRE(MCIM), nonceB, authorization token}, signatureSHO[i+1]}, where nonceB is the nonce received in the M2MEobj from the M2ME. The packet switched network parameters to allow IP connectivity in the SHO network (NAPDEF) are also included. The MCIMobj is sent to the M2ME.

Step 8

The M2ME receives the MCIMobj, the OMA DM client in the M2ME locally provisions the MCIM blob to the TRE The TRE can verify that the MCIM blob comes from the correct SHO by verifying the signature, and by checking the registration nonce, i.e. nonceB, one achieves protection against replay attacks. 

The encrypted blob with the parameters is decrypted inside the TRE and the parameters are extracted and securely installed. 

NOTE 3: 
To limit the security requirements on the OMA DM server the OMA DM server only receives an encrypted binary blob. The encrypted binary blob contains the MCIM application information including the IMSI, the key Ki, an algorithm identifier and possible algorithm constants or algorithm code packaged for the device that can only be opened using the platform key that the M2ME holds in its TRE (e.g. a value of OP_C if MILENAGE is the selected algorithm). OMA DM includes support for XML Encryption and XML Signatures and hence these can be straightforwardly applied. The binary blob is a PKCS-formatted envelope for the device, externally formatted  to be further sent to theTRE for decryption, validation and deployment.


NOTE 4:
When the new MCIM is taken into use, in extreme cases, the new SHO, or its roaming partners, might not be able to provide coverage in the location of the M2ME. If the device cannot attach to any network within a predetermined time period, after taking a new MCIM into use, it should revert back to the previously used MCIM/network parameters. Therefore it might be beneficial if the current (old) SHO stores the credentials, e.g. current active MCIM and CertTRE, for some time to resolve error scenarios, any such agreements should be done contractually. The credentials could be deleted when the old SHO can be sure that the M2ME has successfully changed to the new SHO. If such scenarios are covered by contractual agreements between SHO[i] and SHO[i+1], the M2ME can be prevented from becoming unreachable.


B.2.3.5
IP Connectivity

Step 9 and step 10

The M2ME connects to the new SHO using the new provisioned MCIM and establish IP connectivity by running the normal AKA procedure and using the IP connectivity parameters received in step 7.
Step 11 

The new SHO (SHO[i+1]) informs the old SHO (SHO[i1) of successful completion of operator change. At this point old SHO can delete/deactivate the credentials related to the M2ME.
B.2.3.6
Form of data protection 
The data that needs to be protected and then provisioned should have the form:


data = tag | payload_length | payload | version | padding_data

- The tag is to indicate what kind of information is contained in the payload e.g. algorithm, update, or MCIM.

- The padding_data is to make up the data length to a suitable length for encryption.

For the protection of the provisioned data a pair of symmetric secret keys is used, denoted as the integrity key PIK and the confidentiality key PCK. Two distinct keys should be used for performance reasons. Those keys are protected with the public key PuKTRE. The protection should be straightforward and use well-known algorithms e.g. AES-CBC for encryption and HMAC-SHA1 as the integrity protection algorithm. The data should be protected as follows:

Protected_data = (ENC_PCK (data) | MAC_PIK (ENC_PCK(data)). E.g. the MCIM Object described in figure B.2.3.1-1 step 7 has the following content:


PuKTRE (PIK|PCK) | Protected_data, which may be also used in a shortened form PuKTRE (Protected data). 
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