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*** BEGIN CHANGES ***
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [2], TS 33.220 [1] and the following apply.
GPL_ME
GPL protocol entity residing in the ME.
SN_h
The highest received sequence number received in an integrity protected GPL message used for replay protection. 

SN_s
A counter used to generate sequence numbers for outgoing messages.


3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [2] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [2].

GBA
Generic Bootstrapping Architecture

GPI
GBA Push Information

GPL
Generic Push Layer

NAF
Network Application Function

KDF
Key Derivation Function

MAC
Message Authentication Code

SA
Security Association

SAID
Security Association Identifier

SN
Sequence Number


*** NEXT CHANGE ***
4.1
Session concept

It is reasonable to expect that there will exist NAF based services that rely on some form of per terminal session concept, and which would benefit from pushing more than one message based on the same security association. An example could be a virus-signature update server. It is possible that the virus signatures are delivered in multiple pushed messages (for size limitation reasons of the underlying push transport mechanism), and it would then be inefficient to establish a new security association for each message. 
This requires that the generic secure push layer provides replay protection in addition to integrity protection (and possibly confidentiality protection). Figure 4.1-1 depicts the usage scenario, where a secure session with three push messages are delivered from the NAF to the UE after establishing the security association to protect them. Note that steps 1 and 2 in Figure 4.1-1 are out of scope for this specification. One way to achieve steps 1 and 2 is to use TS 33.223 [3].
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Figure 4.1-1: Example of a secure session
If GPL was to provide a complete session concept including reliability of delivered messages using timeouts/acknowledges and re-transmissions, re-establishement of the sessions, re-ordering of messages etc., GPL would be unnecessarily complex and the size of the GPL messages would be too large for many applications (e.g., when the underlying transport is SMS). Therefore GPL shall only provide sufficient session state to ensure that the security of multiple GPL messages is not compromized. GPL shall hence provide the security services confidentiality, integrity protection and replay protection for a GPL session.

If a more complex session concept is required by the application, where the session concept includes services other than security services, then, e.g., WSP [10] could be applied on top of GPL, but this is out of scope for this specification.

Even though it shall be possible to have a secure one-way channel from the push NAF to the terminal (for broadcast only terminals) a return channel may be present. An example of this is OMA's location based services, where a server requests location information from a terminal, which responds with its location information. This request/response exchange may be repeated every ten minutes. It is prudent to require that it shall be possible to secure also such a return channel. The security of the return channel can conveniently be based on the same security association as the one-way channel.







*** NEXT CHANGE ***
5.0
General

5.0.1

GPL protocol entity types

To utilise GPL as described in this document the ME shall be equipped with a GPL protocol entity implementing the particular features of GBAPush as specified in TS 33.223 [3]. 

The GPL protocol entity resides in the ME (called GPL_ME). When the GPL client to be used is in the ME, Ks_NAF or Ks_ext_NAF shall be used as the shared master key between the UE and the NAF (which one is used depends on if GBA_ME or GBA_U was run to establish the NAF SA). 
The NAF must have knowledge of ME’s capabilities to support GPL_ME. Otherwise the NAF cannot know if it can send GPL messages to the UE or which type of GPL messages the UE understands.Therefore the GPL capabilities of the ME shall be indicated to the NAF during GBA-Push UE registration procedure which is specified in Annex B in TS 33.223 [3].
*** NEXT CHANGE ***
5.4
GPL Security Association

A GPL security association (GPL-SA) is the data kept by each peer required for processing of either inbound or outbound GPL messages. That is, in case there is a bi-directional communication link, each peer shall keep two GPL-SAs, one for the inbound traffic, and one for the outbound traffic.
The GPL-SA shall be derived from a NAF SA (see TS 33.223 [3] for further information on NAF SAs). A GPL-SA shall be deleted by the NAF and the UE if the corresponding NAF SA is deleted and vice versa.
Each GPL-SA shall be associated with an identifier, the SAID, which shall be unique for each GPL-SA within the GPL module. This means that the same SAID refers to two different GPL-SAs if one of the GPL-SAs is inbound (at the receiver) and the other is outbound (at the sender). 
The GPL-SA contains at least the following items:
SAID:  An identity which uniquely identifies the GPL-SA with the GPL-module.
Master key:  A 256-bit key used as master key for the key derivations of integrity and encryption keys. 
SN_h: The highest received sequence number received in an integrity protected GPL message used for replay protection. This state-variable is only used in an inbound GPL-SA. 
SN_s: A counter used to generate sequence numbers for outgoing messages. The counter shall be increased for each message output. This state-variable is only used in an outbound GPL-SA.

Cipher suite: The cipher suite used for protection of messages. A cipher suite shall consist of one integrity protection algorithm, one encryption algorithm, and one key derivation algorithm.



Life-time of the GPL-SA: This is the expiry time of the GPL-SA in the same time format as used for the Ks-life time in GBA. The life-time of the GPL-SA shall be the same as the life-time of the corresponding NAF SA.
*** NEXT CHANGE ***
5.6.1
Data Unit Transfer Format

A GPL message is laid out as shown in Figure 5.5.1-1. The GPL message encapsulates an application message in the GPL payload, and protects the message.
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Figure 5.5.1-1: Format of a GPL message

Each field is encoded in network byte order (i.e., big endian) and with the most significant bit being bit number zero. All fields are octet aligned. The fields of the message are the following.

Ver (4 bits): The version of the GPL protocol encoded as an integer. The version of any message conforming to this specification shall use the value 1, i.e., the first nibble of the message is 0x1.
GPI Indication (1 bits): It indicates if combined delivery is used, i.e. if GPI message is present in the GPL message or not. When GPI Indication equals to 0, fields for GPI length and GPI message are not present. When GPI Indication equals to 1, fields for GPI length and GPI message are present.
Reserved (3 bits): These bits are reserved for future versions of this specification. Implementations conforming to this specification shall set these bits to zero before transmitting a message, and the receiver of the message shall ignore these bits. 
GPI length (16 bits): The length of the GPI message in number of octets. This field is present only when GPI Indication is set to 1.
GPI message (variable length): The GPI message. This field is present only when GPI Indication is set to 1.
SN (16 bits): The sequence number used for synchronizing the encryption and providing replay-protection.

Cipher suite (8 bits): The cipher suite used for protection of the message. The cipher suite consists of one integrity protection algorithm, one encryption algorithm, and one key derivation algorithm.


SAID length (8 bits): The length of the SAID in number of octets.

SAID (variable length): The identity of the GPL security association used for protection of the message.

MAC (variable length): The message authentication code providing integrity protection of the message. The length of this field is determined by the size of the output of the integrity protection algorithm used, but shall be a multiple of 8 bits.

GPL Payload (variable length): The actual application message that is protected. The length of the message shall be a multiple of 8 bits, and must be padded by the application unless this condition is met. Any such padding is up to the application and is out of scope for this specification. This field is encrypted.

Padding (variable length): Padding as required by the encryption transform. Exactly how the padding is generated, verified and removed is defined by each encryption transform. In case the encryption transform does not require padding, this field is not present. This field is encrypted.
*** NEXT CHANGE ***
5.9.1.2
Initialization of downlink GPL-SA from a NAF SA

The NAF shall initialize the downlink GPL-SA from the corresponding NAF SA before sending the first GPL message to the UE. The NAF shall:

· Set the GPL-SA SAID equal to the NAF SA's DL_SA_Id.

· Set the GPL-SA master key equal to External NAF-key according to the NAF SA.

· Set the GPL-SA SN_s equal to 1.

· Set the life-time of the GPL-SA equal to the life-time of the NAF SA.

· Set the cipher suite and key indication ID according to the applications policy.

The UE shall initialize the downlink GPL-SA from the corresponding NAF SA when the NAF SA has been established (e.g., after processing a GPI). The UE shall:
· Set the GPL-SA SAID equal to the NAF SA's DL_SA_Id.

· Set the GPL-SA master key equal to External NAF-key according to the NAF SA.

· Set the GPL-SA SN_h equal to 0.

· Set the life-time of the GPL-SA equal to the life-time of the NAF SA.

· Set the cipher suite and key indication ID according to the applications policy.
5.9.1.3
Initialization of uplink GPL-SA from a NAF SA

If the application requires an uplink GPL-SA, the NAF shall initialize the uplink GPL-SA from the corresponding NAF SA before processing the first uplink GPL message from the UE. The NAF shall:

· Set the GPL-SA SAID equal to the NAF SA's UL_SA_Id.

· Set the GPL-SA master key equal to External NAF-key according to the NAF SA.

· Set the GPL-SA SN_h equal to 0.

· Set the life-time of the GPL-SA equal to the life-time of the NAF SA.

· Set the cipher suite and key indication ID according to the applications policy.

The UE shall initialize the uplink GPL-SA from the corresponding NAF SA after the NAF SA has been established (e.g., after processing a GPI) and before sending the first uplink GPL message to the NAF. The UE shall:

· Set the GPL-SA SAID equal to the NAF SA's UL_SA_Id.

· Set the GPL-SA master key equal to External NAF-key according to the NAF SA.

· Set the GPL-SA SN_s equal to 1.

· Set the life-time of the GPL-SA equal to the life-time of the NAF SA.

· Set the cipher suite and key indication ID according to the applications policy.
*** END OF CHANGES ***
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