Page 1



3GPP TSG-SA3 (Security)
S3-091994
Meeting SA3#57, 16 – 20 November, 2009, Dublin, Ireland
revision of clause 9.2.2.1 part of S3-091828
	CR-Form-v9.6

	CHANGE REQUEST

	

	(

	33.401
	CR
	328
	(

rev
	2
	(

Current version:
	9.1.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Clarifications to context handling in IRAT handover and Conditions on TAU and NAS SMC in the context of inter-RAT handovers and network sharing scenarios (Rel-9)

	
	

	Source to WG:
(

	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks

	Source to TSG:
(

	SA3

	
	

	Work item code:
(

	SAES
	
	Date: (

	05/11/2009

	
	
	
	
	

	Category:
(

	A
	
	Release: (

	Rel-9

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)

	
	

	Reason for change:
(

	This CR proposes a number of clarifications to section 9.2 on IRAT handovers

in order to ease the readability of this section:

· in section 9.2.2 when performing HO from UTRAN to E-UTRAN, it is not    clear from the text whether the CK/IK derived from the "latest AKA" should be used to derive a K_ASME if they have not been activated in UMTS.
The following scenario is described in the LS C1-094652 from CT1:  

“When ISR is activated in a configuration where the E-UTRAN is shared by several operators and the UE is handed over from UTRAN to E-UTRAN to its old tracking area, the PLMN identity for the E-UTRAN target cell (PLMN_B) is selected by the source RNC. This PLMN identity can be different from the identity of the currently registered PLMN known in the UE (PLMN_A), so no Tracking Area Update procedure would be triggered as the UE is unaware that the PLMN has changed to PLMN_B as a result of the handover as per Triggers for tracking area update in TS 23.401. However, TS 23.251 states that “subsequent Tracking Area Update procedure is used to update the UE about any change of core network operator” after handover into E-UTRAN.”

This has the consequence that the UE would bind K_ASME to the wrong PLMN_Id for any EPS AKA run before the completion of TAU; and a NAS SMC run activating a non-current native security context before the completion of TAU would fail. 

LSs R2-096277, R2-096278, and S2-096387 from RAN2 and SA2 discuss this issue further.  This CR provides a solution along the lines sketched in S2-096387.

	
	

	Summary of change:
(

	It is clarified which keys are used for Kasme derivation. A number of clarifications are proposed to section 9.2 in order to improve the understanding and readability. 

The UE is mandated to send a TAU request immediately after HO from 2G/3G to E-UTRAN whenever the UE recognizes a network sharing situation from the cell broadcast messages. The MME shall wait for the completion of the TAU procedure from 2G/3G to E-UTRAN in a network sharing situation before initiating an EPS AKA. Note that the MME can recognize a network sharing situation by configuration.  Clause 9.3 of TS 33.401 strongly recommends running EPS AKA after a HO from 2G/3G. Therefore, the MME may set an appropriate timer for the reception of the TAU request after HO from 2G/3G, and deregister the user after the timer has elapsed.
Furthermore, a minor corrections was made to the CR from the Sept ad hoc meeting. 

	
	

	Consequences if 
(

not approved:
	Misinterpretations might occur when implementing the handling of EPS and UMTS security contexts at HO between UTRAN <-> E-UTRAN. This could lead to MME and UE using wrong keys for Kasme derivation. 

Unnecessary connection release  

	
	

	Clauses affected:
(

	9.2.2.1  

	
	

	
	Y
	N
	
	

	Other specs
(

	Y
	
	 Other core specifications
(

	23.401, 23.251, 24.301

	affected:
	
	N
	 Test specifications
	

	
	
	N
	 O&M Specifications
	

	
	

	Other comments:
(

	


********************** start of changes*******************************

9.2.2
From UTRAN to E-UTRAN

9.2.2.1
Procedure

The procedure for handover from UTRAN to E-UTRAN, as far as relevant for security, proceeds in the following two consecutive steps:

A) Handover signalling using the mapped EPS security context (cf. also Figure 9.2.2.1-1);

B) Subsequent NAS signalling to determine whether a native EPS security context is taken in use (not shown in Figure).

The activation of NAS and AS security in E-UTRAN, and selection of the key set from the source system for the handover shall be according to following principles: 

i) As described for inter-SGSN PS handover cases in TS 33.102 [4], the source SGSN shall select the key set most recently generated (either by a successful UMTS AKA run in UTRAN (which may or may not yet have been taken into use by the UE and SGSN) or a UMTS security context mapped from an EPS security context when the UE moved to UTRAN) and transfer this key set to the MME in the Forward Relocation Request.

NOTE x: The MME is considered as a target SGSN in case of Gn/Gp interface.

ii) Activation of AS security (for details cf. TS 36.331 [21]):

The E-UTRAN HO command received at the UE shall activate AS security.

The HO Complete received at the eNB shall activate AS security.

iii) Activation of NAS security (for details cf. TS 24.301 [9]): 

The E-UTRAN HO command received at the UE shall activate NAS security.

The HO Notify received at the MME shall activate NAS security. In case the MME does not have the UE security capabilities stored from a previous visit, then no NAS message shall be sent or accepted by the MME other than a TAU request before a successful check of the UE security capabilities in the TAU request was performed by the MME.

iv) Both AS and NAS ciphering and integrity protection algorithms shall be selected according to the policy of the target PLMN.

The above four principles consequentially always activate ciphering (potentially NULL ciphering) in E-UTRAN even if it was not active in the source system.
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Figure 9.2.2.1-1: Handover from UTRAN to E-UTRAN

A) Handover signalling in case of successful handover

The RNC shall send a Relocation Request message to the SGSN. This message does not contain any security-relevant parameters. 

1. The SGSN shall transfer MM context (including CK and IK (or the Kc), KSI and the UE security capabilities) to MME in the Forward relocation request message. In case the MM context in the Forward relocation request message indicates GSM security mode(i.e., it contains a Kc), the MME shall abort the procedure. The UE security capabilities, including the UE EPS security capabilities, were sent by the UE to the SGSN via the MS Network Capability IE, that is extended to include also UE EPS security capabilities, in Attach Request and RAU Request. It is possible that an SGSN does not forward the UE EPS security capabilities to the MME. When the MME does not receive UE EPS security capabilities from the SGSN, the MME shall assume that the following default set of EPS security algorithms is supported by the UE (and shall set the UE EPS security capabilities in the mapped EPS NAS security context according to this default set):
-
EEA0, 128-EEA1 and 128-EEA2 for NAS signalling ciphering, RRC signalling ciphering and UP ciphering;
-
128-EIA1 and 128-EIA2 for NAS signalling integrity protection and RRC signalling integrity protection.

NOTE 0: Subclauses 5.1.3.2 and 5.1.4.2 of this specification mandate the UE to support the default set of EPS security algorithms, so, for the Rel-8 version of this specification, the default set of EPS security algorithms includes all security algorithms standardised for EPS. The notion of default set of EPS security algorithms is introduced here in order to make this specification future-proof as more security algorithms may be standardised for EPS in future releases. 

2. The MME shall create a NONCEMME to be used in the K'ASME derivation (see clause A.10 for requirements on the randomness of NONCEMME).. MME shall derive K'ASME from CK and IK with the help of a one-way key derivation function as defined in Annex A and associate it with a Key Set Identifier KSISGSN. The value field of the KSISGSN shall be derived by assigning the KSI corresponding to the set of keys most recently generated (either by a successful UMTS AKA run in UTRAN (which may or may not yet have been taken into use by the UE and the SGSN) or a UMTS security context mapped from an EPS security context during a previous visit to UTRAN). MME shall derive the NAS keys and KeNB from K'ASME. The uplink and downlink NAS COUNT values for the mapped EPS security context shall be set to start value (i.e. 0) in the UE and the MME.
3. MME shall select the NAS security algorithms, MME shall include KSISGSN, NONCEMME , the selected NAS security algorithms in the NAS Security Transparent Container IE of S1 HO Request message to the target eNB. MME further shall include KeNB and the UE EPS security capabilities, either the capabilities received from the SGSN or, in the absence of these, the default set of EPS security algorithms, in the S1 HO Request message to the target eNB. 

4. The target eNB shall select the RRC and UP algorithms based on the UE EPS Security Capabilities. The target eNB shall create a transparent container (RRCConnectionReconfiguration) including the selected RRC, UP algorithms and the NAS Security Transparent Container IE, and send it in the S1 HO Request Ack message towards the MME. 

NOTE 1: This transparent container is not protected by the target eNB.

5. MME shall include the transparent container received from the target eNB in the FW Relocation Response messgage sent to SGSN.

6. SGSN shall include the transparent container in the relocation command sent to the RNC.

7.  The RNC shall include the transparent container in the UTRAN HO command sent to the UE. 

NOTE 2: The UTRAN HO command is integrity protected and optionally ciphered as specified by TS 33.102 [4].

8. The UE shall derive K'ASME in the same way the MME did in step 2, associate it with KSISGSN and derive NAS, RRC and UP keys accordingly. The UE shall send a RRCConnectionReconfiguration Complete messages to the eNB. The uplink and downlink NAS COUNT values for the mapped EPS security context shall be set to start value (i.e. 0) in the UE and the MME.
9. The mapped EPS security context shall become the current (cf. subclause 3.1) EPS security context at AS and NAS level and overwrite any existing current mapped EPS security context. If the current EPS security context is of type native, then it shall become the non-current native EPS security context and overwrite any exisiting non-current EPS security context. The HO Complete messages and all following AS messages in E-UTRAN shall be ciphered and integrity protected according to the policy of the target PLMN.

B) Subsequent NAS signalling

In order to prevent that successful bidding down on the UE security capabilities in a previous RAT have an effect on the selection of EPS security algorithm for NAS and AS, the UE security capabilities shall be included in the TAU request after IRAT-HO and be verified by the MME.

NOTE 3: Any TAU request following the handover will be integrity protected. Details are described in subclause 9.2.2.1

In any case UE security capability information received from the UE overwrites any capabilities received with the context transfer as specified in TS 23.401 [2].

It can happen that the MME receives UE security capabilities in the TAU Request that contains an algorithm with higher priority (according to the priority list stored in the MME) than any of the algorithms the MME received from the source SGSN. It can also happen that the MME uses the default set of EPS security algorithms for the UE according to A) step 1 above, and the TAU Request contains an algorithm with higher priority (according to the priority list stored in the MME) than the default set. If any of these cases happen, the MME shall run a NAS security mode command procedure to change the NAS algorithms according to subclause 7.2.4.4 and a S1 CONTEXT MODIFICATION procedure to inform the eNB about the correct UE EPS security capabilities and trigger a change of AS algorithms.

1. If the MME has native security context for the UE and does not receive a TAU request within a certain period after the HO it shall assume that UE and MME share a native security context with the following exception: in a network sharing situation, the MME shall wait for the completion of the TAU procedure before making assumptions about the existence of a shared native security context. In a network sharing situation, the MME shall not initiate an EPS AKA before the completion of the TAU procedure; the MME may set an implementation dependent timer for the reception of the TAU request, and deregister the user after the timer has elapsed. 

NOTE 4: A TAU procedure following handover from UTRAN to E-UTRAN is mandatory if the Tracking Area has changed, but optional otherwise, cf. TS 23.401[2]. There is an exception to this rule in network sharing situations, cf.step 2 below. The MME can recognize a network sharing situation by configuration while the UE can recognize a network sharing situation from the cell broadcast messages.
2. When the UE sends a TAU request it shall protect the request using the mapped EPS security context identified by KSISGSN. The UE shall also include KSIASME in the TAU request if and only if it has native EPS security context. The KSIASME shall be accompanied by a GUTI. When the MME receives a TAU request with a KSIASME and GUTI corresponding to the non-current native EPS security context stored on that MME it knows that UE and MME share a non-current native EPS security context. If after the handover the UE is in a network sharing situation, the UE shall send a TAU request regardless of the Tracking Area of the target cell. 

3. Void.

NOTE 5: Void.

4. When the MME receives a TAU request without a KSIASME it shall delete any non-current native EPS security context for any GUTI it may have for the user who sent the TAU request.

5. If the MME shares the non-current native EPS security context indexed by the KSIASME and GUTI from the TAU Request with the UE, the MME may run a NAS security mode command procedure with the UE to activate the non-current native EPS NAS security context according to clause 7.2.9.4. The MME may in addition change the KeNB on the fly according to clause 7.2.9.2. In case the GUTI received in the TAU Request message pointed to a different MME, the allocation of a new GUTI, replacing the received GUTI, and the association of this new GUTI with KSIASME is required.


6. Void.

NOTE 6: The TAU Request is integrity protected with the mapped EPSsecurity context even if the UE and the MME share a non-current native EPSsecurity context since the UE cannot know for sure if the MME still has the non-current native EPS security context at the time of sending the TAU Request.

7. When the MME knows, after having completed the TAU procedure in the preceding steps, that it shares a non-current native EPS security context with the UE, the MME may (depending on configured policy and if the MME did not do it already in step 5) activate this non-current native EPS security context. This activation may occur in three ways:

a. During ECM-CONNECTED state: the MME shall initiate a key change on the fly procedure according to subclause 7.2.9 for the entire EPS key hierarchy.

b. After the next transition to ECM-IDLE state following the handover from UTRAN: Upon receiving the first message from the UE after the UE has gone to ECM-IDLE state the MME shall use the procedures defined in subclauses 7.2.4.4 and 7.2.4.5 to activate the non-current native EPS security context.

c. At the next transition to EMM-DEREGISTERED (see clause 7.2.5.1).

8. If a non-current native EPS security context has been established, then the UE and the MME shall delete the mapped EPS security context and set the non-current native EPS security context to the current EPS security context. 

NOTE 7: The run of a NAS SMC procedure ensures that the uplink NAS COUNT has increased since the last time a KeNB was derived from the KASME.

NOTE 8: For the handling of native and mapped EPS NAS security contexts after a state transition to EMM-DEREGISTERED cf. subclause 7.2.5.1. 

********************** end of changes ************************
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