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1. Introduction 
The motivation of this CR is to point out that besides the methods already mentioned and described in chapter 7.5 ‘UC protection framework for non-IMS interconnection’ also alternative methods exist that could fulfill the same purpose. This CR intends to give a base for future discussion, selection and perhaps standardization on this important topic.
2. Pseudo-CR 

Start of Changes
7.5.x   Alternative Methods for Authentication of Originating Network
7.5.x.1   Introduction

As already discussed in some sections of this TR, IMR-based PUCI prevention in the terminating network has the cardinal disadvantage that it is prone to forged sender identities. Forged sender identities lead to a corruption of the UC database and may even be a source of a new kind of UC reputation attacks.

If using IMR-based PUCI prevention, it is regarded necessary that it can be applied in the terminating network although the originating network is better suited as it is able to authenticate its users. The main reason for terminating UC prevention is that the terminating network can’t rely on the UC findings of the originating network (if available at all) if there is no trust in any caller identity transmitted by the originating network, or in the identity of the originating network itself. This may already apply for IMS to IMS interconnections but even more for IMS to non-IMS interconnections.

This disadvantage of terminating IMR-based PUCI prevention can only be solved if at least the originating network can be reliably authenticated. The underlying assumption is not that the originating network itself is malicious but that the originating network may be somewhat careless and only has a weak or even a missing user authentication and is therefore attractive for malicious users. If, however, the originating network itself is regarded as malicious, the only remaining possibility is to completely block traffic from this network.

The optimal solution would be that the terminating network is able to authenticate the originating users, but that may not be realistic in all cases. Alternatively, the terminating network may rely on a caller identity authenticated and transmitted by the originating network. If this is not possible at least the identity of the originating network must be authenticated. Therefore the originating network is responsible for malicious users connected to it and if it can be reliably authenticated, the terminating network is able to take appropriate actions, e.g. based on Service Level Agreement contracts with the originating network.

Unfortunately, today no mechanism exists that reliably authenticates (without forging possibility) the originating network neither on IP level nor on SIP level and that is available for IMS and for non-IMS networks. As a consequence terminating IMR-based PUCI prevention can reasonably only be achieved if such a mechanism is introduced and if non-IMS SIP networks support this mechanism. This means that a clear requirement has to be put for non-IMS networks (outside 3GPP) to support a mechanism enabling reliable authentication of the originating network. As there is no possibility to enforce non-IMS networks to comply with such a requirement, the only alternative is to make the information that a network is non-compliant available to a PUCI application server in the terminating network or to the callee so that they can take this information into account in PUCI identification or prevention, e.g. when computing a PUCI score. 

As the acceptance for such a mechanism would be certainly higher if already available identifiers or authentication mechanisms could be reused and enhanced, some of the possibilities shall be discussed subsequently such as

· P-Asserted-Identity

· SIP Identity

· IPSec
7.5.x.2   P-Asserted-Identity

P-Asserted-Identity (according to RFC 3325) describes a private extension to SIP that enables a network of trusted SIP servers to assert the identity of authenticated users. Advantage is that the P-Asserted-Identity is added by the originating network and not by the caller itself. To be effective as a kind of reliable network authentication the originating network has to ensure that the caller has not maliciously added a P-Asserted-Identity header to its SIP messages. Pre-requisite for the use of this extension is that the trusted SIP servers have previously agreed upon policies for generation, transport and usage of such information.
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Figure 7.5.x.?

Although the P-Asserted-Identity header extension is not signed by the originating network (in this example a non-IMS network) and could be forged by the originating as well as by intermediate transit networks, it is regarded unlikely that the originating or the transit networks will cooperate with a SPITter connected to the non-IMS network.

7.5.x.3   SIP Identity 
SIP Identity (according to RFC 4474) is similar to the ‘P-Asserted-Identity’ mechanism. The originating network authenticates the user and adds a signature to the SIP request. This signature provides two significant advantages:

· SIP Identity is protected against manipulation of a malicious user in the originating network

· SIP Identity is protected against manipulation of intermediate transit networks

As only a hash of SIP Identity related information is signed, this mechanism allows changes in other fields of the SIP message by intermediate SIP servers while fulfilling its purpose securely.
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Figure 7.5.x.?+1

According to RFC 4474, SIP identity is designed in such a way that the terminating user fetches the certificate, validates it and verifies the signature and the sender’s identity. As already explained before, this may not be realistic in many settings as it assumes a Public Key Infrastructure shared among operators and an installation of corresponding root keys on the UEs. This may put to much burden on the user equipment.

A more feasible alternative seems to be that the terminating network provides a SIP Identity Application Server that acts as back-to-back user agent, terminates SIP Identity and afterwards strips off the SIP Identity header parts so that the user equipment is not affected.
7.5.x.4   Trusted Interconnect with IPSec 

Two IMS networks can be securely interconnected by means of IPsec VPNs, e.g. by realizing the Za interface according to TS 33.210 between two IBCFs. If it is ensured by policy that originating and terminating IMS network are directly connected via a VPN, an IBCF can be sure of the identity of the originating network. But the IBCF has no means to communicate this identity to a SIP proxy further inside the IMS network. There may be some scope for further study here. The source IP address of an IP packet containing a SIP message could be an indicator of the source network only if the source network performed some sort of reverse IP address filtering, i.e. the  source network ensured that only packets with topologically correct source IP addresses leave the domain. This property cannot be generally assumed, however. 

In general, originating and terminating IMS network will not be directly connected via a VPN, but there will be transit networks where SIP messages may be even modified. Then there is, at best, a chain of trusted networks, and the links between them are protected by IPsec. The terminating IBCF, when implementing a Za interface, can then still know that a SIP message was forwarded by a trusted transit network, but may not have any information about the originating network, at least not without further assumptions about agreements among network operators.

7.5.x.5   Trusted Interconnect with IPSec combined with P-Asserted-Identity

If originating and terminating network are directly connected without intermediate transit networks it is also possible to combine P-Asserted-Identity with IPSec. 
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Figure 7.5.x.?+2

For the ‘IPSec combined with P Asserted Identity’ method the directly interconnected networks are classified in trusted and untrusted networks. Trusted networks are connected to a “trusted” network interface or port of the IBCF (i.e. a network interface or port to which all trusted networks are connected) in the terminating IMS network while untrusted networks are connected to the “untrusted” port of the IBCF. 

When the SIP request is received over a trusted port the IBCF leaves the P-Asserted-Identity header in the SIP request unchanged.

When the SIP request is received over an untrusted port the IBCF strips off the P-Asserted-Identity header.

A SIP request with a P-Asserted-Identity header indicates to the receiving CSCF in the terminating IMS network that asserted identity can be trusted. A missing P-Asserted-Identity header in the SIP request indicates that the SIP request comes either from an untrusted network or from a trusted network that does not use P-Asserted-Identity headers. In both cases the originating networks are regarded as not authenticated.
7.5.x.6   Summary

This subsection underlines the indispensible necessity to authenticate the originating network when using IMR-based UC prevention in terminating networks. It illustrates that currently no directly applicable solution exists. But it shows as well that with adaptations of already existing methods it could be possible to significantly improve the situation without introducing completely new protocols. The list of mechanisms discussed here is not claimed to be exhaustive. This would increase the probability to apply these methods in IMS and even more in non-IMS SIP networks. If non-IMS networks deny the usage of any of such methods it remains only to either block their traffic or to take this information into account in PUCI identification or prevention algorithms.

Therefore it is proposed to further thoroughly analyze this topic and develop recommendations. 
End of Changes
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