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Abstract of the contribution: 
This contribution bring forward some doubts  to TR-069 when it is used to protect software download.
Discussion
First, I have a doubt, how many software modules will exist in a HNB? only one release software? or a release software and an initial software module? or other case? 

If there is only one release software, and if there is a weakness in the OS of HNB, and an attacker can use the hole to rewrite the software file in HNB, and then he reboot it, because the software file is wrong, so the HNB can't work after the reboot, that will bring a DOS attack to the HNB, and this attack can be initiated remotely, so an attacker can attack many HNBs at the same time, how to recover the attacked HNB from this attack will be a problem for operator. If there is only one release software, I don't think there is a way to recover the attacked HNB automatically, to recover it, a maintainer should go to the HNB site or the HNB should be take to the operator's maintenance centre. That will raise many costs to the operator to run HNB.

If there are a release software and an initial software module, if a same attack to the release software, if the initial software module can connect to the HMS and can dowload software from HMS, after reboot, the HNB can redownload software from the HMS, and then recover itself automatically. The initial software module can be stored in physically unwritable memory in the HNB. In this case, the initial software should be the simple the best. My opinion is that the following two functions is enough to the initial software module, can connect to the HMS anytime and can dowload software from HMS.
If there are more software modules in HNB, we can devide it as two parts, release softwares and an initial software module.

And for one release software, I don't think the solution for SW download in TS 33.320 now can protect against the DOS attack.

For a release software and an initial software module, is TLS  necessary for the initial software module? If the answer is yes, then the release software and initial software module must both support TLS, two modules must be maintained when HNB is running. It will increase the cost of development and maintenance of HNB.
Second, to maintain HNB conveniently, many local tools which have HMS's functions and rights will be running on laptop, these local tools will be legal, but if so many people will use this tools, how can an operator prevent this local tools from being an attack tool? If the answer is security management, I think it will bring many pressure to the operator's management.
Note: These tools can be limited to use, however, these tools can take many convenience to maintain the HNB, so it will be better when a secure solution was provided to permit to use these tools. 
Third, I don't really know how many signing server to sign HNB's software, my understanding is, from the viewpoint of security management, fewer signing server should be better, but on the other hand, from the viewpoint of usability and convenience, more signing server should be better, how to deploy the signing server will be a problem to the operator.
Note: A signing server can be treated as the same security level as a CA, however, that will take many inconvenience when a software signature is needed.
Fourth, how to install the certificate for verifying the signature of software to a HNB?  Can that certificate be updated? And how to update? To make the certificate security, it should be stored in the TrE of HNB.  Let’s take the following two cases into account.
1) The certificate can’t be updated. In this case, the private key of the certificate must be absolutely secure, otherwise, if the private key was exposed, then all the HNB should be insecure. It will be awful.
2) The certificate can be updated. In this case, an attacker can use a legal certificate to initiate an attack,  he can rewrite the certificate into the HNB, and sign a modified software with the private key of his certificate and download it to the HNB, by this way, he can attack the HNB.
Conclusion
According to the above analysis, when TR-069 is used to protect SW download, there are some problems.

1) When HNBs are suffered a above Dos attack, that will  increase the cost to operator to maintain HNB, and if TLS is necessary to an initial software module, it will limit the flexibility to vendor to design HNB, moreover, it will  increase the cost to operator and vendor together to maintain HNB.
2) A signing server or signing servers will increase the cost of security management to operator.
3) To install the certificate for verifying software will increase cost and take some inconveniece  to operator and vendor. To manage the certificate for verifying software will take some pressure of security management to operator.
So, we kindly ask SA3 to find new solutions to protect SW download.
