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1. Introduction

This contribution cleans up the Clock Protection section of TS33.320.

2. Background

Removing Editor’s Note on selective protection of clock synchronization messages; there is no indication that the encryption processing presents a load of any significance on the H(e)NB or the SeGW. Furthermore there has been no attempt to clarify which are the “non-critical” messages which may be left unprotected.
Replacing the Editor’s Note with respect to incorrect, future setting of the clock with a Note on the issue.  There is no specific solution to this problem,  In the future, a common solution for problems with the H(e)NB authenticating to the SeGW might be considered. 
Removed section 6.3.2 as superfluous; this solution is already discussed in 6.3.1. 
Removed section 6.3.3, it just appears to be a space holder for an option that is not even discussed in the TR.

3. pCR

The following pCR is against 3GPP TS 33.320 V1.1.1. (2009-010).

**************************** start of first change *******************************

6.3
Measures for Clock Protection

6.3.1
Clock Synchronization Security Mechanisms for H(e)NB 

The H(e)NB requires time synchronization with a time server.  The communication between clock server and H(e)NB shall be protected by the secure backhaul link between H(e)NB and the SeGW.

The availability of the correct current time is important for certificate validation and thus for the establishment of secure links (IKEv2 and/or TLS). This results in the following requirements:

-
The H(e)NB shall be equipped with a clock.

-
Upon the H(e)NB connecting to the CN, the clock shall be synchronized with the secured time server.

-
During normal operation of the H(e)NB, the clock shall be re-synchronized with the secured time signal from the network at least every 48 hours.

The following requirements on local time arise from certificate handling, applying to operation of the H(e)NB before the secure backhaul link or the secure H(e)MS connection is established and thus before secured clock information is available from the clock server:

-
The last time at which the H(e)NB was active before the current power-up shall be recorded and saved in the TrE.

-
Upon restoration of power of the H(e)NB, the clock shall resume counting from the last saved time. If a continuously running clock exists, the clock may resume counting from the later of the current time of the clock and the last saved time

NOTE1:
Usage of the current time of the clock upon restoration of power of the H(e)NB assumes that the clock starts at its own power-up at some point in time which does not lie in the future. The start time could be at a fixed date, e.g. the epoch 1970-01-01. Otherwise the H(e)NB may falsely interpret a certificate as expired, if the start time of the clock lies after expiry time of the certificates.

NOTE2: If a HeNB clock erroneously received a time lying sufficiently far in the future, the validation of the SeGW’s or the H(e)MS’s certificate will fail and the H(e)NB will be unable to connect to the operator’s network.  No specific solution to this scenario is given; a common solution for problems with the H(e)NB authentication  might be considered in the future.


**************************** end of change ***********************************



















































































































































































































































































































































































































































































































































































































































































































































3GPP


