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1. Introduction

This contribution introduces the notion of Trust on a relatively coarse level such that the absence of known malware in the caller UE is included in the set of techniques on which PUCI filtering is based.
We propose that SA3 review and approve the proposed changes. 
2. Background

PUCI filtering is based on techniques that do not include the detection and/or elimination of malware on caller platform. Currently the PUCI application server (AS) global settings suggest that UC prevention filtering be based on the techniques presented in section 3 of IETF RFC 5039. Although a wide range of SPAM prevention solutions are proposed, none contain elements of trust. Here an addtitional technique to effect the UC scoring is proposed for PUCI filtering whereby a certain trust level is ascertained on the caller platform regarding the absence of known malware. The added processing required as a result of this proposal is offloaded to a third party PUCI AS which could generally perform further identtity checking or the instantiation of SSs.
3. pCR

The following pCR is against S3-091518, the current draft of the 3GPP TR 33.837 “Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)”.

**************************** start of the change *****************************

7.2.5.3
PUCI with Supplementary Services and 3rd Party PUCI AS

This section illustrates the case where either supplementary services (SSs) or a 3rd party PUCI AS is involved. It is also possible that both SSs and a 3rd party PUCI AS are used. In this case the steps 1-4 are the same as for the case of simple PUCI invocation given above in clause 7.2.5.2. 
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Figure 7.2-5: PUCI invocation with 3rd party PUCI AS and SS.

5. The PUCI AS then invokes a 3rd party PUCI AS or SSs. This message could be an extended SIP INVITE message. 
6. The 3rd party PUCI AS or SS then checks (I) and gives marking (M2). In case of SS this could be an error code as defined by [14] or the SS could be extended to give marking defined for PUCI. Marking in the described form might not be required in all cases. For example, in the case of SSs with Black List/White List (BL/WL) a marking in the sense of a UC score is not necessary. In the case of a BL the UC score (M) is 100% if the caller is on the BL and 0% if the caller is not on the BL. 

The processing requirements of the PUCI AS are wholly or partly offloaded to the 3rd party PUCI AS or the SS. The offloaded part could include assessment of the device states, as defined in 7.2.5.2 step 4.
7. Note: The results of the device state assessment performed by the 3rd party PUCI AS or the SS could be used to assess the validity of the MCID made by SS based on the Invite message.  
8. M2 is sent to the PUCI AS. This message could be an extended SIP INVITE message. 
9. The PUCI AS then combines different results it received and the checks it had done which results in a new marking M3.
10. M3 is then sent to the S-CSCF as part of the SIP INVITE message.
11. The S-CSCF then checks user settings received in Step 9 and makes routing decision accordingly. It could be that the call is sent to an answering machine or forwarded elsewhere. In this example the communication is sent to the Callee (UE B).  
12. Editor’s note:  It is FFS whether communication could be routed back to the caller, the owner of the UE-A, or the UE-A itself, and whether such back-routed call can be used to facilitate an assessment regarding whether remediation would be needed for UE-A for it to attain an acceptable device state.
13. The S-CSCF then forwards the SIP INVITE to the Callee (UE B) with the marking (M3). 
14. It is possible for the Callee (UE B) to report a communication as a UC or to change its profile in the HSS. Such information can be sent from the Callee (UE B) UE to the PUCI AS. Reporting from the Callee (UE B) can be done in several different ways, e.g. via a Web interface, keypad entries; Ut interface or piggybacking to a existing message.

15. Based on the message from the Callee (UE B) the PUCI AS can optionally modify the operator global setting  and/or subscriber profile. These optional modification are dependent on local legislations and prior consent from the user.

16. To change the subscriber profile the PUCI-AS sends the Diameter message profile update request (PUR) [12 - 13]. 
17. The HSS responds with a Diameter message profile update answer (PUA) [12 - 13].

18. The PUCI AS can update subscriber profile in the SS or else where if needed, PUR [12-13]. 
19. PUCI AS will receive a response for the update, PUA [12-13].

**************************** end of the change *****************************




































































































3GPP


_1317826397.ppt


UE A

S-CSCF

HSS

PUCI AS

UE B

9. Invite [M3]

10. Based on final result: treat communication

11. Invite [M3]

4. Check operator global setting. Provide PUCI filtering and assess the score. Send decision (I, M)

3rd party PUCI AS or Supplementary Services (SSs)



Terminating network

12. PUCI Report [R & M & routing setting]

0. Initialize: Operator global setting

13. Change operator global setting or subscriber profile

17. PUA

16. PUR

5. Invoke 3rd PUCI or SS

6. Provide 

3rd party PUCI filtering or SS (I,M)

7. Invite [M2]

8. Combine results

15. PUA

14. PUR

R1. Get policies of UE B

R3. Configure routing

[Convey personal routing profile]

R2. Personal routing profile get’s loaded



2. Service Control: Check whether PUCI filtering is on

1. Invite [M１]

3. Invite [M１]



Done during Register or from HSS if there is a update



As part of 4. there could be interaction between PUCI AS and UE A, via S-CSCF, (e.g. CAPTCHA inputs, information  transmission from UE A, etc)



As part of 6. there could be interaction between PUCI AS and UE A, via S-CSCF, (e.g. CAPTCHA inputs, caller device validation state information  transmission from UE A, etc)




















