1

3GPP TSG-SA3 (Security)
S3-091951
SA3#57, 16.-20. November 2009, Dublin, Ireland

Source:
Interdigital Communications Corporation

Title:
pCR to discuss use of strong sender identities in TR 33.837
Document for:
Discussion and approval

Agenda Item:
IMS-PUCI

Work Item / Release:
IMS / Rel-9
1. Introduction

This contribution introduces concepts to use the building block of strong, unforgeable sender identities.
We propose that SA3 review and approve the proposed changes. 
2. Background

The current TR already mentions the use of strong sender identities, viz. strong methods to authenticate claimed sender identities, which disallow spoofing of originating identity for UC. While the use of advanced identification technology and spoofing protection is advised, the proposed solutions assume that such measures be put in place independently.

We believe that the TR should include concepts for the establishment and management of strong sender identities inside and across IMS and non-IMS domains. Adequate security technology should be explored for the possible use to implement strong sender identification. The use of strong sender identities does not replace any of the existing solutions but can be combined with them to increase their efficiency.
The methods evaluation of Section 8.2 at some points assumes that strong sender identities are established. Hence, it shall be revisited in a separate pCR to clarify which solutions can be combined with strong sender identity technology.
3. pCR

The following pCR is against S3-091518, the current draft of the 3GPP TR 33.837 “Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)”.

**************************** start of the change *****************************

7.1.1.1
Measures Against Bulk UC

We first consider measures to protect against Bulk UC (Section 5.1.1.1.1). Available non-technical means include:

1 Regulatory measures, such as, “do not call” lists (possibly coupled with enforcement). This has worked quite well for PSTN telemarketing calls in some countries, but has the drawback that legal measures are limited to national jurisdictions. It is, thus, unclear what will happen if calls are originated across national borders.
Another typical example of Regulatory measures is Mobile Phone Real-identity Mechanism [17]. This mechanism securely establishes the real identity of a subscriber obtaining a subscription. Where Real-identity is a subscriber’s identity recorded in his/her valid credentials according to a country’s law, such as the ID card, passport, etc. By using this identity, a person can be addressed in the real society. With this mechanism, anyone who applies for mobile telecommunication services should provide Real Identities. The Real-identity Mechanism aims at protecting against unsolicited communication because if a UC is observed the person can be directly identified by the operators. This solution solves the problem for the case where the caller is also the subscriber whose Real-identity is registered.
Such regulatory measures are likely to be more effective than any technical means for scenarios such as advertising by reputable telemarketing companies, i.e., that have a reputation to protect. However, it is less likely to be successful to avoid marketing of illicit products, or scams, where the originator attempts to conceal his/her real identity, or marketing from players who attempt to circumvent the rules (possibly through international calls).

2 Service Level Agreements (SLAs) between operators that prohibit UC in traffic exchanged between operators.

Again, likely to be of greater importance than any specific technical means are agreements between operators not to propagate UC. Since traffic in an advertising scenario may mean revenues for one operator while causing problems for another, agreements will require careful considerations of definitions of UC. On the other hand, operators receiving UC are in a stronger position to enforce rules, and may have incentives for doing so if costs arise due to complaints.
These measures also have the advantage of being available regardless of whether the UC originator is inside (case 1) or outside (case 2) the IMS network.

In terms of technical means to protect against UC, IMS also provides advantages that can make UC prevention easier. Available technical means in IMS include:

1 Strong sender identities (in the sense that they cannot be manipulated by the sender) such as the Network Asserted Identity. Not a solution in itself, but a necessary building block to ensure accountability in the system, and to enable certain originator-based filtering functions.


For case 1 (UC originated inside the IMS network) the accountability aspect is important for the operator to be able to enforce contract conditions (cf. clause 4.2.x). That is, as IMS is an operator controlled network and the users’ identities are authenticated, the operator can also limit the capabilities of SPiTters by contract conditions, by bandwidth reduction after a certain volume of traffic or by time limits.


NOTE: As for normal IP traffic, it is usually inexpensive to obtain new sender identities, which is a fundamental weakness of this approach, if applied incorrectly. The possibilities opened here by IMS also mean added responsibility for operators. Technical options which allow the transport of signalling and communication messages in a single path should be explored to provide a strong binding of authenticated identities to communication originating from these identities.
For case 2 (UC originated outside the IMS network) this advantage is lost. As the SPIT/UC traffic is now part of the aggregated traffic entering the IMS via the I-BCF, it is much more difficult to identify and to prevent.
For UC traffic originating outside the IMS network, a trust infrastructure could be built that translates claimed sender identities from one trust domain into another (e.g., the receiving IMS network). Every such domain would be required to provide a trusted endpoint which acts as an identity gateway to the outside domains. The operator of every domain would provide this identity gateway as an authentication service which allows users to obtain an authentication of their claimed identity, and an according credential issued by the gateway, for instance a Network Asserted Identity. The operator could charge a small fee for the use of such a service, to cover cost and, similar to the payment at risk approach, prevent SPITters from requesting multiple identities using multiple, or fake, UEs. UE owners should be notified of such payments immediately, to uncover cases of device hijacking. Preferably, there should be technical means to bind such an authenticated identity to the UE directly, e.g. by using appropriate cryptographic protocols which allow using identity credentials only with the device which holds them legitimately. Ideally, UC prevention mechanisms based on strong identities should be independent of underlying, domain-dependent authentication mechanisms, such as EAP-AKA or other network-specific authentication protocols.

If a user A could specify that he only accepts connections from trusted domains and user B wants to initiate a call to him, the gateway of user B would inform him, that he needs a valid, authenticated identity to call A. B would then contact his gateway and perform a procedure in which B’s identity is authenticated and then  certified by the gateway. This procedure should include measures to protect the integrity and confidentiality of the exchanged messages.

Using the certified identity, B can call A, who can check the claimed identity of B, using the gateway-issued credential, and can then decide to accept or deny the call. Another option would be to let the identity gateway of A check the validity and freshness of the certified identity of B.

Such concepts can easily be combined with further concepts, e.g. with the use of black- and whitelists which allow A to accept all incoming communication if its originator can present a certified, attested identity by another trusted domain operator or a trusted third party. Furthermore, technical options could be explored, in how far it is possible and desired for operators to bind the process of identity certification to certain hardware and platform properties of the UE.

2 Supplementary services can be used to implement some functionality for UC protection:

a Blacklists and whitelists could be implemented using Incoming Call Barring, Anonymous Call Rejection, and Closed User Groups.

b Automated handling of suspected UC could be implemented using Call Diversion on Originating Identity,

c Accountability for transgressions could be aided by use of Malicious Call Identification.

However, in cases where the UC originator is outside the IMS network (case 2), it may not be possible to reliably identify the originating user. In this case, protection based on blacklists may work insufficiently because of a spoofed originator identity. Nevertheless also in this case Supplementary Services, based on whitelists provide an efficient UC protection, if the introduction problem is solved. Generally, it should be remarked, however, that UC protection does not work very well in the absence of sender identity verification.
One option could be to use strong binding of sender identities to device, allowing detection of spoofed identities using a challenge/response mechanism. If a malicious user C wants to send UC to user A with the spoofed identity of user B, the IMS network of A first checks if B initiated the session by contacting user B (e.g. if B is offline, it is a spoofed address). If the device of user B can truthfully prove that it initiated the call, the call will be forwarded to A. By using a way to link back to the sender direct UC could be prevented for spoofed sender identities.

In case of UC originator outside IMS further UC protection may be achieved at the level of operators (for instance through SLAs).

3 DoS protection mechanisms - A network operator can also use SIP-related DoS protection mechanisms if provided by the IMS network. With a traffic volume of ~ 250 Gbyte (see Section 5.1.1.2) and the permanent maximum usage of a network port, SPIT/UC can in the widest sense also be regarded as a kind of DoS attack. By an intelligent configuration of SIP-related DoS protection thresholds the IMS operator is able to restrict the capabilities of a SPITter without bandwidth reduction and without affecting normal legitimate users, e.g. by limiting the call setup rate per second per user or the number of parallel calls per user to a reasonable value. With that SPIT/UC cannot be prevented completely, but it gets less attractive, at least under commercial aspects. Additionally devices sending UC generated unintentionally by the user might be provided with latest security updates. This might be especially applicable for scenarios where a UC generating virus does not spread through the MNO network.

Technical means currently missing for dealing with this type of scenario include:

1 Identification of UC. Both enforcement of regulations/SLAs and technical protection mechanisms require some means for identification of UC. UC could be identified by subscriber or, potentially, a network-based mechanism to correlate user behaviour. Identification of UC through complaint calls to customer service centers are likely to be costly for the operator and cumbersome for the subscriber. Thus, if UC becomes a significant problem, a more user friendly and cheaper means for reporting UC is motivated. The identification of UC may provide means to cover scenarios, where a user device was accidentally infected by a virus (e.g. via Bluetooth or WLAN) and generates UC. It may include some labelling which allows marking a source of a potential UC message as a potential SPITter and marked for security update. After a successful security update the former SPITter might be marked as on probation (e.g. bandwidth restriction) for a time period. After the device further executes cleaning-up of the viruses and its clean state can be confirmed to the network, the device can further be removed from the blacklist. These actions might be performed in a transparent way to the user to avoid unnecessary calls to help-desks. 

2 Providing contextual information about incoming communications to the recipient. For cases where the recipient does not know the originator, the user might benefit from additional contextual information regarding the incoming communication, such as an indication from the system that it may be UC, information regarding the trustworthiness of the originator identity, or possibly information about whether a call is charged for or free (flat rate). Regarding the charging information of the originating network the terminating network usually doesn’t have any information about it. The operators of the originating networks may not be allowed or not willing to supply this information to competitors. It must be taken into account here that both, the terminal’s user interface and the terminal-network interface, have to support such a provision of contextual information to the user. Furthermore, usability aspects are important, i.e. a general user, not having special knowledge about PUCI, must be able to process the received information in the very short time he has to decide whether to pick up the call or not. The contextual information can be provided together with the actual message or in a separate message which is uniquely linked to the actual message for better compatibility.

3 Leveraging of UC reports across users. If many users have already complained about UC and the source can be identified, it could be justified to warn other subscribers as they receive incoming communications. This would require technical means to correlate UC identification information. Such correlated information could be used in a central PUCI server, or communicated parts of the system, or made available to user. This also means that a given network should be able to identify a UC and mark it based on some processing.
However, leveraging user feedback reports amounts to constructing a negative reputation system regarding subscriber behaviour, which has known security vulnerabilities. These vulnerabilities also need to be carefully considered (e.g. innocent users could fall victims to a malicious attack on their reputation). The user could be provided with some additional incentive to report UC, except that he might not be bothered in the future. The operator should take care that too many reports cannot result in an DoS attack against the IMS network. The user may have a default protection profile, but could additionally register to obtain server provided information to enhance the protection profile (this might be part of the registration to a service, but that depends on the service type), The service provided information might be based on user provided information i.e. other users complaining about UC. There is risk, however, on such reputation based system, since soiling others’ reputation can be a certain way to abuse PUCI.: Additionally also legal aspects like protection of privacy and operator liability in case of false UC reports have to be taken into account.

Consequently, in addition to the stated available means to deal with UC, the following could be done to provide further protection functionality:

1 The operator should be in a position to be able to monitor and log such behaviour. For IMS, this could be expressed as the requirement: The IMS should provide the ability to the operator to extract information from the signalling or other means to provide an indication whether the communication is unsolicited. This also means that a given network should be able to identify a UC and mark it based on some processing.
2 The user should be able to report about UC to the operator so as to avoid further occurrences. Expressed as an IMS requirement it could be stated as: The IMS should provide a means for IMS-users to report communication as a UC.

3 The operator should be in position to capture auditable logs of the reports from the user so as to avoid any future legal issues. This requirement can be expressed as: If an IMS-user makes reports of UC they should be auditable by the IMS.

4 The operator should be in position to capture auditable logs of the request for UC protection from the user, so as to avoid any future legal issues. In terms of a requirement this can be expressed as: If an IMS-user requests UC protection this should be auditable by the IMS.

5 Means should be there for the operator to notify the receiver of a UC if the operator is not allowed to block the call.
**************************** end of the change *****************************
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