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Abstract of the contribution: This is a reaction on Tdoc S3-091911, the LS from NGMN Security project (TWG P-SEC) with the NGMN Security Gap Analysis. It includes some comments on item 10 and item 11 of the NGMN Security Gap Analysis. We propose that SA3 reacts to NGMN with the comments mention in this document, and that SA3 considers addressing item 11 of the NGMN Security Gap Analysis.
1. Introduction
This document forms the reaction on the NGMN Security Gap Analysis and their respective Liaison Statement towards the 3GPP SA3 (Tdoc S3-091911). In this reaction we provide feedback on the NGMN security gap analysis document and we provide our interpretation of the gaps in the security requirements. 
In this reaction we focus on item 10 and 11 of the NGMN Security Gap Analysis. These two items were respectively based on the requirement 4.4.2/042 and requirement 4.4.2/043 of the NGMN whitepaper “Next Generation Mobile Networks Beyond HSPA & EVDO”.
2. Comments on the NGMN Security Gap Analysis
Item 11 states “Provide network and terminal protection from mal-software, viruses, worms and other harmful software” which is reformulated to “Provide network protection from malware”. The formulation is ambiguous since it can mean both (1) Provide measures to protect the network against malware on network elements, and (2) Provide measures to protect the network against malware on terminals. Since item 11 originated from the section 4.4.2, NGMN General Terminal Recommendations, of the NGMN whitepaper, we interpret that item 11 is focused on the latter. 

In the Security Gap Analysis we noticed item 10 which states “Terminals must provide comprehensive platform security without impacting user experience”. This requirement is not identified as a gap whereas item 11 “Provide network protection from malware” is identified as a gap. The reason for this distinction is unclear to us because in our opinion the malware that impacts the network needs to be installed on terminals first. Moreover, the NGMN Security Gap Analsis for item 11 in the column “D2: Gaps” states "There is gap with TCG. Software security is not covered". If our interpretation that the malware is on the terminal is right, then this statement refers more to item 10.
3. Interpretation of the Gaps

We consider both item 10 and 11 as a gap. It is unlikely that the standards defined by TCG, OMTP and GSMA will provide comprehensive platform security features to protect against malware for all possible ME’s.  We consider the malware threat against MEs to become a serious problem in the near future.  
We emphasize the importance that future mobile networks include sufficient measures to protect network resources and services against attacks from malware infected MEs. Current 3GPP security architectures and protocols regard the ME as trusted.  We think that this needs to be reconsidered. In our opinion there are two ways to cope with this situation, (1) adjust the security architecture and procotols toward the assumptions that the ME is untrusted, and (2) ensure that the ME becomes a trusted entity in the security architecture. 
4. Proposal
We propose the following:

· SA3 to react to the LS of NGMN Security project (TWG P-SEC) commenting on among others:
· that the (re)formulation of NGMN requirement item 11 is ambiguous, and

· that it is unclear why item 10 is considered not a gap, while item 11 is. 

· SA3 to consider the consequences of an untrusted ME for its security architecture and protocols, and addressing item 11 of the NGMN Security Gap Analysis.
