3GPP TSG SA WG3 (Security) meeting #57
S3-091934
Dublin, Ireland, 16-20 November 2009                                                 
 
Source:
Alcatel Lucent
Title:
pCR to TS33.328 on IMS Media Plane Security Architecture clarifications 
Document for:
Approval
Agenda Item:
6.1.2
Work Item / Release:
MEDIASEC
Discussion
Core network impact when e2e security based on SDES and KMS is used depends on decisions in CT1 and CT4. Therefore, statements in Section 4.2.1 need to be revisited once the decisions and adequate decisions/changes are made in CT1 and CT4.

Proposal
* * * First Change * * * 
4.2.1
General

This clause describes the impact of IMS media plane security on the IMS architecture. Three cases need to be distinguished. The IMS UEs are impacted in all three cases. The network impact greatly varies with the cases.

1. 
End-to-middle security: here the P-CSCF, the IMS Access Gateway, and the Iq interface between them are impacted.

2. 
End-to-end security using SDES: here, the network infrastructure is not impacted.

3.
End-to-end security using KMS: here, the network infrastructure needs to be enhanced with a Key Management Server, which, in turn, relies on a GBA [6] infrastructure, or an infrastructure to provide corresponding services, to be in place. Otherwise, the network infrastructure is not impacted.
Editor’s Note: The text addressing network impact when e2e security based on SDES and KMS is used (points 2 and 3 above) needs to be revisited once the decisions and adequate changes are made in CT1 and CT4.
There are two prerequisites on the network infrastructure for e2e media plane security between two terminals by means of SRTP to become possible:

a) 
No transcoding must take place in the media path;

b) 
The nodes in the media path must be configured to let SRTP packets pass through transparently.

These prerequisites apply irrespective of whether the SRTP session was established by means of SDES or KMS. 

NOTE:
The lawful interception architecture is outside the scope of this TS.

* * * End of Changes * * * 
