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*** BEGIN CHANGES ***
0.1
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 21.905: “Vocabulary for 3GPP Specifications".

[2]
3GPP TS 41.061: " GPRS ciphering algorithm requirements".

[3]
Void

[4]
3GPP TS 42.009: " Security aspects".

[5]
3GPP TS 42.017: " Subscriber Identity Modules (SIM) Functional characteristics".

[6]
3GPP TS 42.056: " GSM Cordless Telephone System (CTS) Phase 1; Service Description; Stage 1".

[7] 
3GPP TS 22.060: “General Packet Radio Service (GPRS); Service description; Stage 1".

[8]
3GPP TS 23.003: "Numbering, addressing and identification".

(9(
GSM 03.56: "Digital cellular telecommunications system (Phase 2+); GSM Cordless Telephone System (CTS), Phase 1; CTS Architecture Description; Stage 2".

[10]
3GPP TS  23.060: " Service description; Stage 2".

[11]
3GPP TS 24.008: “Mobile radio interface layer 3 specification".

[12]
Void

[13]
3GPP TS 45.001: “Physical layer on the radio path; General description”.

[14]
3GPP TS 45.002: “Multiplexing and multiple access on the radio path”.

[15]
3GPP TS 45.003: “Channel coding”.

[16]
3GPP TS 29.002: " Mobile Application Part (MAP) specification".

(17(
3GPP TS  51.011: " Specification of the Subscriber Identity Module- Mobile Equipment (SIM-ME) interface".
(x(
3GPP TS  33.102: " Technical Specification Group Services and System Aspects; 3G Security; Security architecture ".
0.2
Abbreviations

Abbreviations used in this specification are listed in 3GPP TS 21.905.

Specific abbreviations used in annex A are listed in clause A.3.

Specific CTS related abbreviations used in annex E are listed in clause E.1.3.

Specific VCGS and VBS related abbreviations used in annex F are listed in clause F.1.3.
Throughout this specification, the abbreviation Kc128 is used to indicate a 128-bit ciphering key as derived by UMTS AKA [x]. The abbreviation Kc128 is only used where it matters that the ciphering key is 128 bits long; the abbreviation Kc is used in all other places.
*** NEXT CHANGE ***
4.2
The ciphering method

The layer 1 data flow (transmitted on DCCH or TCH) is ciphered by a bit per bit or stream cipher, i.e. the data flow on the radio path is obtained by the bit per bit binary addition of the user data flow and a ciphering bit stream, generated by algorithm A5 using a key determined as specified in subclause 4.3. The key is denoted below by Kc if it is the 64-bit key and Kc128 if it is the 128-bit key derived as specified in TS 33.102[x] , and is called "Ciphering Key".

For multislot configurations (e.g. HSCSD) different ciphering bit streams are used on the different timeslots. On timeslot "n" a ciphering bit stream, generated by algorithm A5, using a key Kcn is used. Kcn is derived from the 64-bit Kc as follows:


Let BN denote a binary encoding onto 64 bits of the timeslot number "n" (range 0‑7). Bit "i" of Kcn, Kcn(i), is then calculated as Kc(i) xor (BN<<32(i)) ("xor" indicates: "bit per bit binary addition" and "<<32" indicates: "32 bit circular shift"), the number convention being such that the lsb of Kc is xored with the lsb of the shifted BN.

Deciphering is performed by exactly the same method.
For the 128-bit Kc128 derived according to TS 33.102 [x], the corresponding keys Kc128n is used, and Kc128n is derived from the 128-bit Kc128 as follows:


Let BN denote a binary encoding onto 128 bits of the timeslot number "n" (range 0‑7). Bit "i" of Kc128n, Kc128n(i), is then calculated as Kc128(i) xor (BN<<32(i)) ("xor" indicates: "bit per bit binary addition" and "<<32" indicates: "32 bit circular shift"), the number convention being such that the lsb of Kc128 is xored with the lsb of the shifted BN.
Algorithm A5 is specified in annex C.

*** NEXT CHANGE ***
4.7
Handover

When a handover occurs, the necessary information (e.g. key Kc, initialization data) is transmitted within the system infrastructure to enable the communication to proceed from the old BSS to the new one, and the Synchronization procedure is resumed. The key Kc remains unchanged at handover.
Handover involving both a 64-bit Kc and a 128-bit Kc128 is slightly more complex. 
· In case of a handover between two BTSes connected to the same BSC, the BSC signals both the selected algorithm and the ciphering key to the target BTS. If the BSC signals the use of a ciphering algorithm requiring a 128-bit ciphering key to the target BTS, the BSC sends Kc128 to the target BTS.
· In case of a handover between two BSSes connected to the same MSC/VLR, the MSC/VLR signals the allowed ciphering algorithms to the target BSC. If one of the allowed ciphering algorithms requires a 128-bit ciphering key, the MSC/VLR signals both the 64-bit Kc and the 128-bit Kc128 to the target BSS. If the target BSC signals the use of a ciphering requiring a 128-bit ciphering key to the target BTS, the BSC sends Kc128 to the target BTS.
· In case of a handover between two BSSes connected to different MSC/VLR:s, the target MSC/VLR signals the allowed ciphering algorithms to the target BSC. If one of the allowed ciphering algorithms requires a 128-bit ciphering key, the target MSC/VLR signals both the 64-bit Kc and the 128-bit Kc128 to the target BSS. If the target BSC signals the use of a ciphering algorithm requiring a 128-bit ciphering key to the BTS, the BSC sends Kc128 to the target BTS.
*** NEXT CHANGE ***
4.9
Support of A5 Algorithms in MS
It is mandatory for A5/1, A5/3 and non encrypted mode to be implemented in mobile stations. It is prohibited to implement A5/2 in mobile stations. It is optional to implement A5/4 in mobile stations. Only A5 algorithms that are included in 3GPP specifications shall be implemented in mobile stations.

*** NEXT CHANGE ***
A.3
List of abbreviations

In addition to the abbreviations listed in 3GPP TS 21.905, the following abbreviations are used in the schemes:

A3
authentication algorithm

A5
signalling data and user data encryption algorithm

A8
ciphering key generating algorithm

BSS
Base Station System

HLR
Home Location Register

IMSI
International Mobile Subscriber Identity

Kc
ciphering key (in the schemes below the notation Kc shall be read as Kc or Kc128, depending on which ciphering algorithm is applied)
Kc[M]
message encrypted with ciphering key Kc

Kc[TMSI]
TMSI encrypted with ciphering key Kc

Ki
individual subscriber authentication key

LAI
Location Area Identity

MS
Mobile Station

MSC
Mobile services Switching Centre

R
Random number (RAND)

S
Signed response (SRES)

TMSI o/n
Temporary Mobile Subscriber Identity old/new

VLR o/n
Visitor Location Register old/new

Scheme 1
Location registration



- no TMSI available
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Scheme 1 (concluded)
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Scheme 2
Location updating



- MS registered in VLR



- TMSI is still available
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Scheme 2 (concluded)
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Scheme 3
Location updating



- MS not yet registered in VLR



- TMSI is still available
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Scheme 3 (concluded)
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Scheme 4
Location updating



- MS not yet registered in VLR; no old LAI


[image: image7.png]s radio path | BSS/MSC network VLRn network VLR network HLR

e N > HiR" (BREh: par) :
(keynr, INST) (keynr, INST) > fetch new values
(INST) from AuC
. .
.
.
(Ke)
(INST)
.
(INST)

(Ke[H]) accepted

e e > fetch new
Loc upd acc ete. update (msT) values

< dheabase Eron uc
(Ke[H]) auth par

| | (INST.Kc,R,5)





Scheme 5
Call set-up



- Mobile originated



- early assignment


[image: image8.png]us

radio path

BES/MSC

network VLR network HLR
ST, ST TuT S Ko R 5
ke LAt i
eimr
iniziace
set-uwp ind Shthn 57
et e | tieion + begirs
(TS keyme] e
(THSE eymr)
feven Ke,R,8
auth req authenticste
< <
kiR | rewmr) (THSE ke,
L B
FEETT
ke Js | eutn res auth ack ;
N N —s
B B
]
ieokeyn “stare”
] |ciph node cng| Cibhering
=)

ciph mode con|
(ke[H])

Ko Kerm

>

45 (aecr)
n

store LI keynr

THST 0T ke R 5

Ko RS
ST ST KC R §

(+ keynes





Scheme 5 (concluded)
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Scheme 6
Call set-up



- Mobile originated



- Off air call set-up


[image: image10.png]us radio path | BSS/HSC network VIR network HLR network
ST, ST
ke LAt
eimr
iniziace
set-uwp ind Shthn 57
et e | titecion + beyirs
(TS keyme] e
(THSE ey
feven Ke,R,8
auth req authenticste
< <
kiR | rewmr) (LR,
A )
FEETT
ke Js | eutn res auth ack ;
N N s
B B
]
ieokeyn “stare”
] |ciph node cng| Cibhering
< <
=)
Srore srore Keyur 14T
&
ciph wode con| Ke  KelH)
_foiph uode conl
Kot A—
LG N =
i

ete.





Scheme 6 (concluded)
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Scheme 7
Call set-up



- Mobile terminated



- Early assignment
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Scheme 7 (concluded)
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*** NEXT CHANGE ***
B.2.3
Mobile services Switching Centre (MSC)/Base Station System (BSS)

Encryption algorithm A5 is stored in the MSC/BSS.

Call related information stored in the MSC includes the ciphering key Kc and Kc128 if available and CKSN associated with the identity of the mobile engaged in this call.

After a new TMSI is generated, both the old and the new TMSI are stored. When the old TMSI is no longer valid, it is removed from the database.

B.2.4
Mobile Station (MS)

The mobile station stores permanently:

-
authentication algorithm A3;

-
encryption algorithm A5;

-
ciphering key generating algorithm A8;

-
individual subscriber authentication key Ki;

-
ciphering key Kc;

-
ciphering key sequence number;

-
TMSI.

The mobile station generates and stores:

· ciphering key Kc;

· Ciphering key Kc128 (if a 128-bit ciphering algorithm is used).

The mobile station receives and stores:

-
ciphering key sequence number;

-
TMSI;

-
LAI.

*** NEXT CHANGE ***
C.1.2
Implementation indications

Algorithm A5 is implemented into both the MS and the BSS. On the BSS side description below assumes that one algorithm A5 is implemented for each physical channel (TCH or DCCH).

The ciphering takes place before modulation and after interleaving (see 3GPP TS 45.001); the deciphering takes place after demodulation symmetrically. Both enciphering and deciphering need Algorithm A5 and start at different times (see clause 4).

As an indication, recall that, due to the TDMA techniques used in the system, the useful data (also called the plain text in the sequel) are organized into blocks of NPBB (Number of Payload Bits per Burst, see C.1.5) bits. In the GMSK case NPBB is equal to 114. Then, each block is incorporated into a normal burst (see 3GPP TS 45.002) and transmitted during a time slot. According to 3GPP TS 45.003, in the GMSK case,, the useful information bits into a block are numbered e0 to e56 and e59 to e115 (the flag bits e57 and e58 are ignored). Successive slots for a given physical channel are separated at least by a frame duration, approximately 4.615 ms (see 3GPP TS 45.001).

In the case of 8-PSK modulation (for instance, ECSD), the useful data are organized into longer blocks than 114 bits. According to 3GPP TS 45.003  the useful information in a block is included in 116 symbols which are numbered E(0) to E(115). Each symbol contains 3 bits, hence a block contains 348 useful information bits (NPBB = 348 in the 8-PSK case). See C.1.5 for changes in the details.

For ciphering, Algorithm A5 produces, each 4.615 ms, a sequence of NPBB encipher/decipher bits (here called BLOCK) which is combined by a bit-wise modulo 2 addition with the NPBB-bit plain text block. The first encipher/decipher bit produced by A5 is added to e0, the second to e1 and so on. As an indication, the resulting NPBB-bit block is then applied to the burst builder (see 3GPP TS 45.001). For those A5 algorithms that do not produce bit after bit output, the msb of the BLOCK, as specified in the relevant A5 algorithm specification, has to be regarded as the first produced, subsequently the next but one most significant bit has to be considered as the next produced bit until all BLOCK bits have been added as described above.

NOTE: 
As an example for A5/3: BLOCK1[0] is to be added with e0, BLOCK1[1] is to be added to e1, ..., BLOCK1[9] is to be added with e9 etc.
For each slot, deciphering is performed on the MS side with the first block (BLOCK1) of NPBB bits produced by A5, and enciphering is performed with the second block (BLOCK2). As a consequence, on the network side BLOCK1 is used for enciphering and BLOCK2 for deciphering. Therefore Algorithm A5 must produce two blocks of NPBB bits (i.e. BLOCK1 and BLOCK2) each 4.615 ms.

Synchronization is guarantied by driving Algorithm A5 by an explicit time variable, COUNT, derived from the TDMA frame number. Therefore each NPBB-bit block produced by A5 depends only on the TDMA frame numbering and the ciphering key Kc (or Kc128 for A5 algorithms requiring a128-bit key).

COUNT is expressed in 22 bits as the concatenation of the binary representation of T1, T3 and T2. It is an input parameter of Algorithm A5. The coding of COUNT is shown in figure C.1.
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Figure C.1: The coding of COUNT

Binary representation of COUNT. Bit 22 is the most significant bit (msb) and bit 1 the least significant bit (lsb) of COUNT. T1, T3 and T2 are represented in binary. (For definition of T1, T3 and T2, see 3GPP TS 45.002).

Figure C.2 summarizes the implementation indications listed above for the GMSK case where NPBB is equal to 114, with only one enciphering/deciphering procedure represented (the second one for deciphering/enciphering is symmetrical).
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Figure C.2: Deciphering on the MS side

C.1.3
External specifications of Algorithm A5

C.1.3.1
A5 algorithms with 64-bit keys

The two input parameters (COUNT and Kc) and the output parameters (BLOCK1 and BLOCK2) of Algorithm A5 shall use the following formats:

-
length of Kc:

  64 bits;

-
length of COUNT:
  22 bits;

-
length of BLOCK1:
NPBB bits;

-
length of BLOCK2:
NPBB bits.

Algorithm A5 shall produce BLOCK1 and BLOCK2 in less than a TDMA frame duration, i.e. 4.615 ms.

NOTE:
If the actual length of the ciphering key is less than 64 bits, then it is assumed that the actual ciphering key corresponds to the most significant bits of Kc, and that the remaining and less significant bits are set to zero. It must be clear that for signalling and testing purposes the ciphering key Kc is considered to be 64 unstructured bits.
C.1.3.2
A5 algorithms with 128-bit keys

The two input parameters (COUNT and Kc128) and the output parameters (BLOCK1 and BLOCK2) of Algorithm A5 shall use the following formats:

-
length of Kc128:

  128 bits;

-
length of COUNT:
  22 bits;

-
length of BLOCK1:
NPBB bits;

-
length of BLOCK2:
NPBB bits.

Algorithm A5 shall produce BLOCK1 and BLOCK2 in less than a TDMA frame duration, i.e. 4.615 ms.
*** NEXT CHANGE ***
D.1
General

This annex gives an overview of the different security related services and functions for General Packet Radio Service (GPRS) which is described in 3GPP TS 22.060 and 3GPP TS 23.060. They are grouped as follows:

-
Subscriber identity confidentiality;

-
Subscriber identity authentication;

-
Confidentiality of user information and signalling between MS and SGSN;

-
Security of the GPRS backbone.

It shall be possible to introduce new authentication and ciphering algorithms during the systems lifetime. The fixed part of the network may support more than one authentication and ciphering algorithm.

The security procedures include mechanisms to enable recovery in the event of signalling failures. These recovery procedures are designed to minimise the risk of a breach in the security of the system.

In this annex, the terms GPRS-Kc and GPRS-CKSN are introduced to provide a clear distinction from the ciphering parameters (Kc and CKSN) used for circuit switched. The GPRS-Kc is the ciphering key used for GPRS, and GPRS-CKSN is the corresponding Ciphering Key Sequence Number used for GPRS. GPRS-Kc128 is introduced in correspondence with Kc128. The use of these parameters is described in clause D.4.

*** NEXT CHANGE ***
D.4.2
The ciphering method

The LLC layer information flow is ciphered by the algorithm GPRS-A5 as described in 3GPP TS 41.061. However, GPRS ciphering algorithms requireing 128-bit GPRS-Kc128 shall be given that instead of the 64-bit GPRS-Kc as ciphering key.
NOTE: Specification TS 41.061 is not maintained after Release 4 and, therefore, it does not include the possibility of 128-bit Kc. 
D.4.3
Key setting

Mutual key setting is the procedure that allows the mobile station and the network to agree on the key GPRS-Kc to use in the ciphering and deciphering algorithms GPRS-A5. This procedure corresponds to the procedure described in subclause 4.3 besides the different confidential subscriber identity. The GPRS-Kc is handled by the SGSN independently from the MSC. If a MS is using both circuit switched and packet switched, two different ciphering keys will be used independently, one (Kc or Kc128) in the MSC and one (GPRS-Kc or GPRS-Kc128) in the SGSN.

A key setting is triggered by the authentication procedure. Key setting may be initiated by the network as often as the network operator wishes. If an authentication procedure is performed during a data transfer, the new ciphering parameters shall be taken in use immediately at the end of the authentication procedure in both SGSN and MS.

Key setting may  not be encrypted and shall be performed as soon as the identity of the mobile subscriber (i.e. TLLI or IMSI) is known by the network.

The transmission of GPRS-Kc to the MS is indirect and uses the authentication RAND value; GPRS-Kc is derived from RAND by using algorithm A8 and the Subscriber Authentication key Ki, in the same way as defined in annex C for Kc.

As a consequence, the procedures for the management of GPRS-Kc are the authentication procedures described in subclause D.3.3.

The values GPRS-Kc are computed together with the SRES values. The security related information (see subclause D.3.3.1) consists of RAND, SRES and GPRS-Kc.

The key GPRS-Kc is stored by the mobile station until it is updated at the next authentication.

Key setting is schematised in figure D.4.1.
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Figure D.4.1: Key setting

*** NEXT CHANGE ***
D.4.6
Synchronisation

The enciphering stream at one end and the deciphering stream at the other end must be synchronised, for the enciphering bit stream and the deciphering bit streams to coincide. Synchronisation is guaranteed by driving Algorithm GPRS-A5 by an explicit variable INPUT per established LLC and direction.

These initial INPUT values shall not be identical for the different LLC link. The initial INPUT value shall be determined by the network. It may be identical for uplink and downlink value because the direction is given to the ciphering algorithm as described in 3GPP TS 41.061 and illustrated on the figure D.4.2. In a given direction, the INPUT value shall be unique for each frame. 

The calculation of the INPUT value is described in GSM. The use of the INPUT value is described in 3GPP TS 41.061 and illustrated on the figure D.4.2.
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Figure D.4.2: Use of the INPUT parameter

D.4.7
Inter SGSN routing area update

When an Inter SGSN routing area update occurs, the necessary information (e.g. key Kc, INPUT  parameters) is transmitted within the system infrastructure to enable the communication to proceed from the old SGSN to the new one, and the Synchronisation procedure is resumed. The key Kc may remains unchanged at Inter SGSN routing area update. Since Kc128 is not transferred between SGSNs at inter SGSN routing area update, but re-calculated by the target SGSN from the received CK/IK, it remains the same.
*** NEXT CHANGE ***
D.4.9
Support of GPRS-A5 Algorithms in MS
It is mandatory for GEA1, GEA2, GEA3 and non encrypted mode (i.e. GEA0) to be implemented in mobile stations. GEA4 may be implemented in the mobile stations. No other GPRS encryption algorithms shall be supported in mobile stations.

*** END OF CHANGES ***
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