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***** Start of change *****
6
Security mechanisms

6.1 
Media security mechanisms

6.1.1 
Media security mechanisms for real-time traffic



In this specification, protection for real-time traffic means protection for IMS traffic using the Real-Time Transport Protocol (RTP) or the RTP Control Protocol (RTCP), cf. RFC 3550 [X11].

The integrity and confidentiality protection for IMS traffic using RTP shall be achieved by using the Secure Real-Time Transport Protocol (SRTP),  RFC 3711 [X4]. The integrity and confidentiality protection for IMS traffic using RTCP shall be achieved by using the Secure RTCP protocol (SRTCP),  RFC 3711 [X4].
A compliant implementation shall support the default transforms and key derivation functions defined in SRTP [X4] Additional transforms and key derivation functions may be supported. 
Key management mechanisms for SRTP and SRTCP, as used in this specification, are described in clause 6.2.  For SRTP [X4] the key material provided shall serve as SRTP master key.
Editor’s note: Further profiling of SRTP and SRTCP is ffs. 
6.1.2 
Media security mechanisms for non-real-time traffic

6.2 
Key management mechanisms for media protection 

6.2.1 
Key management for e2m protection

6.2.2 
Key management for e2e protection using SDES
6.2.3 
Key management for e2e protection using KMS 
6.2.3.1
General

The key management mechanisms are defined by MIKEY-TICKET [X7] and profiling of the tickets and the procedures in this specification.
MIKEY-TICKET [X7] contains three message exchanges. The first exchange is called Ticket Request and is between the initiating user and the KMS. The second exchange is called Ticket Transfer and is between initiating and terminating users. The third exchange is called Ticket Resolve and is between the terminating user and the KMS. The exchanges and the messages in the exchanges are illustrated in Figure X2. In MIKEY-TICKET [X7] the three parties involved in the message exchanges are called Initiator, KMS and Responder, respectively. 

Editor's Note: MIKEY-TICKET is a new MIKEY mode of operation extending the functionality of MIKEY to also cover ticket based key management. The work writing the AD sponsored draft is ongoing and a preliminary version can be found in S3-091345. 
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Figure X2. MIKEY-TICKET message exchanges
6.2.3.2
KMS user and user group identities


Users of the KMS based security solution shall have at least one public SIP-URI formatted identity. The NAI part (username@domain) of this identity is used for user identification and authentication in the key management system. This identity is called the KMS user identity. 

KMS user identities are used to identify the user to which a ticket is issued and the allowed recipients of the ticket, i.e. the (set of) user(s) which are allowed to resolve the ticket and receive the associated keys. This information is included in the ticket.  

User groups for key management purposes can be defined by wild-carding of KMS user identities. The character * (asterix) is used as the wild card character and designates one or more occurrences of a character. A string formatted as a KMS user identity and which includes at least one occurrence of the wild card character is called a KMS user group identity. The KMS group identity *.department@company thus defines the group of users that have a KMSb user identity matching the wild-carded string and the group would include e.g. user1.department@company and user2.department@company. Another example is the group of all users which would be designated as *.*. By appropriate assignment of public IMS user identities varying group structures can be implemented.

6.2.3.3
IMS UE local policies

The use of the KMS based security solution is at the users' discretion; its use may be controlled by a local policy in the IMS UE and the functionality may be access protected by e.g. a password. This local policy may also control if and when reusable tickets are allowed, if and when group tickets shall be requested and which group a ticket shall be issued for.  Furthermore, it may define which under which conditions a received ticket shall be accepted. 

Local policies may also control how and when warning messages are issued to the user.

6.2.3.4
Ticket format

The ticket format used is according to MIKEY-TICKET [X7] with the following profiling defining the 3GPP version 1 ticket format.

Editor's Note: Ticket profiling is ffsThe final profiling of the ticket format has to be performed when a stable proposal in MIKEY-TICKET [X7] is available.
Editor's Note: The following profiling shall be specified:
-  The public identity of the IMS UE to which a ticket is issued shall be a KMS User Identity. 
-  The public identity of an allowed recipient shall be either a KMS User Identity or a KMS User Group 
    Identity. 

A group ticket is a ticket having more than one user as allowed recipient.

6.2.3.5
Authentication of public identities in REQUEST_INIT and RESOLVE_INIT

Authentication in the KMS that KMS user identities in tickets are related to users issuing REQUEST_INIT and RESOLVE_INIT request towards the KMS is performed by matching the KMSM user identies against the list of all Public (IMS) User Identities associated with the requesting user. The list of all Public (IMS) User Identities associated with the a user shall be made available to the KMS as USS information via the BSF 

The authentication procedure is performed as described here. When a KMS receives a Ticket Resolve request, the KMS shall verify that the request comes from a KMS user which is one of the designated allowed recipients of the ticket. The user issuing the request is identified according to GBA procedures by the GBA BTID. The KMS uses the BTID to request the the NAF-Key used to protect the request and USS information containing a list of all Public (IMS) User Identities which are associated with the user that issued the request.  When the KMS has received the list of Public (IMS) user identities it may transform them into KMS user identities and verify that there is a least one matching the initiator/allowed recipient identity in the ticket. 

6.2.3.6
Authentication of terminating user identity

The IDmod in the TRANSFER_RESP message shall contain a KMS user identity associated with the user issuing a RESOLVE_INIT. If the KMS user identity sent in the RESOLVE_INIT message matches the allowed recipients, then this identity shall be useed. If it does n't not match the allowed set of recipients, but another associated Public (IMS) User Identity implies a match the corresponding KMS user identity shall be returned.

6.2.3.7
Reusable tickets

Reusable tickets are allowed and their use is controlled by KMS and IMS UE local policies. 

A ticket can be issued as a reusable ticket. That a ticket is reusable means that it carries an indication recommending that a ticket recipient stores it and the associated keys to not have to request keys from the KMS each time the ticket is received. It is however not required that reusable tickets are stored. Local policy may e.g. for capacity limited devices determine not to store such tickets. It is always allowed to resolve the ticket every time it is received.

Tickets that are not reusable shall be resolved when received at the terminating side. 


***** End of change *****
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