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1 Introduction

S3-091339 proposes some evaluation criteria for validation method selection when many of the same criteria have not been applied to the autonomous validation (AuV). That misleads the group to believe that the working assumption of using autonomous validation is a careless and hasty one. In reviewing the list provided in S3-091339, it would seem to be prudent to revisit and re-evaluate all validation methods based on the same set of criteria before putting any recommendation in the TR, or, alternatively, agree to consider these criteria as “informative” but not as a set of requirement for investigation or inclusion of non-AuV methods to the TR or the TS.
<comment> Based on existing analysis and investigations in the TR 33.820, AuV was seen as basic building block 
for any kind of validation. This is reflected in the following points:

a.
AuV by itself provides integrity validation based on the security of the TrE and reference values provided to the TrE, e.g. combined with secure SW download process.

[Huawei]: Second part of this point applies equally to the other non-AuV methods.  AuV does not get into SW update/download process either.
b. all other non-autonomous methods deploy AuV up to a certain stage of their process for boot and device integrity check. Thus also all other validation methods proposed refer to AuV as necessary.

[Huawei]: This means that the other non-AuV (except RV) solutions are actually COMPLETE solutions unlike the AuV which is only partial solution. This should be viewed as positive for non-AuV solutions.
Based on these points, SA3 concluded that AuV is a big step forward in integrity validation, as compared to no validation at all. This was concluded based on the existing analyses, which were seen as sufficient for this basic decision. Given the tight schedule for rel-9 specification, and the fact that AuV has no impact on network infrastructure or protocols, the consequence for SA3 was to recommend mandatory deployment of AuV.
This decision is not touched by the contribution S3-091339, which only refers to the way forward for possible future extensions of validation methods beyond AuV.
[Huawei]: It is highly suspicious the motive and intention of the way forward ONLY after the working assumption, and not before.
S3-091339 handles the situation to possibly extend AuV. This is different to the earlier recommendation for AuV in the following topics:

(1)
AuV gives a basic security for validation and is also basis for all other validation methods proposed so far;
[Huawei]: This further illustrates that AuV is only a partial solution.
(2) AuV is the only method proposed which may be implemented locally on H(e)NB device without any network impact;

[Huawei]: There is no security requirement that the validation method is to be implemented ONLY locally. The working assumption was agreed in principle for the speed of which it can be applied to R9. If AuV has no impact to network, how does it get the reference metrics from network?
(3)
all other methods have impact on network infrastructure, interface protocols and network and reference value provisioning management. Thus they imply:
[Huawei]: AuV also has reference value provisioning management issue.
(3.1)
specification of extended and/or new network elements;
(3.2)
specification of new interface protocols and/or search for and later reference of existing interfaces protocols;
(3.3)
definition of management procedures to operate the network elements;
(3.4)
inclusion of more than one party into the validation process (as opposed to AuV with only the device vendor involved);

[Huawei]: Considering reference value provisioning, it equally applies to AuV.
(3.5)
handling of increased system complexity;
(4)
as there are different non-autonomous validation methods proposed, these different methods have to be compared with respect to effort/expense and benefit. This did not apply to autonomous validation, as there were no variants suggested.

[Huawei]: The effort/expense of fixing a partial solution should also be considered for AuV.
Thus the situation for the first introduction of AuV and for the further investigations before introduction of other validation methods as discussed in S3-091339 is entirely different. Based on the differences mentioned above, the introduction of other validation methods in addition and beyond AuV requires this deeper analysis to allow a sound decision on cost/benefit trade-off for the additional methods.
 The justification for that  is as follows:
1. There had been no specific and thorough threat analysis, feasibility study, nor countermeasures discussed prior to S3-091339, on any of the validation methods.  Even S3-091339 acknowledges that the fulfilment of the requirements is only partial in the AuV methods.  Specific threats that AuV was designed to counter that have not been countered should be clearly identified. Merely stating that “..provides countermeasures against a wide range of threats …” only misleads further that the protocol is fool-proof and in fact it is not. In addition, we believe that there are other threats clearly mitigated by either SAV or HV (such as threats  8, 11, 16, 19, 20, 21, 22, 24), that are not adequately mitigated by AuV.
<comment> for a discussion why the situation for AuV decision is different from all other validation methods please see the text above.

2.  AuV does not provide any means of notifying the network in case of validation failure.  This issue has been identified by several operators as being important.  So when all things are considered, the network interface issue and transport issue are of equivalent importance in AuV compared to the other methods that are under discussion. 
<comment> as stated above, AuV has no interface and transport 
issues to be solved. In fact this topic is a good reason to thoroughly investigate any validation method which has impact on interfaces and transport.

[Huawei]: The possibility of sending technicians to customer premise far outweighs the consideration of impact of interface/transport.

3. There are far more details available for the other methods than the AuV and they have been discussed far more than AuV. 
<comment> this is in line with the first comments above, and is no drawback for AuV.

[Huawei]: Unfortunately, being a partial solution is a big drawback.
4. Concerning existing and proposed H(e)NB S/W update, the same issues occur with AuV as with the non-AuV Methods and it would not be correct to ask these questions and to study the issues only in relation to the non-AuV methods. 
<comment> These issues are raised, as the non-autonomous validation methods claim that they may improve the SW update process. AuV alone has no impact on SW update process on other parties than the H(e)NB vendor. All additions to SW update can be done locally within the SW update package provided by the vendor and sent to the H(e)NB. 
Thus for introduction of AuV no analysis of SW update impact is needed (see also comment to bullet 5 below).
[Huawei]: The AuV variant requires provisioning of the device itself with validation check data, e.g. together with the SW downloaded. It is incorrect to state that AuV has no SW update impact.
5. The same issues exist for reference values used in either AuV or the non-AuV methods, and yet there is no mention in the description of AuV of how it gets these reference values.
<comment> the reference values can easily be sent with the SW download package. Pls. see the last bullet point in contribution S3-091264.
6. Interoperability may potentially be required between TrE vendor and H(e)NB vendor, which AuV does not take into account.
<comment> this is not a topic of standardization, but proprietary to the H(e)NB manufacturer. 
Thus it is not topic for the TS.
[Huawei]: Interoperability may also potentially be applicable to SW developed by different vendors.
7. Regarding the non-AuV methods, S3-091339 asks questions about the expected set of measurement values, e.g. where these values come from, their relationship to S/W update, etc. It seems to ignore the fact that these questions apply equally to AuV.
<comment> agreed that the same questions have to be answered. But: in AuV this is local and thus proprietary to the manufacturer (see the last bullet point in contribution S3-091264). This does not need any standardisation.
For any non-autonomous validation these values and their handling have to be standardised by 3GPP (or some other standardisation body with liaison to 3GPP), as SeGWs, PVEs and H(e)NBs from different vendors have to interoperate. 
Thus a thorough analysis and specification in SA3 is necessary.
[Huawei]: There is no requirement to have separate SW update process for different validation method.  The assumption that other non-AuV methods also require separate SW update process is baseless.
8. Remediation methods have not been addressed by AuV, so why just limit such study to the non-AuV methods?
<comment> AuV as recommended for mandatory deployment did not claim support for remediation, thus such an analysis does not change the preconditions for AuV. If further investigations show possibilities for remediation support by AuV also, this is not excluded by S3-091339 (and could give a good extension to AuV in future as well).

9.  In discussing cost, it should also include the potential additional complexity of the AuV due to increased burden on TrE and its interfaces, etc. Placing some of the validation functions on the network side may actually help reduce complexity and cost of the H(e)NB.
<comment> to current understanding of the non-autonomous validation methods, also the TrE for non-autonomous methods must have the full possibilities for an autonomous validation. See e.g. the slide set presented by IDCC at the conference calls in June 2009, where autonomous validation is requested for “stage 1” and “stage 2” SW
. Also this shows that a more thorough investigation of non-autonomous validation methods is necessary to get a sound decision on cost/benefit trade-off.



















































































































































































































































































































































































































































































































































































































































































































































�(InterDigital Comments in 1436) This is comment is incorrect.  A more correct analysis would be  something like:  





“Some procedures or stages of AuV can be seen as building block(s) that can be used for other validation methods, but this does not mean that the other validation methods should include the totality of the AuV included in them”. 





Also, NSN’s comment in 1432, in item b. below, where the comment says that other non-AuV methods deploy AuV up to a certain stage of their process for boot and integrity check, is incorrect.. One of the reasons is  that  NSN and some other companies which preferred the AuV had indicated that they would not want to implement the multi-stage local integrity check, which is what methods like SAV or HV is built on. 


�(InterDigital Comments in 1436) 


How does the MNO  become  aware of the security properties in AuV (e.g. reference values)? This is of special concern if devices from manufacturers unknown to the MNO are connecting. 


�(InterDigital Comments in 1436) 





Again, this is not entirely correct. It is true that all other methods would use some of the building blocks of AuV but they are not necessarily built as an add-on to AuV.. Rather, we should view the other methods “related to” AuV, but are “mostly self-standing”. 


�(InterDigital Comments in 1436) 


NSN’s claim that AuV does not have any network impact is incorrect. 


The network impact for AuV is not fully discussed yet. 


This is evident if one considers AuV in the context of SW update.  If one does require secure SW download (see a above) one will have to specify additional entities and protocols for the software download. As suggested in 091264 the software download package should be brought to the H(e)NB via TR-069 protocol.


This poses new requirements on the AuV implementation that have network impacts. 


Software signing entity in the CN is needed


 Certificates and trusted CAs are required for the signing of the software download message


 As stated in 091264, which NSN is one of the authors, the root certificates for the validation of the signed software message must be stored in the TrE. 


Will these root certs then be provisioned at manufacture time? If so, what about certificate expiry? If not, you’ll need management protocols for the secure transport of the certificates to the TrE, which would certainly require a prior assessment of the TrE validity which can only be accomplished by evolved validation methods, e.g. SAV





�(InterDigital Comments in 1436) 


This point from NSN is actually one of  the major drawbacks of AuV. ONLY the device manufacturer is involved in the validation process. The MNO has NO options to take influence (verify the implementation, SW/HW configuration) on the validation and even worse, gets no information on the validation process from the H(e)NB. All other validation methods discussed so far provide the MNO at least an indicator on 


1) how the local integrity checks are performed and;


2) whether they are indeed performed. 


AuV requires the MNOs to have very strong trust relationships to the manufacturers of the H(e)NB, since they receive no information on the validation process with AuV. This is of special importance when considering the scenario where ‘foreign’ H(e)NB are connecting (e.g. sold in direct market, roaming devices,etc.)


�(InterDigital Comments in 1436) 


As there are different non-autonomous validation methods proposed, these different methods are now proposed by NSN and other companies to require comparison with AuV ith respect to effort/expense and benefit. However, we'd like to point out that such cost/benefit analysis was never done to AuV either.�


�(InterDigital Comments in 1436) This comments does not address the topic discussed in this bullet point.  The point made here does not address the topic discussed in the bullet point from Huawei/InterDigital's 1408.  The fact remains that there never was, and there still is not, any threat analysis done on AuV, unlike for SAV or HV where thorough threat analysis is provided by contributions such as S3-091257.  


�(InterDigital Comments in 1436) 


AuV without any interface and transport framework implies that there will be no recourse for remediation after failure of validation, except by allowing the ‘integrity-check failed device’, which would also fail to perform authentication, to still be allowed to connect to the OAM after such failures. 


�(InterDigital Comments in 1436) 


Again, this does not address the fact that operators may want to know why an H(e)NB is failing.  As for the transport and interface impacts, it sounds like the operators may have already acknowledged that and need to identify how much of an impact it would have versus the benefit.  Just saying other validation techniques have  an impact on interfaces is not a reason to  immediately discount them. 


�InterDigital Comments in 1436) 


As explained in earlier comments, it is not correct to state that AuV would not require any interface or transport issues, if one considers the implications such as remediation. 


�(InterDigital Comments in 1436) 


Without the details and specifications, what trust would operators have on such a validation method?


This NSN comment seems to imply that “AuV will be anything that a manufacturer wants to call AuV”!


�InterDigital Comments in 1436) 


This requires the MNO to rely on the manufacturer to build:


Secure software packages


Secure update process in the H(e)NB/TrE


Proper reference values for the software update





The MNO will get no notification on changed components, successful update, etc. The device will either connect after the update without giving indication if the update has been applied or the old version is still running, or even worse, the device will be in a state which can only be recovered by on-site service.


�(InterDigital Comments in 1436) 


To the contrary, it has not been agreed at SA3 that there will never be any need to specify interoperability between TrE and H(e)NB. Insisting that theTrE implementation will always be proprietary to H(e) could make  the TrE not trustworthy to the operators. 


�InterDigital Comments in 1436) 


This fact makes SAV an enabler for the use of different vendor’s H(e)NBs across different networks. AuV with the proprietary validation implementation will always require the MNO to build a very strong trust relationship with the manufacturer of the H(e)NB. SAV allows the MNO to assess the H(e)NBs integrity independently from the manufacturers.


�InterDigital Comments in 1436) 


Remediation capability is one of the key benefits of HV and SAV methods.  AuV did not claim support of remediation because its ability to support remediation is very limited!  InterDigital actually believes that the operators would benefit greatly by MANDATING remediation for any kind of validation method.


�(InterDigital Comments in 1436) 


This is technically an incorrect statement. Rather, what we should say is that IDCC’s SAV ideas presented in June 2009 USE some of the procedures used in AuV.  SAV and HV confer enough flexibility, on the other hand, that if desired, the totality of the AuV could be made as part of the SAV process. However, this does not mean that SAV should ALWAYS include the entire AuV as a necessary building block. 


For example, in AuV, upon integrity-check failure, the device should not even initiate the IKEv2 procedure for device authentication. 


In SAV, if only the stage-3 codes fail integrity checks, the H(e)NB is still allowed to INITIATE authentication. It is the COMPLETION of the authentication that is made dependent on a successful validation by the PVE.  Such difference is just one example that shows that the SAV does NOT reuse the entirety of AuV!
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