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Abstract of the contribution: This paper provides comments to contributions related to SA3 TR on interworking between GBA and OpenID
1
Rationale

Contributions S3-091219, S3-091220, S3-091221, S3-091222, S3-091223, S3-091224 are related to interworking between GBA and OpenID. This paper provides comments to those contributions. 
2
Comments
- Terminology
In the different contribution the term "ME" is used while the term "UE" should be used to cover both ME and UICC cases.
- Specific OpenID principle
One of the design goals of OpenID and one reason for the popularity of this protocol, lie in the minimal requirements upon the client browser: 

"OpenID Authentication uses only standard HTTP(S) requests and responses, so it does not require any special capabilities of the User-Agent or other client software."
This principle is provided in the abstract of OpenID Authentication 2.0 – Final. Please confer http://openid.net/specs/openid-authentication-2_0.html) 

3G Americas performed a study and published a white paper on "Identity Management - Overview of Standards&Technologies for Mobile and Fixed Internet". Please confer http://new.3gamericas.org/documents/3GAmericas_Unified_Identity_Management_Jan2009.pdf. 

One section of this white paper is dedicated to "OpenID integration with GBA" (section 4.6.2).

This section describes in clause 4.6.2.1 a "Split UE functionality" aiming at splitting terminal functionality in two parts: service access function and authentication function. This design presents the advantage of keeping the requirements on the client browser minimal while enabling to position the GBA_U under the Provider Policy extension as both a "Pin and Hard OTP token security token" and a "PIN and Hard Crypto Token". 
- S3-091223
S3-091223 proposes to use the same security level for GBA_ME and GBA_U (level 3). 
But, GBA_U provides a higher security level as described in TR 33.905. Consequently, GBA_U should have higher security level than GBMA_ME due to extra security and conformance to Provider Authentication Policy Extension (PAPE). 
3
Proposals

Gemalto kindly ask SA3 to agree following proposals:
· Proposal_1: to replace the term "ME" with the term "UE" in the proposed OpenID/GBA contributions
· Proposal_2: to take into account the following OpenID principle in SA3 TR:

"OpenID Authentication uses only standard HTTP(S) requests and responses, so it does not require any special capabilities of the User-Agent or other client software."

· Proposal_3: to agree on the addition of "Split UE functionality" description in SA3 TR to address OpenID principle mentioned above. 

· Proposal_4: to propose in S3-091223 a GBA_U security level higher than GBA_ME security level  
