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1. Introduction

This contribution introduces security requirement for the TR-069 SW update process in section 8 of TS 33.xyz.
2. Background

The H(e)NB management interface utilizes a SW update process with the H(e)MS standardized by TR-069.  The standard describes the use of digest authentication according to PKCS#7 for protection of the downloaded data file.  This contribution makes digest authentication a requirement and describes the involvement of the TrE in the process.
3. pCR

The following pCR is against 3GPP TS 33.xyz V0.1.0 (2009-05).

**************************** start of first change *******************************
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8.x Protection of SW Download

The H(e)NB shall utilize the established TR-069 method to download software from the H(e)MS or a server directed to by the H(e)MS according to TR-069 Version 1 Amendment 2 [x].  The following requirements are added for security:

· The file shall use the signed package format according to TR-069 [x].

· The SignedData object in the signed package shall contain at least one signature provided by a signing
 entity, with certificate issued by an operator trusted CA. 
Editor’s Note: Whether the signing entity can be identical with the H(e)MS, or co-located with it, is for FFS. If the signing entity is the H(e)MS, it needs to be clarified whether the usage of signed package adds security to the secure tunnel between H(e)MS and H(e)NB.
· The TrE shall use a public key issued by an operator trusted CA to verify the software signing entity certificate and the signature(s) in the SignedData object. All root certificates used for this purpose shall be stored in the TrE. 

Editor’s Note:  Use of the more current CMS (Cryptographic Message Syntax) in RFC 3852 and other enhancements to PKCS#7 is for FFS.

· The signed package shall also contain 
the reference values needed for the software integrity checks performed during secure start up. The reference values may be the ones incorporated in the command list in the signed packet format [x, Appendix E], or they may be transported as separate data in the signed packet
. 
· Whenever required by the software installation process of the H(e)NB, the signed package shall also contain certificates for the reference values for the software integrity checks performed during secure start up.
If the digest authentication fails, the H(e)NB shall not install the software, but report the failure to the H(e)MS.
If the verification of one or more certificates for software fails, the H(e)NB shall not install the software, but report the failure to the H(e)MS.
**************************** end of change ***********************************



















































































































































































































































































































































































































































































































































































































































































































































�the signing entity is not actually signing software, but only header and command list, which in turn contains hashes of the software. Thus, the signatory is signing a message, not the software itself.


� Since the command list contains already digest values for each Tr-069 payload file, an ambiguity may arise. A clarification is needed where in the signed packet these reference values may be found. 


�Digest algorithms may differ from the composer of the signed packet to the ones used by the TrE for integrity verification at secure start up. Also, payload files may be compressed before insertion in the signed package. This necessitates, at least in the mentioned and similar cases, a separate, and secure, transmission of reference values.
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