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1. Introduction 

We propose to enhance chapter 7.3.3.5 by some additional explanations to better explain the basic idea of the chapter ‘White List Consent Achievement by IN Server’ and to delete the NOTE at the end of clause 7.3.3.5 of TR 33.837. 
Rationale:
The following NOTE was added to Nokia and NSN’s S3-090978, based on IDCC’s commenting contribution S3-091021:

“NOTE: Regulators may consider the two-price (free and fee-based) service and pricing structure as discriminatory and may require, instead, that service providers should ensure UC-detecting/resistant services for all callers regardless of whether they agree to pay or not for such services.”
The NOTE seems not appropriate for several reasons. This may be hopefully seen after a better explanation of the background of the proposed method.
The proposal is inspired by the ‘Payments at risk’ approach in RFC 5039 by Rosenberg and Jennings [11], which uses micro-payments to be transferred between caller and callee. From RFC 5039: “When user A sends an email to user B, user A deposits a small amount of money (say, one dollar) into user B's account. If user B decides that the message is not spam, user B refunds this money back to user A. If the message is spam, user B keeps the money.” The difference is that the approach proposed by us assumes that the terminating operator keeps the service fee rather than transferring money between caller and callee, and that Intelligent Network (IN) services are used instead of micro-payments. The basic idea is similar: with the small service fee (e.g. in the order of some cents) bulk UC is not longer paying for SPITters (because of their large amount of calls). Instead for a legitimate user, who calls B only once or a few times, this will be an acceptable extra charge (when comparing e.g with today’s mobile call charges). In the best case A is accepted by B after the first call as a legitimate user and is put on the white list of B. Then the extra-charge is avoided for further calls of A.
· Re ‘two-price (free- and fee-based) service’: IN services are widely used in telecom networks today. They enable differentiated charging depending on the called number, e.g. for premium rate services. An example of differentiated charging for reaching the same subscriber in different ways is when you first call the directory assistance and have them connect you to the called party, which is more expensive than calling the called party directly. Regulators have no problem with differentiated charging as long as the charging scheme is transparent.  

· Re ‘discriminatory’: the operator does not discriminate against anyone. It is the callee who puts some users on a white list, and some others not. White lists in their simplest form have a much stronger negative impact on callers not on the White list than our proposal because callers not on the White list just cannot get connected to this callee at all. In our proposal, those callers are only “punished” by a small additional charge. But White lists in their simplest form are offered by telecoms operators today as a supplementary service for voice services, and regulators do not seem to mind. Please note also that this mechanism is used today e.g. in buddy lists for Instant Messaging or in filtering for Email.

· Re ‘… that service providers should ensure UC detecting/resistant services for all callers regardless of whether they agree to pay or not for such services’: which provider is to ensure this UC detecting/resistant services, the one on the caller’s side, or the one on the callee’s side? The quoted requirement may be impossible to fulfill by a single provider. And usually, the concern about UC is on the callee’s side, which is why the callee may be offered measures to protect himself from UC by his provider. Note that already today some telecom providers offer supplementary services for SPIT prevention to their subscribers for an additional charge. 
2. Pseudo-CR
*****************START CHANGES************************************
7.3.3.5
White List Consent Achievement by IN Server

An alternative method to override the White List (e.g. realized by means of Incoming Call Barring) and to achieve consent, compared to the PIN-based approach as explained in chapter 7.3.3.4, draws on classical Intelligent Network (IN) services. The method is based on the setup of a (potentially temporary) second identity for the callee by an IN server and the charging of a small service fee. The idea of the service fee is that it is sufficiently high to deter SPITters sending bulk UC, but sufficiently low so as not to encumber legitimate users who are not yet on the white list.
This service fee is inspired by the ‘Payments at risk’ approach in RFC 5039 by Rosenberg and Jennings [11], which uses micro-payments to be transferred between caller and callee. This technique is seen as applicable to encounter call spam and IM spam (unsolicited communication in 3GPP terminology). But instead of a (currently not existing) micro-payment infrastructure the approach in this clause assumes that the terminating operator uses well-established IN services and keeps the service fee rather than transferring money between caller and callee. If effective authentication is available, then the service fee may be charged only at the first attempt to reach subscriber B, because then B can then put A on the white list if B accepts A as a legitimate user.
Below only the basic method of consent achievement by IN server is explained, but the scenario could as well be enhanced by further elements as explained in chapter 7.3.3.4 to achieve a more sophisticated SPIT/UC prevention profile. It is as well imaginable that consent achievement by PIN (see 7.3.3.4) and consent achievement by IN server could be used in one SPIT/UC prevention profile in parallel, e.g. selectable by the caller via an announcement and speech feedback. This makes sense if for example a member of the family, knowing the PIN, calls from a public phone box and wants to avoid an extra-charge by the IN server.
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Figure 7.3-6: White List Consent Achievement by IN Server 

Figure 7.4-6 shows the procedure to achieve consent by overriding the White List of B, supported by an IN server: Assume that a callee with number B has a second number B* with IN prefix. Callers matching the White List are directly put through to subscriber B. If the caller doesn’t match the White List, but the called number B* contains the IN prefix, then he is forwarded to a White List bypass function in the IN server. The IN Server translates B* to B, bypasses the White List and the caller is put through to B, but is charged a small service charge. 

If the caller does not know the number B* and simply dials B, the caller is nevertheless forwarded to the IN server to a function block that provides a second identity for the callee B by setting up an alternative number B*. This alternative number B* can be either assigned in a fixed systematic way or in a fixed but non-systematic way or it can be assigned dynamically. Now an announcement is played to the caller that he can reach subscriber B by calling the alternative number B*, if he is willing to accept a small service charge.

Assumed that the caller accepts the small service charge, he now calls the alternative number B*. Still not being on the white list of subscriber B, he is again forwarded to the IN server, but now to the function block with the white list bypass because the alternative number B* contains an IN prefix. In the IN server B* is translated to B and the caller is now put through to subscriber B. Additionally, in case of dynamic assignment of B*, it may be controlled by the IN server whether the caller ID (A) is the same as the one the number was given to at the first call attempt.

From a technical point of view it is more difficult, but not impossible for a SPITter or a bulk UC system to bypass the white list of subscriber B. But at least under commercial aspects this attempt is not paying for bulk UC applications as SPITters calculate with costs in the order of micro-cents (and not in the order of cents) to achieve some gainings. However for a legal user a small service fee in the order of cents will be no hurdle if he is really willing to reach subscriber B.

*****************END OF CHANGES************************************
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