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1. Introduction

This contribution proposes the addition of a TR-069 protocol profile to section 8.3 of TS 33.xyz.

2. Background

H(e)MS is intended to manage the H(e)NB using the CPE WAN Management Protocol specified as TR-069 by the Broadband Forum. In order to comply with requirements set in this TS, a profile of TR-069 is proposed specifying specific restrictions and extensions.
3. pCR

The following pCR is against 3GPP TS 33.xyz V0.1.0 (2009-05).

**************************** start of first change *******************************
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3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AAA
Authentication, Authorization, and Accounting
ACS
Auto-Configuration Server

AKA
Authentication and Key Agreement
ASME
 Access Security Management Entity 
CA
Certification Authority

CPE
Customer Premises Equipment

CSG
Closed Subscriber Group
DHCP
Dynamic Host Configure Protocol
DPD
Dead Peer Detection

eNB
Evolved Node-B
EAP
Extensible Authentication Protocol

EPS 
Evolved Packet System

ESP
Encapsulating Security Payload
E-UTRAN
Evolved UTRAN

FQDN
Fully Qualified Domain Name
H(e)NB
Home NodeB or Home eNodeB

H(e)NB GW
Home (e)NodeB Gateway
H(e)MS
Home NodeB Management or Home eNodeB Management System
HeNB
Home eNodeB

HMS
Home NodeB Management System
HNB
Home NodeB

HP
Hosting Party

HPM
HP Module

IKE
Internet Key Exchange

IMSI
International Mobile Subscriber Identity

LTE
Long Term Evolution

MME
Mobility Management Entity

MSK
Master Session Key

NAI
Network Access Identifier

NAS
Non-Access Stratum

NAT
Network Address Translation

PKI
Public Key Infrastructure

SA
Security Association

SeGW
Security Gateway

TLS
Transport Layer Security

TrE
Trusted Environment

UICC
Universal Integrated Circuit Card

UP
User plane
URI
Uniform Resource Identifier

URL
Uniform Resource Locator

USIM 
Universal Subscriber Identity Module
UMTS
Universal Mobile Telecommunications System
UTRAN
Universal Terrestrial Radio Access Network
**************************** start of next change **********************************
8.3.y TR-069 protocol profile
For the management of the H(e)NB by the H(e)MS, the CPE WAN Management Protocol TR-069 [xx] shall be used with the following restrictions and extensions:

-
SSL 3.0 shall not be used as it is outdated.

-
At least TLS 1.1 [yy] shall be supported. TLS 1.2 [zz] should be supported.

-
Shared-secret-based authentication between H(e)NB acting as CPE and H(e)MS acting as ACS shall not be allowed. Only certificate-based authentication shall be allowed.

-
The use of TLS to transport the CPE WAN Management Protocol shall be mandatory.

-
The H(e)MS URI shall be specified as an HTTPS URL.

-
The support of TLS cipher suite RSA_WITH_RC4_128_SHA shall not be mandatory. This TLS cipher suite shall not be used.

-
The support of TLS cipher suite RSA_WITH_AES_128_CBC_SHA shall be mandatory.

-
The H(e)NB acting as CPE shall not be obliged to wait until it has accurate absolute time before it contacts the H(e)MS acting as ACS.

-
If the H(e)NB contacts the H(e)MS without having the accurate absolute time, it shall not ignore components of the H(e)MS certificate that involve absolute time.

-
The support for H(e)NB authentication using client-side (CPE side) certificates shall be mandatory.

-
The H(e)NB acting as CPE shall be authenticated to the H(e)MS by the globally unique H(e)NB identity contained in the H(e)NB certificate. The exact format of the TLS client certificate is specified in the applicable clause in this document.

**************************** end of last change **********************************
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