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1. Introduction

This contribution discusses the revocation issue for H(e)NB device certificates and proposes additional text for section 7.2 of TS 33.xyz.

2. Background

Revocation mechanisms have to be considered as potential countermeasure against the compromise of certificates. In the following revocation of device certificates is discussed. 
A) Compromise of H(e)NB certificate 

As SeGW and H(e)MS are expected to use an access control system based on the H(e)NB identity to manage subscription status and configuration tasks, the most efficient and natural way to react on the compromise of a H(e)NB certificate is to exclude the affected H(e)NB from operation by updating the database of the access control system. The access control system might be realized as simple black list that is only used to exclude certain devices or as white list that explicitly contains the allowed devices.

The operation of all H(e)NB devices with certificates that are not compromised will not be impacted. Explicit revocation mechanisms for H(e)NB certificates will be of no additional advantage, but only augment costs and complexity of the solution.
An alternative procedure is to invalidate the H(e)NB CA certificate of the CA that was used to sign the compromised H(e)NB device certificate, which can be achieved by local configuration of the SeGW. This solution disrupts the operation of all H(e)NB devices that have their certificates signed by this CA, but might be the preferred solution if a big number of H(e)NB devices is supposed to be compromised, e.g. due to a design weakness allowing the private key to be read out. If the device certificates are signed by vendor-specific CAs, even a selective invalidation of certificates of devices of specific vendors is possible. 
B) Compromise of H(e)NB CA certificate 

The H(e)NB CA certificate has to be invalidated, which can be achieved by local configuration of the SeGW. Explicit revocation mechanisms are not intended to be used for CA certificates. 

As a conclusion, explicit online revocation mechanisms are not needed for the management of the H(e)NB device certificates and H(e)NB CA certificates, as the available out-of-band configuration mechanisms can be leveraged to also react on the compromise of these types of certificates. 

3. pCR

The following pCR is against 3GPP TS 33.xyz V0.1.0 (2009-05).

**************************** start of change *******************************

7.2.3.2
Certificate Profile

The H(e)NB and SeGW certificates shall conform to the requirements set out in clauses 6.1.1 and 6.1.3 of TS 33.310 [7] with the following additions and exceptions:
-
The H(e)NB certificate shall be signed by an entity that is authorized by the operator, e.g. the manufacturer or the vendor.

-
The H(e)NB certificate shall carry the H(e)NB identity in the subjectAltName.  This identity shall be the same as the identity in the IDi payload of the first IKE_AUTH request.

Editor’s Note:  The H(e)NB identity should be specified by CT4 as “HNB unique identity” in a new sub-clause of clause 4 in TS 23.003 [8]. Once this is done, this editor’s note should be replaced by a reference to this new sub-clause.

-
The H(e)NB certificates shall not require revocation. The respective certificate extensions shall not be mandatory for H(e)NB certificates.

 Note: Local access control mechanisms, e.g. black lists or white lists, enforced by the SeGW, are a possible solution to invalidate compromised device certificates.
**************************** end of change **********************************
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