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1. Introduction

This contribution proposes to add a TLS certificate profile to section 8.3 of TS 33.xyz for TLS entity certificates and TLS CA certificates.

2. Background

The requirements regarding the use of certificates for the use with TLS need to be specified. This contribution proposes profiles for TLS certificates that are mainly based on available 3GPP specifications while necessary additions and exceptions are indicated.
3. pCR

The following pCR is against 3GPP TS 33.xyz V0.1.0 (2009-05).

**************************** start of change *******************************

8.3.x TLS certificate profile
8.3.x.1 TLS entity certificates
The H(e)NB and H(e)MS certificates for use with TLS shall conform to the requirements set out in clauses 6.1.1 and 6.1.3a of TS 33.310 [7] with the following additions and exceptions:
-
The H(e)NB certificate shall be signed by an entity that is authorized by the operator, e.g. the manufacturer or the vendor.

-
The H(e)NB certificate shall carry the H(e)NB identity in the common name field.
Editor’s Note:  The H(e)NB identity should be specified by CT4 as “HNB unique identity” in a new sub-clause of clause 4 in TS 23.003 [8]. Once this is done, this editor’s note should be replaced by a reference to this new sub-clause.
-
The H(e)MS certificate shall carry the FQDN of the H(e)MS in the subjectAltName field and for compatibility reasons identically also in the common name field. 
Editor’s Note:  Once it has been clarified if revocation handling is necessary, the agreed solution must be incorporated also in this subsection.
Note: In general, it is possible to use a TLS client certificate in accordance with this specification also for IKEv2, if key exchange algorithm and used key length for both TLS and IKEv2 are chosen identically. 
8.3.x.2 TLS CA certificates
TLS CA certificates shall conform to the requirements set out in clauses 6.1.1 and 6.1.4a of TS 33.310 [7].
Editor’s Note:  Once it has been clarified if revocation handling is necessary, the agreed solution must be incorporated also in this subsection.

**************************** end of change ***********************************
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