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1. Introduction

This contribution proposes to agree on a way forward for further handling of the investigation of additional validation methods for H(e)NBs.
2. Background

The need for integrity validation is based on requirement 29) in clause 6.1 of TR 33.820: “OAM server and/or operator network should be able to assess the trustworthiness of the H(e)NB’s state and its capabilities for secure communication with OAM (Threat 27).”

The referenced threat 27) reads:
“27)  Threat: Attack on OAM and its traffic”.

On further look at the threats listed in clause 5.1.3 of TR 33.820, threats 6 and 7 also seem to be countered at least partially by integrity validation:

“6) Booting H(e)NB with fraudulent software (“re-flashing”)”

“7) Fraudulent software update / configuration changes”
There are no specific threats and countermeasures discussed which directly relate to the validation methods proposed. Before any further details on threats and possible countermeasures given by the various methods for different attacks are given, only a generalised validation method can be specified.

Clause 7.5 of TR 33.820 gives an overview of proposed methods for integrity validation. One method is the autonomous validation, described in clause 7.5.2.2. This method has no impact on the interfaces between H(e)NB and core network / H(e)MS, and may be implemented in H(e)NB locally. It provides countermeasures against a wide range of threats, and in addition it is a good baseline for any possible extension of validation methods in the future. Therefore it was agreed as baseline at SA3#55 to make this method mandatory for release 9.
The other methods proposed in the TR are more complex and involve impacts also on interfaces and network elements. They are described at a high level, with claims about their advantages and rough deployment descriptions. This is fine for a first overview, but these proposals for validation methods need much further study, before any decisions on standardisation can be taken. This applies in particular to the following topics:
· Threat models /description of attacks and a clean derivation of security features from threat model are missing. It is therefore not possible to properly assess the advantages of the proposed methods over autonomous validation.

· Many technical details, which would be necessary to evaluate the suitability of the proposals for standardization, are missing.

· Complexity in network procedures (multi-vendor interfaces, online connections, additional network elements and interfaces, etc.) are not well understood, and could potentially be significant.
The investigations described in section 3 below are necessary prerequisite for any trade-off between added security and cost / complexity of the proposed methods, and thus are the main precondition for adding normative content to the TS 33.xyz.
3. Necessary Investigations
The following investigations and clarifications are seen as necessary beyond the existing descriptions in TR 33.820:
1. Threat models /description of attacks and clean derivation of security features of validation from the threat model.

2. Threat analysis with explicit relation to the different validation methods:
2.1. Which threats/attacks may be countered by autonomous validation?

2.2. Which additional threats/attacks may be countered by "explicit" (non-autonomous) validation, which are not caught by autonomous validation?

2.3. Are there (other) countermeasures available for the threats identified in 2.2., which do not rely on validation?

3. Specify the “open interfaces” for full vendor interoperability. This is common in 3GPP and shall allow implementation of H(e)NBs and NEs independently, based on specification only.
3.1. What are the measurement values to be stored and transferred in a manner which is independent from H(e)NB architecture and implementation?
3.2. What requirements apply to the transfer of measurement values (transport over existing channels, binding of validation and authentication, etc.)?

4. Specify the procedures and architectures in the network which are necessary for full vendor interoperability.

4.1. What are the possible reactions in SeGW or H(e)MS on these detailed measurement values in case of differences to the expected values?

4.2. How is the expected set of measurement values determined by Validation Entity, e.g. dependent on vendor, HW type, and SW version?
4.3. Where do the reference values used by Validation Entity come from (push by vendor, pull by MNO, ...)? What is the kind and architecture of infrastructure needed (Network elements, interfaces)?
4.4. What are the relations to existing and proposed H(e)NB SW distribution methods and channels (e.g. for H(e)MS based update of H(e)NB SW)?
5. Describe remediation methods and their security implications.
5.1. What remediation methods (repairing, re-loading of SW in secure way, etc.) are possible on a suspected compromised device?

5.2. How validation reporting methods assist the remediation from (suspected) compromised state of H(e)NB?
6. What is the trade-off between added security and cost / complexity (cost / benefit trade-off) between countermeasures and effort?

4. Proposal for Approval
It is proposed to agree on the following the way forward about further investigations on validation methods for H(e)NBs:
· Any non-autonomous validation method for H(e)NBs needs a threat and feasibility study in a TR giving answers to the items in the section on "necessary investigations" above.

· The study also needs to examine the trade-off between added security and cost/complexity.  Such trade-off is essential if the H(e)NB is to be a low-cost device, with low CAPEX /OPEX in MNO networks.

· No pCRs on extensions to validation concepts are agreed for the TS 33.xyz before findings of the feasibility study and recommendation in TR are available.
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