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1. Introduction

This contribution introduces basic content for Autonomous Device Validation in various clauses of TS 33.xyz.
2. Background

At the last meeting, there was a general agreement to make autonomous validation (AV) mandatory for R9.  This pCR introduces the basic process and requirements of AV. In details the following clauses are addressed:

- adding of references to other clauses in clause 5.1.2.1 on TrE;

- new text on device integrity check in clause 6.1;

- new text on device validation in clause 7.1;

- clarification in the general clause on device authentication (clause 7.2.1);

- adding a new sub-clause on device validation for connection to H(e)MS accessible in public Internet in clause 8.3.2;

- update of the examples in the Annex.

3. pCR

The following pCR is against 3GPP TS 33.xyz V0.1.0 (2009-05).

**************************** start of first change *******************************

5.1.2.1 General
The Trusted Environment (TrE) shall be a logical entity which provides a trustworthy environment for the execution of sensitive functions and the storage of sensitive data.

All data produced through execution of functions within the TrE shall be unknowable to unauthorized external entities.

The TrE shall be built from an irremovable, HW-based root of trust by way of a secure boot process, which shall occur whenever a H(e)NB is turned on or goes through a hard reset. The root of trust shall be physically bound to the H(e)NB. The secure boot process shall include checks of the integrity of every loaded or started component of the TrE. Only successfully verified components shall be loaded or started. The TrE may similarly verify other components of the H(e)NB (e.g. operating system and further programs) during the boot process.

The TrE shall perform sensitive functions (such as storing private keys and providing cryptographic calculations using those private keys) needed to perform H(e)NB device integrity check (cf. clause 6.1) and device validation as specifically described in clauses 7.1 and 8.3.2.2.

The TrE shall perform sensitive functions (such as storing private keys and providing cryptographic calculations using those private keys ) needed for H(e)NB device authentication with the operator network, as specifically described in clauses 7.2 and 8.3.
**************************** start of next change *******************************

6.1 Device Integrity Check

The H(e)NB shall perform a device integrity check upon booting and before connecting to the core network and/or to the H(e)MS.  The device integrity check shall be based on one or more trusted reference value(s) and the TrE.  The following requirements shall apply:

-
The integrity of a component is verified by comparing the result of a measurement (typically a cryptographic hash) of the component to the trusted reference value. If these values agree, the component is successfully verified and can be loaded/started.

-
The integrity of the device is verified if all components necessary for trusted operation of the device are verified. 

Editor’s Note: It is ffs if additional steps are necessary if a further validation method is introduced according to the editor’s notes in clauses 7.1 and 8.3.2.2.
**************************** start of next change *******************************

7.1 Device Validation

The device indicates its validity to the SeGW or H(e)MS by successful execution of device authentication. To achieve this, the following requirement applies:
-
If the device integrity check according to clause 6.1 failed, the TrE shall not give access to the private key or sensitive functions needed for H(e)NB device authentication with the SeGW or H(e)MS.

Editor’s Note: It is ffs if an additional validation method is made optional, given that it is stable in Release 9 time frame.
**************************** start of next change *******************************

7.2.1
General
Device authentication of the H(e)NB shall be securely bound to the device validation of H(e)NB platform. 

Device authentication of H(e)NB shall be based on device certificate for H(e)NB and network certificate for the core.

IKEv2 with certificates used for authentication shall be run between H(e)NB and SeGW to mutually authenticate the H(e)NB and the SeGW.
**************************** start of next change *******************************

8.3.2 Connection to H(e)MS accessible on public Internet
8.3.2.1
General

In case that the H(e)MS is accessible on the public Internet, the H(e)MS is exposed to attackers located in insecure network. H(e)MS traffic shall be protected by TLS tunnel established between H(e)NB and H(e)MS. In this case, mutual authentication between H(e)NB and H(e)MS shall be based on device certificate for the H(e)NB and network certificate for the H(e)MS.

8.3.2.2
Device Validation

The device indicates its validity to the H(e)MS by successful execution of device authentication. To achieve this, the following requirement applies:
-
If the device integrity check according to clause 6.1 failed, the TrE shall not give access to the private key or sensitive functions needed for H(e)NB device authentication with the H(e)MS.

Editor’s Note: It is ffs if an additional validation method is made optional, given that it is stable in Release 9 time frame.
**************************** start of next change *******************************

A.1 Device Authentication Call-flow Example

Certificate based mutual authentication between the H(e)NB and the core network is specified in clause 7.2. As example the call flow between the H(e)NB and the SeGW is shown in Figure A.1. 
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Figure A.1: Device authentication

1.
Following successful device integrity check, the H(e)NB sends an IKE_SA_INIT request to the SeGW.
2.
The SeGW sends IKE_SA_INIT response, requesting a certificate from the H(e)NB. 

3.
The H(e)NB sends its identity in the IDi payload in this first message of the IKE_AUTH phase, and begins negotiation of child security associations.  Optionally a user profile may be selected based on the NAI presented in the IDi payload and may be used to enforce the choice of authentication (device only or combined device and HP).  The H(e)NB sends the AUTH payload and its own certificate, and also requests a certificate from the SeGW.  Configuration payload is carried in this message if the H(e)NB’s remote IP address needs to be configured dynamically. Computation of the AUTH parameter is performed within the H(e)NB’s TrE. 

4.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message.  The SeGW verifies the certificate received from the H(e)NB.

5.
The SeGW sends the AUTH parameter and its certificate to the H(e)NB together with the configuration payload, security associations, and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates. The Remote IP address is assigned in the configuration payload (CFG_REPLY), if the H(e)NB requested for a Remote IP address through the CFG_REQUEST.
6.
The H(e)NB verifies the SeGW certificate with its stored root certificate. The root certificate for the SeGW certificate shall be stored in the TrE. The H(e)NB checks that the SeGW identity as contained in the SeGW certificate equals the SeGW identity as provided to H(e)NB by initial configuration or by H(e)MS.

7.
If the SeGW detects that an old IKE SA for that H(e)NB already exists, it will delete the IKE SA and send the H(e)NB an INFORMATIONAL exchange with a Delete payload in order to delete the old IKE SA in H(e)NB.
A.2
Combined Device and HP Authentication Call-flow Example

The certificate based mutual authentication between the H(e)NB and the core network, followed by an EAP-AKA-based HP authentication exchange between the H(e)NB/HPM and the AAA server, is specified in clause 7.2. As example the call flow between the H(e)NB, SeGW and AAA server is shown in Figure A.2.


[image: image2.emf]H(e)NB SeGW

1. IKE_SA_INIT request

HDR, SA, KE, Ni

8. Access-Request

(EAP-Response/Identity(NAI))

AAA-Server

2. IKE_SA_INIT response

HDR, SA, KE, Nr, CERTREQ, 

N(MULTIPLE_AUTH_SUPPORTED)

3. IKE_AUTH request

HDR, SK{SA, TSi, TSr, IDi=NAI, IDr, 

CP(CFG_REQUEST), AUTH, CERTREQ, CERT, 

N(MULTIPLE_AUTH_SUPPORTED), 

N(ANOTHER_AUTH_FOLLOWS)}

UE

10. Access-Challenge

[EAP-Request/AKA-Challenge]

(RAND, AUTN)

11. IKE_AUTH response

HDR SK{EAP-Request/AKA-Challenge (RAND, AUTN)}

13. IKE_AUTH request

HDR SK{EAP-Response/AKA-Challenge(RES)}

14. Access-Request

[EAP-Response/AKA-Challenge]

(RES)

15. Access-Accept

(MSK, [TiA,] EAP-Success]

17. IKE_AUTH response

HDR SK{EAP-Success}

19. IKE_AUTH request

HDR SK{AUTH}

20. IKE-AUTH response

HDR SK{AUTH, CP(CFG_REPLY), SA, TSi, TSr}

5. IKE_AUTH response

HDR SK{IDr, AUTH, CERT}

7. IKE_AUTH request

HDR, SK{IDi=NAI[, IDr])}

HSS

16. AUTH payload is calculated by 

key material 

 9. AV retrieval if needed  

21. Delete old IKE SA 

4. Verify H(e)NB’s certificate 

6. Verify SGW’s certificate

12.  Verify AKA parameters

18.  Verify AKA parameters


Figure A.2: Combined certificate and EAP-AKA-based authentication

1.
Following successful device integrity check, the H(e)NB sends an IKE_SA_INIT request to the SeGW.
2.
The SeGW sends IKE_SA_INIT response, requesting a certificate from the H(e)NB.  The SeGW indicates that it support Multiple Authentication by including the MULTIPLE_AUTH_SUPPORTED payload.
3.
The H(e)NB inserts its identity in the IDi payload in this first message of the IKE_AUTH phase, computes the AUTH parameter within its TrE, and begins negotiation of child security associations. The user profile selected by NAI presented in the IDi payload may be used and enforce the choice of authentication (device only or combined device and HP).  The H(e)NB then sends the AUTH payload, its own certificate, and also requests a certificate from the SeGW.  Configuration payload is carried in this message if the H(e)NB’s remote IP address needs to be configured dynamically.  The H(e)NB indicates that it support Multiple Authentication and that it wants to do a second authentication by including the MULTIPLE_AUTH_SUPPORTED and ANOTHER_AUTH_FOLLOWS attributes.

4.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message.  The SeGW verifies the certificate received from the H(e)NB.

5.
The SeGW sends the AUTH parameter and its certificate to the H(e)NB.
6.
The H(e)NB verifies the SeGW certificate with its stored root certificate. The root certificate for the SeGW certificate shall be stored in the TrE. The H(e)NB checks that the SeGW identity as contained in the SeGW certificate equals the SeGW identity as provided to H(e)NB by initial configuration or by H(e)MS.

7.
The H(e)NB sends another IKE_AUTH message with the AUTH payload omitted to inform the SeGW that the H(e)NB want to perform EAP authentication.
8.
The SeGW sends the Authentication Request message with an empty EAP AVP to the 3GPP AAA Server, containing the identity received in IKE_AUTH request message received in step 7.
9.
The AAA Server shall fetch the subscription data and authentication vectors from HSS/HLR.

10.
The AAA Server initiates the authentication challenge.
11.
The SeGW sends IKE_AUTH response to H(e)NB. The EAP message received from the AAA Server (EAP-Request/AKA-Challenge) is included in order to start the EAP procedure over IKEv2. This message includes the SeGW identity, its certificate, and the AUTH parameter (which is used to protect the previous message sent to the H(e)NB in the IKE_SA_INIT exchange). 
12.
The H(e)NB checks the AUTH authentication parameters in case that the H(e)NB needs to authenticate the SeGW based on the certificate of the SeGW. The H(e)NB processes the EAP challenge message and uses the HPM for verification of the AUTN and generating the RES parameters. Optionally, processing of the whole EAP challenge message, including verification of the received MAC with the newly derived keying material may be performed within the H(e)NB’s HPM.

13. The H(e)NB sends the IKE_AUTH response with the AKA-Challenge to the SeGW.

14. The SeGW forwards the EAP-Response/AKA-Challenge message to the AAA Server.

15.
When all checks are successful, the AAA Server sends the Authentication Answer including an EAP success and the key material to the SeGW. This key material should consist of the MSK generated during the authentication process.

16.
The MSK should be used by the SeGW to generate the AUTH parameters in order to authenticate the IKE_SA_INIT phase messages.

17.
The EAP Success message is forwarded to the H(e)NB over IKEv2.

18.
The H(e)NB should take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. Computation of the AUTH parameter is performed within the H(e)NB’s HPM. 

19. The AUTH parameter is sent to the SeGW.

20.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The SeGW should send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the H(e)NB requested for a Remote IP address through the CFG_REQUEST. Then the AUTH parameter is sent to the H(e)NB together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.
21.
If the SeGW detects that an old IKE SA for that H(e)NB already exists, it will delete the IKE SA and send the H(e)NB an INFORMATIONAL exchange with a Delete payload in order to delete the old IKE SA in H(e)NB.
**************************** end of change ***********************************
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