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Introduction
In GPL message, the GPL payload and padding are encrypted. However, this is not clearly specified in TS 33.224. The PCR below clarifies the scope of encryption in TS 33.224.
2
pCR to TS 33.224
*** BEGIN CHANGES ***
5.5.1
Data Unit Transfer Format

A GPL message is laid out as shown in Figure 5.5.1-1. The GPL message encapsulates an application message in the GPL payload, and protects the message.
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Figure 5.5.1-1: Format of a GPL message

Each field is encoded in network byte order (i.e., big endian) and with the most significant bit being bit number zero. All fields are octet aligned. The fields of the message are the following.

Ver (4 bits): The version of the GPL protocol encoded as an integer. The version of any message conforming to this specification shall use the value 1, i.e., the first nibble of the message is 0x1.

Reserved (3 bits): These bits are reserved for future versions of this specification. Implementations conforming to this specification shall set these bits to zero before transmitting a message, and the receiver of the message shall ignore these bits. 

SN (16 bits): The sequence number used for synchronizing the encryption and providing replay-protection.

Cipher suite (8 bits): The cipher suite used for protection of the message. The cipher suite consists of one integrity protection algorithm, one encryption algorithm, and one key derivation algorithm.

Key Indication ID(1 bits): It indicates which type of NAF-keys should be used in GBA_U case. When Key indication ID equals to 1, it means Ks_ext_NAF should be used. When Key indication ID equals to 0, it means Ks_int_NAF should be used. Key Indication ID shall be ignored by the UE in case of GBA-ME.
SAID length (8 bits): The length of the SAID in number of octets.

SAID (variable length): The identity of the GPL security association used for protection of the message.

MAC (variable length): The message authentication code providing integrity protection of the message. The length of this field is determined by the size of the output of the integrity protection algorithm used, but shall be a multiple of 8 bits.

GPL Payload (variable length): The actual application message that is protected. The length of the message shall be a multiple of 8 bits, and must be padded by the application unless this condition is met. Any such padding is up to the application and is out of scope for this specification. This field is encrypted.
Padding (variable length): Padding as required by the encryption transform. Exactly how the padding is generated, verified and removed is defined by each encryption transform. In case the encryption transform does not require padding, this field is not present. This field is encrypted.
5.6
Inbound processing

Editor's Note: It is FFS if improvement of the processing steps is needed.
Before processing of any inbound GPL message, the GPL module initiates the GPL-SA. The initialization consists of the following steps:

1. Set the highest received sequence number SN_h equal to zero.

2. Set the master key equal to the master key received from the SA establishment procedure. 

When a GPL message arrives at the receiver's GPL module, the following processing steps shall be taken:

1. Verify that the version field in the GPL header is equal to 1. If this is not the case the message shall be discarded and the processing shall stop.

2. Verify that the cipher-suite indicated in the GPL-message is supported. If this is not the case the message shall be discarded and the processing shall stop.

3. Retrieve the GPL-SA which corresponds to the SAID in the GPL header. If no GPL-SA matching the SAID is found, the message shall be discarded and the processing shall stop.

4. Verify that the sequence number carried in the SN field has not yet been received. One way of accomplishing this is to verify that the sequence number in the SN field is larger than the currently highest received sequence number SN_h. If this is not the case, the message shall be discarded and the processing shall stop. When SN_h is equal to 0xffff, all messages with the given SAID shall be discarded and the processing shall stop. It is not mandatory to implement this particular replay mechanism (which is not robust against message reordering), but the receiver's GPL module shall verify that the sequence number in the SN field has not been received before in a valid message.

5. Compute a MAC using the integrity algorithm indicated by the cipher suite. The MAC is computed over the entire GPL-message, and during the computation, the MAC field shall be treated as containing all zeros. After MAC is computed, it shall be compared to the MAC carried in the MAC field. If the two MACs differ, the message shall be discarded and the processing shall stop. 

6. Update the replay protection state. In case the mechanism described in step 3 is used, the state-variable SN_h is set equal to the SN read from the GPL header.

7. Decrypt the message using the decryption transform indicated by the cipher suite field and remove possible padding from the message. The decryption transform is applied to GPL payload and padding fields in the GPL message. 
8. Return the payload of the GPL message (i.e., what remains after removing the GPL header and possible padding) to the transport mechanism the message was received from.

If the processing is stopped by the GPL module before the full processing is complete an error indication may be returned from the GPL module.

5.7
Outbound processing

Before processing of any outbound GPL message, the GPL module initiates the GPL-SA. The initialization consists of the following steps:

1. Set the sequence number counter SN_s equal to one.

2. Set the master key equal to the master key received from the SA establishment procedure.

When an application message arrives at the sender's GPL module, the following processing steps shall be taken:

1. If SN_s is equal to 0xffff, the processing shall stop and an error indication shall be returned from the GPL module.

2. Fill in the version number 1 in the Ver field of the GPL header. Fill in the cipher suite value as defined by the GPL-SA in the GPL header. Copy the state-variable SN_s to the SN field of the GPL header. Fill in the SAID field of the GPL header with the SAID of the GPL-SA indicated by the caller of the GPL module.

3. Retrieve the GPL-SA which corresponds to the SAID as indicated by the caller of the GPL module. If no GPL-SA is found, the processing shall stop.

4. Encrypt the message using the encryption transform defined by the GPL-SA and if needed add padding to the message. The encryption transform is applied to GPL payload and padding fields in the GPL message.
5. Set the MAC field of the GPL header to zero and compute a MAC over the entire GPL message using the integrity transform defined by the GPL-SA. Copy the resulting MAC to the MAC field of the GPL header.

6. Increase the state-variable SN_s by one.

7. Return the GPL protected message to the caller of the GPL module. 

If the processing is stopped by the GPL module before the full processing is complete an error indication may be returned from the GPL module.

*** END OF CHANGES ***
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