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Introduction
The FC value for the KDF has not yet been allocated in TS 33.224. This pCR updates the FC value to the one allocated from TS 33.220 in CR S3-091293, indicates the reserved FC value range and removes the Editor’s note pointing out the need for this. 
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pCR to TS 33.224
*** BEGIN CHANGES ***
5.9
Cipher suites

The following cipher suites are defined for use with GPL:

Cipher suite 1:

ID: 0x01

Encryption algorithm: CTR-AES128 as specified in [8] and [9]. The start value T1 for the counter shall be equal to GPL-IV as defined further down in this clause. The standard incrementing function is used with m=16, according to appendix B in [8], i.e. the 16 least significant bits in T behave like a counter while the 112 most significant bits are static and equal the 112 most significant bits of the GPL-IV.

Integrity protection algorithm: HMAC-SHA256-32 as specified in [5], [6] and [7]. The MAC is hence 32 bits long.
Key derivation function: As specified in TS 33.220 Annex B. The input to the KDF is the 256-bit master key and the string S1 defined by:
· FC = 0x40

· P0 = key-purpose

· L0 = length of the string key-purpose as a 16-bit integer.

· P1 = direction indicator

· L1 = length of direction indicator (i.e., 0x00 0x01)

· P2 = cipher suite ID

· L2 = length of cipher suite ID (i.e., 0x00 0x01)
The FC number space is used controlled by TS 33.220 [1], FC values allocated for this specification are in range of 0x40 – 0x48.

The key-purpose string shall be "gba-push-enc" for encryption keys and "gba-push-int" for integrity keys. The 128 least significant bits of the KDF output are used as key bits.

In case of bi-directional usage of GPL there is a need for two pairs of GPL-SAs, one for each direction. The direction indicator shall be set accordingly for the pair. The direction indicator shall be 0x00 for the GPL-SA protecting messages from the NAF to the UE and 0x01 for messages sent from the UE to the NAF (if such an SA is required by the application).

The initialization vectors for GPL (GPL-IVs) for CTR-AES128 shall be constructed as follows:

SN || 000...0,

where SN is the 16-bit sequence number for the GPL message. The IV is then padded on the right with zeroes so that the resulting string is 128-bits long.

Cipher suite 2:
ID: 0x02

 Cipher suite 2 shall be exactly as cipher suite1 with the only difference that the MAC shall be defined as:
Integrity protection algorithm: HMAC-SHA256-64
*** END OF CHANGES ***
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