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1. Introduction

This contribution changes the reference for IPsec crypto profiles in section 7.4 of TS 33.xyz.

2. Background

The last sentence of section 7.4 refers to TS33.234 for crypto profiles to be used for IPsec tunnels.  TR 33.234 specifies two profiles for encryption and integrity checking: 3DES/SHA1 and AES/AES.  There are three problems with this.
1.  The AES/AES combination is rarely supported if at all.

2.  It implicitly disallows the much used AES/SHA1 combination.

3.  It disallows NULL encryption. 

A much more appropriate reference is TS 33.210 which also fixes all the above issues.  (And this is also the reference used for IKE crypto profiles.)

Additionally, the terminology was adjusted to conform to TS 33.210. Besides, some redundant sentences were removed to improve the clarity of the text.

3. pCR

The following pCR is against 3GPP TS 33.xyz V0.1.0 (2009-05).

**************************** start of change *******************************
7.4 IPsec Tunnel Establishment

The H(e)NB shall use IKEv2 protocol [4] to set up at least one IPsec tunnel to protect the traffic with SeGW, i.e. a pair of unidirectional SAs between H(e)NB and SeGW. All signalling, user, and management plane traffic over the interface between H(e)NB and SeGW shall be sent through an IPsec ESP tunnel (with NAT-T UDP encapsulation as necessary) that is established as a result of the authentication procedure. 

The H(e)NB shall initiate the creation of the SA, i.e. it shall act as initiator in the Traffic Selector negotiation.  Upon H(e)NB’s request, the SeGW should allocate an IP address to the H(e)NB after successful authentication.

The H(e)NB and SeGW shall use the IKEv2 mechanisms for detection of NAT, UDP encapsulation for NAT Traversal, H(e)NB initiated NAT keep-alive, IKEv2 SA and IPsec SA rekeying, and Dead Peer Detection (DPD).

During setup of the tunnel, the H(e)NB shall include a list of supported ESP authentication transforms and ESP encryption transforms as part of the IKEv2 signalling.  The SeGW shall select an ESP authentication transform and an ESP encryption transform conforming to clause 5.3 of TS 33.210 [9], and shall signal this to the H(e)NB.

**************************** end of change ***********************************
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