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Candidate solution 3a “IMSI change and key transfer between operators” is evaluated.
**** Start of changes ****

7.4
Alternative 3a: IMSI change and key transfer between operators 


	EVALUATION CRITERION
	COMMENTS
	

	1 Security
	- Complying with some of the security requirements in section 4.3.1, that apply to UICC-based solutions, could be a problem, as follows:

- unauthorised removal or exchange of the UICC may be possible. However, if UICC removal or exchange needs to be prevented for security reasons, then mechanical or logical binding of the UICC to the M2ME is feasible using existing techniques such as soldering, a strongbox, or the ETSI secure channel standard.
- CK/IK or the LTE equivalent may be copied/inserted on an exposed UICC–M2ME interface. The requirements to protect the UICC-ME interface for things like CK/IK may be higher for M2M devices than for personal devices, due to 1) the unguarded, unattended nature of the M2M devices, and also that 2) many M2M devices may have a gateway capability, so a compromise may increase the impact of key exposure over the UICC-ME interface for specific use cases. The ETSI/3GPP secure channel specifications (ETSI TS 102 484 / 3GPP TS 33.110), which require a shared secret or other type of credential, may be used to protect the UICC-M2ME interface if required. It is FFS to what extent these countermeasures are useful and needed for M2ME.  Or physical security mechanisms may be used to protect the UICC-M2ME interface if required- Operators would have to trust other operators to provide subscriber/OTA key pairs for whole populations of devices, which exceeds the current trust model.

- Operators would have to trust other operators to destroy previous subscriber keys. 
- requires the new operator to trust the UICCs of the old operator.
	

	2 Initial choice of operator
	- The initial operator can be used for initial connectivity only. This would allow the choice of selected home network to be made after deployment of the M2ME. The initial choice of operator has to be made at the time that the UICC is installed, which (for a non-removable UICC) happens during manufacture of the M2ME. For a removable UICC, installation of the UICC could be done at any time after manufacture and even after deployment of the M2ME but that could be expensive and difficult to achieve in some use cases. The most favourable stage for inserting the UICC has to be considered from logistical, economical and security points of view.
	

	3 Operator change
	+ this is provided for using OTA protocols
-  There is a concern that the background transfer of ownership of a population of M2MEs from an old operator to a new operator could be performed when some of those M2MEs are not network-attached. In that case, those M2MEs would then be unable to attach to any network.
U: it is not explained how a new operator can join the scheme, i.e. how to establish trust with the existing set of operators
	

	4 Remote management
	+ this is provided for using OTA protocols
	

	5 Legal and regulatory impact
	U: in general, UICC based solutions are well understood and accepted by regulators but it is not yet known if this alternative would require any further re-assessment.
	

	6 Flexibility to adapt to new requirements
	- Standard OTA mechanisms are likely to be replaced by IP-based mechanisms.
+ It can be assumed however that any new such OTA mechanisms have similar or same functionality regarding remote managing of USIM fields in a secure way.

- This solution would require network operators to support new inter-operator subscription management infrastructure or be excluded from the market. That requirement could be viewed adversely by some regulatory bodies.
+ Changes in subscription management will not create any new requirements on the M2ME itself, i.e. such changes will only impact the UICC. However, UICC replacement is lower cost than replacement of entire M2ME
- However, the use of field-replaceable UICCs could be a security issue, due to the risk of unauthorised replacement.
	

	7 Viability of trust model
	- Goes beyond current trust models, see criterion 1 above. Viability of new requirements is FFS
	

	8 Suitability to mass market deployment
	+ mostly suitable

- need to choose initial connectivity operator at time of device manufacture (if that is logistically needed)  could be an issue
	

	9 Impact on subscription management systems
	+ minimal impact
	

	10 Impact on network infrastructure
	+ minimal impact
	

	11  Impact on terminal
	+ minimal impact
	

	12  Impact on 3GPP specifications
	+ minimal impact
	


**** End of changes ****

