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7.5.2
H(e)NB Validation

7.5.2.1
General 

There are three possibilities for H(e)NB validation:

1. Autonomous Validation (AuV)
2. Remote Validation (RV)
3. Semi-autonomous Validation (SAV)
AV is a procedure whereby the H(e)NB’s validity is assessed within the H(e)NB itself without depending on external network entities. The success of the validation procedure is implicit in the fact that the H(e)NB then engages in an authentication process with the network. If the integrity check of any component of the H(e)NB fails, the H(e)NB will not attempt to engage in the authentication process.
RV is a procedure whereby an external network entity, a Platform Validation Entity (PVE), assesses the validity of the H(e)NB after it receives comprehensive evidence for the integrity check results generated by the H(e)NB’s TrE. Since the SeGW is the secure end-point of the core network for the H(e)NB, and since remote validation should take place with an entity that can control access of the H(e)NB further into the network pending the result of the remote validation, the SeGW should act as an enforcement proxy for PVE.  The AAA may provide the PVE functionality or a separate network component could also be considered. 

In SAV, the H(e)NB’s validity is first assessed internally by the TrE without depending on external entities. The TrE first assesses core components of the H(e)NB.  If any core component fails the integrity check tests, then the H(e)NB will not attempt to engage in the authentication procedure with the network. If the core components pass the integrity check tests, the H(e)NB then assesses additional components and engages in an authentication process with the network. Information on modules which failed to pass the integrity check test are signaled securely to the PVE, using the IKEv2 authentication messages. The PVE can then make its own decisions based on that message and validate the H(e)NB. 
Editor’s Note: How these validation techniques could be applied to communication with the HMS via the public internet is FFS.

Validation of the H(e)NB platform should preferably take place before device authentication, although validation after authentication should also be allowed. 
7.5.2.2
Autonomous Validation

If the TrE performs autonomous validation, the following steps could apply:

The H(e)NB may perform an AuV of the integrity of the H(e)NB. Integrity of all code, components and configuration data inside the H(e)NB are checked in a chain of trust based on the TrE and its RoT.  The following steps can apply:

1. In stage 1, the RoT checks if the components of the TrE have achieved a predefined state of secure start-up and if they have been successfully integrity checked, loads them. 
2. In stage 2, the TrE checks if a pre-defined portion of the rest of the H(e)NB (i.e. components that are pre-defined as part of the secure start-up) have achieved a successful integrity check.   The integrity checked code in this stage consists of e.g. basic OS and basic communications to SeGW.   
3. If stage 1 and/or stage 2 checks fail then the TrE blocks further stages of integrity checking and authentication from proceeding. 
4. If stages 1 and 2 are successful, then stage 3 proceeds, i.e. the remaining H(e)NB modules of code (including e.g. radio access code) are integrity checked. 
5.  If stage 3 integrity check is successful, the code is loaded and authentication proceeds.   
6. If stage 3 integrity check fails, the TrE blocks further stages of integrity checking and authentication from proceeding.

Note: stages 1, 2 and 3, as described above, may be combined into fewer stages, according to the implementation of the H(e)NB.
The network becomes indirectly aware of the fact that the H(e)NB has passed an autonomous validation test. For example, when the H(e)NB successfully completes device authentication procedures, the network can know that the H(e)NB ought to have passed its autonomous validation test. This requires binding of the authentication to the successful internal autonomous validation of the device. This can be accomplished if e.g. the private key for certificate based device authentication is stored securely within the device, and is given access to only after successful internal validation. Then the success of authentication proves the successfully passed validation to the SeGW.

NOTE:
As the autonomous validation is an internal method for device integrity verification, the binding of a secret or a protected parameter to a successful validation seems to be the only option to indicate a successful autonomous validation.

7.5.2.3
Remote Validation

If the H(e)NB’s validity is remotely validated, the following scenario could apply. 

1.  The H(e)NB starts up to a pre-defined secure state.  This step may comprise of the step 1 or steps 1 and 2 of the autonomous validation process described in section 7.3.1.2. 

2.  The H(e)NB requests the TrE to generate evidence of the platform validity for the H(e)NB. 

3.  The TrE collects material to be used to produce such evidence from the rest of the H(e)NB. Such material could, for example, critical codes of the H(e)NB, credentials for the H(e)NB’s OS, equipment IDs, etc.  The TrE generates the evidence for the validate the H(e)NB, and cryptographically protect it (e.g. encrypt for integrity and/or confidentiality). 

4.  The TrE passes the protected evidence to the H(e)NB,  

5.  The H(e)NB forwards the protected evidence to the PVE, via SeGW.

6.  The PVE evaluates the evidence and determines if the H(e)NB is trustworthy enough to allow it to continue on to perform device authentication. In case such evaluation is done at a PVE that is not the AAA, the PVE should forward the validation evidence it receives from the H(e)NB to the HLR/AAA-server. The PVE forwards its judgement to HLR/AAA, and also informs the H(e)NB to go on with device authentication. 

Steps 4 to 6 above could be performed using the same IKEv2 session as is used for device authentication. 

NOTE: Whether validation steps described here, if performed before steps for device authentication could introduce delays, and if so, what the impact would be, may need to be studied.

7.5.2.4
Semi-Autonomous Validation

The purpose of semi-autonomous validation (SAV) is to provide a method whereby the PVE has enough evidence to make policy-based decisions, but with a lower messaging overhead than remote validation, whilst providing a higher level of trust than autonomous validation.

The H(e)NB may perform a SAV of the integrity of the H(e)NB. Integrity of all code, components and configuration data inside the H(e)NB are checked in a chain of trust based on the TrE and its RoT.  The following steps can apply:

1. In stage 1, the RoT checks if the components of the TrE have achieved a predefined state of secure start-up and if they have been successfully integrity checked, loads them. 

2. In stage 2, the TrE checks if a pre-defined portion of the rest of the H(e)NB (i.e. components that are pre-defined as part of the secure start-up) have achieved a successful integrity check.   The integrity checked code in this stage consists of e.g. basic OS, basic communications to SeGW and the code which formats SAV reporting messages.

3. If stage 1 and/or stage 2 checks fail then the TrE blocks further stages of integrity checking, contacting the SeGW, and authentication from proceeding. 
4.  If stages 1 and 2 are successful, then stage 3 proceeds, i.e. the remaining H(e)NB modules of code (including e.g. radio access code) are integrity checked.  

5. If all modules of the stage 3 integrity check are successful, the code is loaded and authentication proceeds. The Notify payload field indicates that all stage 3 modules passed the integrity checks.  
6. If one or more of the stage 3 integrity check modules fail, then these modules are not loaded. All modules which pass the integrity check are loaded. The TrE prepares data and sends the data to the SeGW using the Notify payload of IKEv2 AUTH_REQ message.  The data in the Notify payload consists of stage 3 modules that have FAILED the integrity checks.

Note: In step 5 or 6 above, the data may be signed by the TrE’s signing key, to provide authenticity and integrity of that data, over and above the overall message protection provided by the IKE security association. 

7. The SeGW forwards this data to the PVE for a decision. The authentication process goes ahead but the decision to authorize network connection may be delayed until after the PVE has inspected the integrity check results and made (or obtained)  a network-based policy decision regarding any modules which have been reported as having failed the validation tests. 

7. 
a. 
8. 
9. 
NOTE: The TrE may also put a time-stamp on messages to ensure freshness. An alternative to time-stamping is that after the protocol for network access starts, then a nonce is supplied by the network to be used by the TrE for combining with the aforesaid message. That may also be a feature of binding the device authentication to the validation.
Note: stages 1 and 2, as described above, may be combined into a single stage, according to the implementation of the H(e)NB.

Note:  For interoperability and manageability of the SAV, a standardized list of modules (or groups of modules) must be specified.
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