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Reason for change:
According to the description of TS32.583, A HNB may be connected to a BB device (typically a residential gateway providing connectivity via an access provider domain) and the BB device provides routing, NAT and firewall functionality. According to the requirements of these functionalities, the security solution for the backhaul link shall not only be compatible with common network address and port translation variations but also support firewall traversal and routing function.
Summary of change:

The security solution for the backhaul link shall support routing function is added in TS33.xyz.
pCR to TS 33.xyz v0.1.0

************************************ start of 1st change ************************************
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AAA
Authentication, Authorization, and Accounting
AKA
Authentication and Key Agreement
ASME
 Access Security Management Entity 
CA
Certification Authority

CSG
Closed Subscriber Group
DHCP
Dynamic Host Configure Protocol
DPD
Dead Peer Detection

eNB
Evolved Node-B
EAP
Extensible Authentication Protocol

EPS 
Evolved Packet System

ESP
Encapsulating Security Payload
E-UTRAN
Evolved UTRAN

FQDN
Fully Qualified Domain Name
H(e)NB
Home NodeB or Home eNodeB

H(e)NB GW
Home (e)NodeB Gateway
H(e)MS
Home NodeB Management or Home eNodeB Management System
HeNB
Home eNodeB

HMS
Home NodeB Management System
HNB
Home NodeB

HP
Hosting Party

HPM
HP Module

IKE
Internet Key Exchange

IMSI
International Mobile Subscriber Identity

LTE
Long Term Evolution

MME
Mobility Management Entity

MSK
Master Session Key

NAI
Network Access Identifier
NAPT                  Network Address and Port Translation
NAS
Non-Access Stratum

NAT
Network Address Translation

PKI
Public Key Infrastructure

SA
Security Association

SeGW
Security Gateway

TrE
Trusted Environment

UICC
Universal Integrated Circuit Card

UP
User plane
USIM 
Universal Subscriber Identity Module
UMTS
Universal Mobile Telecommunications System
UTRAN
Universal Terrestrial Radio Access Network
************************************ end of 1st change ************************************
************************************ start of 2nd change ************************************
4.4.5
Requirements on Backhaul Link

The requirements on the backhaul link are:

-
The establishment of the secure backhaul link shall be based on IKEv2 [4] comprising the required authentications as given in subclauses 4.4.2 and 4.4.3 of this document.

-
The backhaul link shall provide integrity protection of the transmitted data. It may provide confidentiality protection of the transmitted data, depending on operator option.

-
The security solution for the backhaul link shall be based on IPsec ESP tunnel mode [9].

-
Any connection between the H(e)NB and the core network shall be tunnelled through the Backhaul Link.

-
The security solution for the backhaul link shall not only be compatible with common NAPT variations but also support firewall traversal and routing function.
************************************ end of 2nd change ************************************



























