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Reason for change:
According to the requirements of security management defined in TS32.581 and TS32.591, The H(e)NB shall have the capability to protect itself against Denial of Service attack over the Type 1 interface.
Summary of change:

The HNB’s capability to protect itself against Denial of Service attack over the Type 1 interface is added in TS33.xyz.
pCR to TS 33.xyz v0.1.0

************************************ start of change ************************************
4.4.2
Requirements on H(e)NB

The requirements on the H(e)NB are:

-
The integrity of the H(e)NB shall be validated before any connection into the core network is established.

-
The H(e)NB shall be authenticated by the SeGW based on a globally unique and permanent H(e)NB identity. The authentication shall be performed using a certificate provided by the operator, manufacturer or vendor of the H(e)NB.

- 
The H(e)NB shall authenticate the SeGW. The authentication shall take place based on a SeGW certificate.

-
Optionally the hosting party of the H(e)NB may be authenticated. The authentication, if used, shall be based on EAP-AKA [3].

-
The H(e)NB shall authenticate the H(e)MS, if the H(e)MS is accessed on the public Internet.

-
The H(e)NB shall be authenticated by the H(e)MS using the same identity as for authentication to the SeGW, if the H(e)MS is accessed on the public Internet.

-
The configuration and the software of the H(e)NB shall only be updated in a secure way, i.e. the integrity of the configuration data including the licensed radio parameters and the integrity of the software updates must be verified.

-
Sensitive data including cryptographic keys, authentication credentials, user information, user plane data and control plane data shall not be accessible at the H(e)NB in plaintext to unauthorized access.

-
The time base of the H(e)NB shall be synchronized to the core network.

-
The location of the H(e)NB shall be reliably transferred to the network.

-
Any unauthenticated traffic received from the access network shall be filtered out by the H(e)NB).
-     The H(e)NB shall have the capability to protect itself against Denial of Service attack over the Type 1 interface.
Editor’s Note:
It has to be clarified what this requirement (taken from the TR) really means, as there is also unauthenticated, but valid traffic, e.g. DHCP.

Editor’s Note:
This section contains also solution related requirements, which may be moved later to other sections.
************************************ end of change ************************************



























