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***** Start of change *****

1
Scope

The present document presents IMS media plane security which is designed to meet the following three main objectives: 

1. to provide security for media usable across all access networks
2. to provide an end-to-end media security solution to satisfy major user categories

3. to provide end-to-end media security for important user groups like enterprises, National Security and Public Safety (NSPS) organizations and different government authorities who may have weaker trust in the inherent IMS security and/or may desire to provide their own key management service.. 
The media plane security is based on well established protocols like SRTP and (PSK-)TLS. Key management solution for these media plane protection protocols is defined.
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3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].




IMS User Equipment: User equipment used for IMS media communications over access networks. The presence of the UICC in this equipment is optional when the equipment does not support any 3GPP access technology. In the case where the user equipment is used for IMS media communications over any 3GPP access network, the IMS User Equipment shall contain a UICC. 

Application: In all places in this document where the term application is used to refer to a service offered by the MNO or a third party to the mobile subscriber, then it always denotes the type of application and not the actual instance of an application installed on an application server.
Bootstrapping Server Function: BSF is hosted in a network element under the control of an MNO. BSF, HSS, and UEs participate in GBA in which a shared secret is established between the network and a UE by running the bootstrapping procedure. The shared secret can be used between NAFs and UEs, for example, for authentication purposes.

Bootstrapping Usage Procedure: A procedure using bootstrapped security association over Ua reference point.
GBA Function: A function on the ME executing the bootstrapping procedure with BSF (i.e. supporting the Ub reference point) and providing Ua applications with security association to run bootstrapping usage procedure. GBA function is called by a Ua application when a Ua application wants to use bootstrapped security association.

ME-based GBA: in GBA_ME, all GBA-specific functions are carried out in the ME. The UICC is GBA-unaware. If the term GBA is used in this document without any further qualification then always GBA_ME is meant, see clause 4 of this specification.

UICC-based GBA: this is a GBA with UICC-based enhancement. In GBA_U, the GBA-specific functions are split between ME and UICC, see clause 5 of this specification.

Network Application Function: NAF is hosted in a network element. GBA may be used between NAFs and UEs for authentication purposes, and for securing the communication path between the UE and the NAF.

Bootstrapping Transaction Identifier: the bootstrapping transaction identifier (B-TID) is used to bind the subscriber identity to the keying material in reference points Ua, Ub and Zn.

GBA User Security Settings: GUSS contains the BSF specific information element and the set of all application-specific USSs.

GUSS timestamp: the timestamp of the GUSS is set by the HSS. It changes whenever the HSS has modified the GUSS.

NAF Group: A grouping of NAFs to allow assignment of different USSs to NAFs representing the same application. This grouping is done in each home network separately, i.e. one NAF contacting BSFs in different home networks belongs to different groups in every home network.
NAF_Id: The FQDN of the NAF, concatenated with the Ua security protocol identifier.

NAF-Key: NAF-Key denotes a NAF_Key generated in GBA ME mode or a NAF_ext_Key generated in GBA_U mode, see TS 33.220 [X2].

Ua Application: An application on the ME intended to run bootstrapping usage procedure with a NAF.
Ua security protocol identifier: An identifier which is associated with a security protocol over Ua.
User Security Setting: A USS is an application and subscriber specific parameter set that defines two parts, an authentication part, which contains the list of identities of the user needed for the application (e.g. IMPUs, MSISDN, pseudonyms), and an authorisation part, which contains the user permission flags (e.g. access to application allowed, type of certificates which may be issued). In addition, a USS may contain a key selection indication, which is used in the GBA_U case to mandate the usage of either the ME-based key (Ks_(ext)_NAF) or the UICC-based key (Ks_int_NAF) or both. Sometimes also called application-specific user security setting. The USS is delivered to the BSF as a part of GUSS from the HSS, and from the BSF to the NAF if requested by the NAF.
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [x] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [x].

Abbreviation format (EW)

<ACRONYM>
<Explanation>
B-TID
Bootstrapping Transaction Identifier

BSF
Bootstrapping Server Function

FQDN
Fully Qualified Domain Name

GAA
Generic Authentication Architecture

GBA
Generic Bootstrapping Architecture

GBA_ME
ME-based GBA

GBA_U
GBA with UICC-based enhancements

GUSS
GBA User Security Settings

HLR
Home Location Register

HSS
Home Subscriber System

KDF
Key Derivation Function

Ks_NAF
Derived key in GBA_ME

Ks_int_NAF
Derived key in GBA_U which remains on UICC

Ks_ext_NAF
Derived key in GBA_U

MNO
Mobile Network Operator

NAF
Network Application Function

PKI
Public Key Infrastructure

USS
User Security Setting
4
IMS media plane security overview
Editor's Note: The use of unprotected tickets is missing and shall be included. 
4.1
Introduction
Presentation of the two solutions
4.1.1
General

IMS media plane security is composed of two more or less independent key management solutions. The first solution, SDES, is for protecting media over IMS access networks. This solution can also be used for end-to-end media protection. The solution relies on the security of the SIP infrastructure and in particular on SIP signalling security. 

The second solution is for e2e protection and aims for high security independent of the signalling and transport network. It is based on use of a Key Management Service (KMS) and a "ticket" concept. The security offered is anchored in the KMS and the functionality used for user authentication key generation towards the KMS. 

Irrespectively of key management solution used, SRTP [X4] is used as the security protocol to protect RTP based traffic. Specifically, the key(s) provided by this specification are used as the so called SRTP master key.
4.1.2 
Solution overview

4.1.2.1
SDES security
4.1.2.2
KMS based solution
The KMS based solution is an end-to-end security solution which protects media from one IMS UE all the way to another IMS UE not allowing any network entity access to plaintext media.  It is designed to rely on a well defined and limited set of entities that have to be trusted, simplifying the task of evaluation and assessment of offered security level.

This solution is based on use of a Key Management Service (KMS) and a "ticket" concept. A high level and simplified description of the solution is as follows: The initiator of a call requests keys and a ticket from the KMS. The ticket contains the keys in a protected format. The initiator then sends the ticket to the recipient. The recipient presents the ticket to the KMS and the KMS returns the keys on which the media security shall be based. All these message exchanges are authenticated and sensitive parts are encrypted. 




Users served by different KMS's may establish connections with media plane security enabled, provided that the operators of the KMS's have a cooperation agreement and that the operators have established a secure and authenticated channel for message exchange between the KMS's. 

The KMS based solution allows implementation of per user policies regarding use of secure connections in general and key handling in particular. A simple default policy is defined but system specific policies can easily be defined and enforced by the KMS. Access to the KMS is based on user authentication and authorization. User authentication is either based on GBA [X2] with the KMS taking the role of a NAF or use of a corresponding proprietary mechanism.

The KMS base solution specified here also solves the so called forking problem as it includes a mechanism which gives each individual recipient end-point in a forking scenario a unique key. These end-point unique keys cannot be recreated by any other end-point and in particular not any other end-point to which the call was forked. At the same time the solution offers SIP security independent mutual identity verification of caller and answering user.

This KMS based solution includes features aiming to off-load the KMS from receiving ticket requests. The first feature is that tickets may be reused. This means that a user may request a ticket for another user and then for a specified time period use this ticket to protect calls to the other user. Another feature is that it is possible to generate tickets that can be used to establish secure connections to any user in a defined set of users. Such tickets are called group tickets. Note that use of tickets combining these two features which may be used to significantly reduce the number of ticket requests that the KMS has to handle. Note also that the use of tickets carrying keys will allow a design of the KMS with no requirements to hold per user state.  
4.2
IMS media plane security architecture
4.2.1
General
4.2.2
End-to-middle security
4.2.3 
End-to-end security using SDES
4.2.4
End-to-end security using KMS
The objective of the KMS based solution is to establish media plane security between two IMS UE's. The IMS UE's may be served by different KMS's, e.g. when they belong to different IMS operator domains.

A simple network model of the entities involved in the key management for The KMS based solution is shown in Figure X1. The architecture follows the Generic Bootstrapping Architecture (GBA) [X2].  GBA is used for KMS user authentication and establishment of a shared key for protection of message exchanges over Ua. 
NOTE 1: 
Instead of GBA other systems offering corresponding services may be used. The used system has to provide user authentication, a shared security association between KMS and user and an identity for the security association. The system can be based on any type of user credentials deemed to be secure enough for the intended application relying on the media plane security.

A new reference point, Zk, for message exchange between two KMS's is introduced. Zk is used when one KMS gets a request to resolve a ticket issued by another KMS. The end-points using Zk shall be mutually authenticated and Network Domain Security as in TS 33.210 [X1] shall be used for confidentiality and integrity protection. Note that this introduces a hop-by-hop trust chain as only he KMS receiving the request from the IMS UE will authenticate the user. The KMS resolving the ticket will have to trust the requesting KMS.

The media plane interface and the SIP signalling interface (Gm) is not shown in the reference model as these interfaces are in principle not changed as the required new functionality is implemented by modifications in SIP/SDP.
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Figure X1. Reference model for key management for MIKEY TICKET

Further information on entities and reference points in the reference model is given in the following list:

-
For HSS definitions refer to [X9].  

-
For GBA and BSF definitions including the Zh, Zn and Ub reference points refer to TS 33.220 [X2]

-
For how to secure Zh and Zn also refer to TS 33.220 [X2]

-
The KMS acts as a NAF when GBA is used for user authentication and establishment of a key shared between the KMS and an IMS UE. 

-
Reference point Ua uses HTTP [X3] for transport of MIKEY-TICKET [X7] messages. The procedures are defined in Annex X1.
-
Reference point Zk also uses HTTP [X3] for transport of MIKEY-TICKET [X7] messages. The procedures is  according to Annex X1 with the restriction that Request-URI only can contain "requesttype" equal to "ticketresolve”.  Network domain Security [X1] shall be used for authentication of endpoints and protection of messages.
***** End of changes *****
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