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1
Decision/action requested

Acceptance of proposed text as input for PUCI TR Section 8.
2
References

TR 33.837 Protection against unsolicited communication in IMS.
3
Rationale

· Enhancement of PUCI work

· Clarifying which solution is usable in which conditions
4
Detailed proposal
This pCR, as given below, compares the two solutions for PUCI being discussed in 33.837 and provides a gap analysis.
*****************************************FIRST CHANGE*****************************************

8.X Comparison and Gap Analysis
8.x.1
Introduction
Current PUCI TR discusses two solutions, these are (1) supplementary services based, Section 7.3, and (3) IMR, Section 7.2. In the following sections we compare the two solutions based on agreed evaluation criteria given in Section 8.1, identify the gaps left by each solution and the purpose each solution fulfils.
[NSN comment 1]:

From our point of view IMR and Supplementary Services should not be seen as contradicting solutions but more as two different approaches using for UC protection (see also chapter 7.3.1, Supplementary Services – Introduction) with the scope of the IMR approach going beyond that of Supplementary Services, but also with some significant advantages for Supplementary Services. But Supplementary Services follow as well the IMR approach:
- Identifying (by means outside the scope of Supplementary Services)

- Marking (by e.g. putting a potential UC source on the black list)
- Reaction (by e.g. blocking/re-directing a call)
8.x.2 Comparison

[NSN comment 2, general comment]:

Often the comparison of IMR and Supplementary Services is based on the statement that ‘using the right modules both can do the job’. In this case a well described solution of the TR is compared to a module that claims to do the same job but without further substantiation of its functionality. Therefore it would be helpful for a reliable comparison that the functionality of these modules would as well be inserted into this TR.
	Evaluation Criteria
	Comparison of IMR and Supplementary Services

	1
	Impact on standards
	Same: To fulfill the requirement of PUCI, both IMR and supplementary services based solution will have to implement changes in standard as described in Section 7.2.5.4.
[NSN comment 3]:Due to the fact that basic UC protection by Supplementary Services can already be achieved without any impacts on standards and that enhanced UC protection requires only standardization of the combination of several Supplementary Services without any need of conveying UC related signalling information we think that the impact on standards for Supplementary Services is lower than for the more sophisticated IMR solution]

	2
	Simplicity
	Same: Both solutions will make use of modules given in Section 8.2.1. In case of IMR other modules can also be added more easily, some examples are given in [11] 

	3
	OPEX
	Same If supplementary services are used as is; but then operators cannot tackle different issues and benefit from combining different supplementary services. If a combination of supplementary services is desired to identify UC, then operators will have to modify the setup for each new threat.

Thus, for a sophisticated PUCI solution OPEX for IMR will be lower than for the supplementary service approach. 
[NSN comment 4]: As already mentioned a basic UC protection can already be achieved with existing Supplementary Services which results in negligible OPEX. A combined and sophisticated UC protection based on Supplementary Services requires SW updates of existing servers, but not necessarily operation of new equipment like PUCI AS. Whether modifications of the setup are really required, at least in short term, will depend on the development of UC. Therefore we think that the OPEX for Supplementary Services will be lower. It is also open whether an IMR based solution will automatically adapt to new threats or if in that case also for IMR setup modifications would be necessary.

	4
	CAPEX
	Same 
[NSN comment 5]: As mentioned above: basic UC protection already possible with negligible CAPEX. For enhanced UC protection based on combination of several Supplementary Services only a SW update but no new equipment is necessary. Therefore we think that CAPEX of Supplementary Services is lower.

	5
	Service agnostic
	IMR is service agnostic. Supplementary services requires modification / variation for each service.
[NSN comment 6]: UC protection based on Supplementary Services can be used for all SIP related services in IMS.

	6
	Modular
	Same when it comes to adding existing supplementary services as modules but when it comes to adding different/new modules then IMR is a more complete approach.
[NSN comment 7]: Using the arguments above we think that the modularity of the IMR approach is better.

	7
	Scalable
	IMR is scalable because new modules can be easily added while supplementary services has fixed set of functions. 
[NSN comment 8]: We would recommend the rating ‘same’ as scalability describes from our point of view the ability to adapt the performance of a solution to varying conditions, e.g. traffic. The extensibility however is covered by the criterion ‘modular’.

	8
	5.2.3.1 Bulk UC
	Same: Using the right modules both can do the job
see general NSN comment 2

	
	5.2.3.2 Targeted UC
	IMR
Supplementary services cannot identity on technical means the targeted UC. Only after manual configuration SS are able to identify & filter targeted UC

IMR has technical means to identify even the first attempt to deliver targeted UC
[NSN comment 9]: We would recommend the rating ‘same’ because the working principle of Supplementary Services doesn’t differentiate between bulk and targeted UC. Both kind of sources can be tackled by means of black/white listing. Supplementary Services however provides with ‘anonymous Call Rejection’ and ‘Malicious Call Identification’ elements that are especially suited to tackle targeted UC. Concerning the capabilities of IMR see general NSN comment 2.

	
	5.2.4 Call Service Charge
	Same: Using the right modules both can do the job 
see general NSN comment 2

	
	5.2.5 Roaming Cost
	Same: Using the right modules both can do the job 
see general NSN comment 2

	8
	5.2.6 Call Back Cost
	Same: Using the right modules both can do the job 
see general NSN comment 2

	
	5.2.7 Phishing
	Same: Using the right modules both can do the job 
see general NSN comment 2

	
	5.2.8 Network Hijacking
	Same: Using the right modules both can do the job 
see general NSN comment 2

	
	5.2.9 UE Hijacking
	Same: Using the right modules both can do the job 
see general NSN comment 2

	
	5.2.10 Sender Forging
	Same: Using the right modules both can do the job 
see general NSN comment 2; see also comment in criterion 13

	
	5.2.11 Degraded Service Quality

DoS / DDoS
	Same: Using the right modules both can do the job
see general NSN comment 2

	
	5.2.12 Service Non Adoption
	Same: Using the right modules both can do the job 
see general NSN comment 2

	
	3GR-UC-1 User UC Reporting
	Same

	
	3GR-UC-2 UC Reports Auditable
	Same

	
	3GR-UC-3 Request UC Status
	Not applicable

	
	3GR-UC-4 Challenge UC Justification
	Not applicable

	
	3GR-UC-5 Extract Info on UC Likelihood
	IMR: supplementary services only provide absolute identification

	
	3GR-UC-6 Convey UC Indication
	Same if specification work proposed in Section 7.2.5.4 is implemented by supplementary services also. 
[NSN comment 10]: Up to now UC protection based on Supplementary Services doesn’t require to convey UC indication. Compare also the rating ‘not applicable in chapter 8.1

	
	3GR-UC-7 Variation in Comm. Handling
	IMR: this is inherent to IMR approach. For supplementary services different modules need to be combined in a static way. 

	
	3GR-UC-8 UC Prot. Requests Auditable
	Not applicable

	
	3GR-UC-9 Interworking with legacy
	Same 
[NSN comment 11]: From our point of view the rating ‘same’ is not justified. As UC protection based on Supplementary Services doesn’t require conveying UC indication, there is no need for protocol interaction between IMS and legacy networks. However IMS as well as legacy networks provide usage of Supplementary Services that enable an overall UC protection of IMS-to-IMS as well as of IMS-to-legacy communication.

For IMR-based communication the functionality of an interworking between IMS and legacy networks, based on UC scores conveyed in SIP signalling  is up to now not described in this TR. This is from our point-of-view a significant disadvantage because it reduces UC protection mechanisms only to IMS or SIP users (assuming at the start of IMS a large IMS-to-legacy part of traffic that could last for a long time to go)
We would recommend the rating ‘better’ for Supplementary Services.

	9
	Unintrusive
	Same 

	10
	a Unwanted Calls Blocked?
	Same: Using the right modules both can do the job. IMR could do a better job because additional modules can be added

	
	b Unwanted Calls Adjustable?
	Same: Using the right modules both can do the job. IMR could do a better job because additional modules can be added. 
Same as 10a)

	
	c Desired Calls Blocked?
	Same: Using the right modules both can do the job. IMR could do a better job because additional modules can be added. 
Same as 10a)

	
	d Desired Calls Adjustable?
	Same: Using the right modules both can do the job. IMR could do a better job because additional modules can be added

Same as 10a)

	11
	Latency
	Same 
[NSN comment 12]: From our point of view the latency aspect is lower than that of IMR. The UC protection based on Supplementary Services requires a table lookup and performing of a pre-defined action. The processing power and the corresponding delay is therefore significantly lower than that required for IMR with:

· processing and evaluating signalling information and user behaviour on a statistical basis, resulting in a UC score

· querying and actualizing a UC related database

· - synchronizing these potentially differing UC scores in a distributed UC architecture
Therefore we would recommend the rating ‘better’ for Supplementary Services

	12
	Network Load
	Supplementary Services by itself does not require extra messages, but if all proposed features of Section 7.2.5.4 are implemented, then the load will be similar to IMR. 
If the operator requires and already has supplementary services deployed, then IMR will communicate with those modules, thus leading to slightly increased load. 
For other cases IMR will work same as supplementary services because all modules can be implemented in the PUCI AS. 
 [NSN comment 13]: As Supplementary Services require it is at minum require that HSS provides a flag for invocation of a UC server, based on Supplementary Services. This is nearly no significant increase of network load. However IMR requires additionally conveying of UC scores and possibly remote database look-ups. Therefore we recommend the rating ‘better’ for Supplementary Services.

	13
	Forged sender Info
	Same: Using the right modules both can do the job 
see general NSN comment 2 

	14
	Legacy Interworking
	Same: Yes  

see comment for criterion 8, legacy interworking

	15
	Coexistence with Single Radio-VCC, ICS, and SC
	Same: Yes 
see comment for criterion 8, legacy interworking


8.x.3 Gap Analysis

8.x.3.1 Supplementary Services
Supplementary services, according to Section 7.3, require that there is some setting done in the network prior to the reception of a call. [NSN comment 14: This is not necessarily true: With keypad feedback it is possible during or after a call to put users on a black list!] Thus it is a reactive method, i.e. the user decides whether a call is UC after the reception of the call and the network can only take action based on setting done by a user This solution does not provide means for automatic identification of whether a call is UC. Thus, depending on user setting, any identity (new or otherwise) that performs UC will be accepted by the network and forwarded to the user without any action by the network. Supplementary services in principle always trust that a given user will behave in a particular way, i.e. an identity in white list is a trusted party that will never cause a UC. This is not a valid scenario in the IMS world where a device, for example, could be infected by a bot at a given time and thus from then on could become a source of UC [NSN comment 15: Also in this case Supplementary Services provide the possibility to delete users dynamically from the white list by key pad entries. It is currently also open how IMR is able to differentiate reliably between bot UC calls and legitimate calls of a specific user, before the call has started]
Another issue with supplementary services solution is that the combination of different solutions used is static i.e. different order of test cannot be performed depending on incoming call behaviour. Thus the combination of different tests and the order in which the tests should be performed cannot be changed easily.
Thus the gaps left by supplementary services are:

· There is no intelligence in the network to automatically identify potential UC and warn the user, respectively to act proactively for the user.

· There is no marking and thus no means to provide a rating of a call to the user. [NSN comment 16: marking is done by the user by e.g. putting a UC source on a black list; the rating is 1 (~100%) unless the rating is changed]
· Static setting of different lists (black, white etc.) cannot take a change in the attack or attacker behaviour into account.
· The static order of tests cannot be dynamically changed based on on the source or type of communication request. 
Pros supplementary services:

· They already exist

· They can work to some extent against UC

· Fulfils some of the requirements set for PUCI

Usage space:

· Fixed list based solution [NSN comment 17: fixed/dynamic based list solution with UC feedback possiblity]
· When user accepts certain level of UC, and is happy to call the operator [NSN comment 18: calling the operator is certainly the worst possibility with the lowest probability; usual forms of list configuration is either via Web interface or dynamically via keypad entries] to inform him that a given call was UC

· Existing networks [NSN comment 19: important point for overall UC protection!]
· Can become part of a complete solution that utilizes supplementary services as one of the tools

8.x.3.3 IMR

IMR is a flexible solution for identifying, marking and reacting against UC based on marking, operator policies and user requirements. As such IMR can be seen to provide a complete solution against UC that can also utilize avialble supplementary services. Thus the gaps left by supplementary services, and also SLA, can be filled by IMR. 

8.x.4 Conclusions

One of the important aspects that we have to take care in unsolicited communication is that the behavior and means used by the UC attacker changes. Thus flexibility with respect to new, yet unknown forms of UC is required. The supplementary services solution faces flexibility issues in the form of the ‘order in which a given supplementary service is used for identifying UC’, as this might require dynamic change due to type of attack / UC. 

IMR, on the other hand, is in position to use supplementary services as a basis and add other solutions on top while being totally flexible and capable of working with dynamic changes in UC/attack ***************************************END  OF  CHANGES***************************************
