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1 Introduction

S3-091339 proposes some evaluation criteria for validation method selection when many of the same criteria have not been applied to the autonomous validation (AuV). That misleads the group to believe that the working assumption of using autonomous validation is a careless and hasty one. In reviewing the list provided in S3-091339, it would seem to be prudent to revisit and re-evaluate all validation methods based on the same set of criteria before putting any recommendation in the TR, or, alternatively, agree to consider these criteria as “informative” but not as a set of requirement for investigation or inclusion of non-AuV methods to the TR or the TS.
<comment> Based on existing analysis and investigations in the TR 33.820, AuV was seen as basic building block for any kind of validation. This is reflected in the following points:

a.
AuV by itself provides integrity validation based on the security of the TrE and reference values provided to the TrE, e.g. combined with secure SW download process.

b.
all other non-autonomous methods deploy AuV up to a certain stage of their process for boot and device integrity check. Thus also all other validation methods proposed refer to AuV as necessary.

Based on these points, SA3 concluded that AuV is a big step forward in integrity validation, as compared to no validation at all. This was concluded based on the existing analyses, which were seen as sufficient for this basic decision. Given the tight schedule for rel-9 specification, and the fact that AuV has no impact on network infrastructure or protocols, the consequence for SA3 was to recommend mandatory deployment of AuV.
This decision is not touched by the contribution S3-091339, which only refers to the way forward for possible future extensions of validation methods beyond AuV.
S3-091339 handles the situation to possibly extend AuV. This is different to the earlier recommendation for AuV in the following topics:

(1)
AuV gives a basic security for validation and is also basis for all other validation methods proposed so far;
(2) AuV is the only method proposed which may be implemented locally on H(e)NB device without any network impact;
(3)
all other methods have impact on network infrastructure, interface protocols and network and reference value provisioning management. Thus they imply:
(3.1)
specification of extended and/or new network elements;
(3.2)
specification of new interface protocols and/or search for and later reference of existing interfaces protocols;
(3.3)
definition of management procedures to operate the network elements;
(3.4)
inclusion of more than one party into the validation process (as opposed to AuV with only the device vendor involved);
(3.5)
handling of increased system complexity;
(4)
as there are different non-autonomous validation methods proposed, these different methods have to be compared with respect to effort/expense and benefit. This did not apply to autonomous validation, as there were no variants suggested.
Thus the situation for the first introduction of AuV and for the further investigations before introduction of other validation methods as discussed in S3-091339 is entirely different. Based on the differences mentioned above, the introduction of other validation methods in addition and beyond AuV requires this deeper analysis to allow a sound decision on cost/benefit trade-off for the additional methods.
 The justification for that  is as follows:
1. There had been no specific and thorough threat analysis, feasibility study, nor countermeasures discussed prior to S3-091339, on any of the validation methods.  Even S3-091339 acknowledges that the fulfilment of the requirements is only partial in the AuV methods.  Specific threats that AuV was designed to counter that have not been countered should be clearly identified. Merely stating that “..provides countermeasures against a wide range of threats …” only misleads further that the protocol is fool-proof and in fact it is not. In addition, we believe that there are other threats clearly mitigated by either SAV or HV (such as threats  8, 11, 16, 19, 20, 21, 22, 24), that are not adequately mitigated by AuV.
<comment> for a discussion why the situation for AuV decision is different from all other validation methods please see the text above.
2.  AuV does not provide any means of notifying the network in case of validation failure.  This issue has been identified by several operators as being important.  So when all things are considered, the network interface issue and transport issue are of equivalent importance in AuV compared to the other methods that are under discussion. 
<comment> as stated above, AuV has no interface and transport issues to be solved. In fact this topic is a good reason to thoroughly investigate any validation method which has impact on interfaces and transport.
3. There are far more details available for the other methods than the AuV and they have been discussed far more than AuV. 
<comment> this is in line with the first comments above, and is no drawback for AuV.
4. Concerning existing and proposed H(e)NB S/W update, the same issues occur with AuV as with the non-AuV Methods and it would not be correct to ask these questions and to study the issues only in relation to the non-AuV methods. 
<comment> These issues are raised, as the non-autonomous validation methods claim that they may improve the SW update process. AuV alone has no impact on SW update process on other parties than the H(e)NB vendor. All additions to SW update can be done locally within the SW update package provided by the vendor and sent to the H(e)NB. Thus for introduction of AuV no analysis of SW update impact is needed (see also comment to bullet 5 below).
5. The same issues exist for reference values used in either AuV or the non-AuV methods, and yet there is no mention in the description of AuV of how it gets these reference values.
<comment> the reference values can easily be sent with the SW download package. Pls. see the last bullet point in contribution S3-091264.
6. Interoperability may potentially be required between TrE vendor and H(e)NB vendor, which AuV does not take into account.
<comment> this is not a topic of standardization, but proprietary to the H(e)NB manufacturer. Thus it is not topic for the TS.
7. Regarding the non-AuV methods, S3-091339 asks questions about the expected set of measurement values, e.g. where these values come from, their relationship to S/W update, etc. It seems to ignore the fact that these questions apply equally to AuV.
<comment> agreed that the same questions have to be answered. But: in AuV this is local and thus proprietary to the manufacturer (see the last bullet point in contribution S3-091264). This does not need any standardisation.
For any non-autonomous validation these values and their handling have to be standardised by 3GPP (or some other standardisation body with liaison to 3GPP), as SeGWs, PVEs and H(e)NBs from different vendors have to interoperate. Thus a thorough analysis and specification in SA3 is necessary.
8. Remediation methods have not been addressed by AuV, so why just limit such study to the non-AuV methods?
<comment> AuV as recommended for mandatory deployment did not claim support for remediation, thus such an analysis does not change the preconditions for AuV. If further investigations show possibilities for remediation support by AuV also, this is not excluded by S3-091339 (and could give a good extension to AuV in future as well).
9.  In discussing cost, it should also include the potential additional complexity of the AuV due to increased burden on TrE and its interfaces, etc. Placing some of the validation functions on the network side may actually help reduce complexity and cost of the H(e)NB.
<comment> to current understanding of the non-autonomous validation methods, also the TrE for non-autonomous methods must have the full possibilities for an autonomous validation. See e.g. the slide set presented by IDCC at the conference calls in June 2009, where autonomous validation is requested for “stage 1” and “stage 2” SW. Also this shows that a more thorough investigation of non-autonomous validation methods is necessary to get a sound decision on cost/benefit trade-off.
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