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Abstract of the contribution:
This contribution provides text to fill the currently empty clause of the TS mentioned in the title of this contribution. Text from clause 6.3.3.1 of TR 33.828 was adapted for clause 7.1.1.1 here.
**********************START OF FIRST CHANGE***************************

7.1.1
Originating procedures for e2m
7.1.1.1 Originating call set-up procedures for end-to-access-edge protection 

Figure x shows the originating call set-up procedures for real-time traffic using e2ae based security. 
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Figure x: Originating call flow for end-to-access-edge case 

The IMS UE A performs an IMS originating session set-up according to 3GPP TS 23.228 [x3].
The procedure in the above figure is now described step-by-step.

(1) UE A sends an SDP Offer for an SRTP stream containing an SDES crypto attribute with a key K11 and other security context parameters to the P-CSCF. UE A includes an indication that it requires e2ae security.
(2) The P-CSCF allocates the required resources and includes the IMS Access GW in the media path.

NOTE: this step may be required for the purposes of e2ae security even if it was not required otherwise.

(3) The P-CSCF changes the transport from SRTP to RTP in the SDP Offer and removes the SDES crypto attribute. The P-CSCF then sends the changed SDP offer towards the S-CSCF.

(4) The S-CSCF performs the required procedures according to TS 23.228 [x3] and forwards the SDP Offer to the terminating network. 

(5) The S-CSCF receives the SDP Answer from the terminating network.

(6) The S-CSCF forwards the SDP Answer to the P-CSCF. 

(7) The P-CSCF creates a key K12 for protecting the media plane traffic towards UE A between the IMS Access GW and UE A. The P-CSCF communicates the established keys K11 and K12, as well as the other security context parameters, to the IMS Access GW. The P-CSCF instructs the IMS Access GW to decrypt the media plane traffic arriving from UE A using K11, and to encrypt the media plane traffic arriving from the terminating network using K12.

(8) The P-CSCF changes the transport from RTP to SRTP in the SDP Answer, includes an SDES crypto attribute with key K12 and other security context parameters, as well as a confirmation that e2ae security is provided, and then sends the SDP Answer to UE A. After receiving this message UE A completes the media security setup.
(9) When the full session setup has been completed, and media can be sent, the protected media plane traffic is sent between UE A and the IMS Access Gateway. UE A encrypts and decrypts media plane traffic sent to and received from the network. The IMS Access Gateway decrypts media plane traffic arriving from UE A before passing it on towards the terminating network. The IMS Access Gateway encrypts media plane traffic arriving from the terminating network before passing it on to UE A.

Editor’s Note: It is ffs whether the indicator “e2ae indication” is mandatory, or optional, or not required at all. Its semantics is also ffs. It is also ffs whether further e2ae indications, and their inclusion in other messages than the ones shown above, are required.
**********************END OF CHANGES***************************
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