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Abstract of the contribution: 

A WI named “NDS enhancements to support backhaul security” was established in last SA3 meeting. Huawei understand the aim of this WI is to enhance current certificate solution defined in NDS specifications so that NDS can be used in LTE backhaul security, and even in UTRAN and GERAN backhaul This contribution analyses some issues of certificate management in backhaul case and proposes some suggestions for future work in this WI. 
1 Introduction
Since current certificate solution specified in NDS specification is originally designed for inter-operator interworking, certificate solution need to be enhanced in backhaul case. A WI named “NDS enhancements to support backhaul security” was established to do this work. Specifying IPsec certificate enrolment methods is the major objective of this WI. This contribution discusses several issues of IPsec certificate management: certificate related protocols, NEM roles in enhanced NDS solution for backhaul case and architectures of IPsec certificate enrolment.
2 Background

The objectives of WI “NDS enhancements to support backhaul security” are listed below, which is cited from S3-091116, agreed WID:
“
· Specifying IPsec certificate enrolment methods for base stations and/or the use of factory provisioned certificates for IPsec security association establishment. 

· Specifying a method to ensure that base stations are provisioned with the appropriate trusted root certificates.

· Ensuring that base station IPsec certificate enrolment procedures and security association establishment are compatible with self-organising networks (SON) procedures as appropriate.

· Carrying out other modifications to NDS/IP and NDS/AF specifications, as required, to address the particular requirements of base stations. Examples may include adaptation of CRL handling, and/or provision of an AAA interface at the SeGW to handle base station authorisation.

· Ensuring enhancements to NDS/IP and NDS/AF to address base station requirements can also be used by core network elements as appropriate.

· Alignment of the backhaul solution for operator owned and installed base stations with the solution for H(e)NBs.
”
It can be seen that certificate enrolment procedures should be compatible with SON procedure. SON means that the process which brings a network element into service requiring minimal human operator intervention or none at all. Self-establishment of a new eNB is one important requirement of SON. Network Element Manager (denoted as NEM below) plays an important role in eNB self-establishment procedure, e.g., providing necessary configuration data to eNB. 
In addition, enhanced certificate solution shall be aligned with H(e)NB solution. In H(e)NB case, a H(e)MS, which can be seen as the NEM of H(e)NB, provides configuration data to H(e)NB so that H(e)NB can connect to serving network entities, e.g., serving SeGW. NEM also participates self-establishment procedure in H(e)NB cases.

NEM plays an important role in self-establishment procedure in both eNB case and H(e)NB case. It would be desirable that NEM could also play some roles in IPsec certificate enrolment procedure since IPsec certificate enrolment procedure could be seen as one step of eNB self-establishment procedure, e.g. providing trusted root certificate to eNB, information for generation of certificate enrolment message. This contribution analyse the roles of NEM in IPsec certificate enrolment.
Another issue to be discussed is certificate lifecycle management protocols. CMPv2 is mentioned in TS 33.310. But there are some unclear issues about CMPv2 usage in backhaul case. This contribution also points out these issues. 
In the end of this contribution, two possible architectures are discussed. And it is proposed to use architecture 2 as base of future discussion.

3 Discussion

3.1 Certificate related protocols
Transport Protocol of CMPv2:
CMPv2 is specified as certificate lifecycle management protocol in TS 33.310. However, the transport protocol which is used to carry CMPv2 message is not mentioned in TS 33.310. RFC 4210, protocol of CMPv2, said that “Transport protocols for conveying these exchanges in different environments (file-based, on-line, E-mail, and WWW) are beyond the scope of this document and are specified separately.” And in a reference document “Internet X.509 Public Key Infrastructure -- Transport Protocols for CMP”, some transport protocols are proposed. 

Transport protocols should also be specified to ensure interoperability between base stations and the supporting certificate management infrastructure. So it is proposed:

Proposal 1: specify choice(s) of CMPv2 transport protocols in 3GPP backhaul security case.
Customization of CMPv2 in backhaul environment:

CMPv2 specified lots of certificate management functions. However, it is not necessary to implement all functions defined in CMPv2 protocol in backhaul enviroment. For example, CRL production is not needed in backhaul environment since LDAP is used to retrieval CRL specified in specification 33.310. CMPv2 should be customized in backhaul case. It shall be clearly defined that which functions defined in CMPv2 protocol are mandatory, optional or not needed at all. So it is proposed:

Proposal 2: specify a profile of CMPv2 in 3GPP backhaul security case.
3.2 NEM roles in eNB IPsec certificate enrolment
Since IPsec certificate renewal procedure could also reuse the IPsec certificate enrolment procedure, discussion of this section also includes IPsec certificate renewal case.

As an eNB manager, it would be desirable that NEM know the status of certificate of eNBs under its control. NEM should also participate in eNB certificate management. NEM may trigger eNB to renew its certificate when eNB’s certificate is about to expire. Renewal of eNB’s certificate may be triggered by eNB itself, but the status of new certificate should be reported to NEM.
NEM shall store RA/CA related information so that eNB and NEM can get RA/CA related information which is necessary for enroll a certificate issued by RA/CA. 
At self-establishment procedure, NEM and eNB shall be mutual authenticated before configuration data are transferred to eNB. The credential which is used to perform mutual authentication between NEM and eNB could be a unique factory certificate which is stored in eNB before it is set up. A secure tunnel will be established between NEM and eNB after successful mutual authentication. This security tunnel could be seen as a trusted way to exchange some sensitive information related to certificate management between NEM and eNB.
NEM may also be able to represent eNB to perform certificate enrolment. The secure tunnel between NEM and eNB could be used to exchange information needed for generating certificate enrolment message and securely distribute IPsec certificate to eNB.
3.3 Architectures of eNB IPsec certificate enrolment

Two architectures are described below based on above description of NEM roles in certificate enrolment. Both architectures need participation of NEM and can be compatible with SON. 
Architecture 1: eNB and NEM can be mutual authenticated based on pre-configured security data which is stored in eNB before eNB is set up. A secure tunnel can be established after successful authentication. This security tunnel can be used to transfer necessary security configuration data: a set of credential which is used to protect certificate enrolment message, address of RA/CA, information for generating certificate enrolment message, etc. eNB will use these configuration data to generate certificate enrolment request message and securely enroll an IPsec certificate from RA/CA. Architecture 1 is illustrated in Figure 1.
In this architecture, CMPv2 traffic between eNB and RA/CA would be required to go through a SeGW, or, alternatively, RA/CA locates in DMZ that is deployed in front of the SeGW.
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Figure 1: IPsec certificate enrolment architecture 1

Architecture 2: As an alternative to architecture 1 NEM may represent the authenticated eNB to enroll certificate. The secure tunnel established after successful mutual authentication can be used to exchange necessary information for generating certificate enrolment message. NEM sends the certificate enrolment message to RA/CA and gets the IPsec certificate. NEM forwarded IPsec certificate and possible private key in case that it is generated in NEM to eNB in secure tunnel. This alternative is illustrated in Figure 2.
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Figure 2: IPsec certificate enrolment architecture 2

A comparison of two architectures is listed below:
 (1) In architecture 1, each time a new eNB is put in service, a new interface needs to be established between RA/CA and eNB, in addition to the interface between eNB and NEM. An extra management requirement is imposed to NEM. NEM has to manage the link state between eNB and RA/CA.
(2) In architecture 1, RA should be accessible for a device located outside operator’s controlled network. The security level of RA in architecture 1 is lower than security level of RA in architecture 2.
(3) In architecture 2, eNB and NEM can re-use already existed protocols to perform certificate related functions.
Based on above comparison, architecture 2 is more preferable than architecture 1. So, it is proposed:
Proposal 3: use architecture 2 as base architecture of future discussion.
4 Proposals

This contribution analyses issue of certificate related protocols, NEM roles in certificate enrolment solution and architectures of certificate enrolment. It is proposed to:

1. specify choice(s) of CMPv2 transport protocols in 3GPP backhaul security case
2. specify a profile of CMPv2 in 3GPP backhaul security csae
3. use architecture 2 described above as base architecture of future discussion
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1 Mutual authentication and security tunnel establishment based on unique pre-configured credential








2 exchange information for generating certificate enrolment message.
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