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1 Introduction
Notify payload within the IKEv2 exchange is very useful for carrying integrity information across to the network.  Network can use this information for a variety of purposes, such as statistical analysis, fraud detection or validation. The proposal is to modify the IKEv2 call flow to include the NOTIFY payload for carrying such integrity information.
2 Proposed Changes
It is proposed to agree the attached pCR.
****************************Start of changes*****************************************
7.2 Device Authentication 
……………….
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Figure X: Certificate-based authentication with device integrity
1.
TrE brings H(e)NB to secure boot and performs integrity validation of H(e)NB.
2. The H(e)NB sends an IKE_SA_INIT request to the SeGW.

3.
The SeGW sends IKE_SA_INIT response, requesting a certificate from the H(e)NB. 

4.
The H(e)NB sends its identity in the IDi payload in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The H(e)NB sends the AUTH payload, its own certificate, and also requests a certificate from the SeGW.  Configuration payload is carried in this message if the H(e)NB’s remote IP address needs to be configured dynamically. H(e)NB also includes a Notify Payload containing integrity information of H(e)NB with a Notification Type of INTEGRITY_INFO in the IKE_AUTH request. Computation of the AUTH parameter is performed within the H(e)NB’s TrE. 

5.
The SeGW processes the N payload of the IKE_AUTH request based on local policy of the operator.  SeGW may choose to retain the information carried in the N payload for statistical analysis, send the information to a FIGS for fraud detection, or send the information to a validation entity for validation.
NOTE: The mechanism for the SeGW to verify access authorization (e.g. checking against a whitelist) is FFS.

6. The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message.  The SeGW verifies the certificate received from the H(e)NB.

7.
The SeGW sends the AUTH parameter and its certificate to the H(e)NB together with the configuration payload, security associations, and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates. The Remote IP address is assigned in the configuration payload (CFG_REPLY), if the H(e)NB requested for a Remote IP address through the CFG_REQUEST.
6.
The H(e)NB verifies the SeGW’s certificate with its stored root certificate. The SeGW’s root signing public key and any other data required for such verification should be stored in the TrE. To enhance security, the verification could be performed entirely in the TrE

NOTE: The Notification Type value of INTEGRITY_INFO is to be defined, using available values in the Private Use Status Types range of Notification Type values in IKEv2.
****************************End of changes*****************************************
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