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===================Start 1st Change====================
6.2
EPS key hierarchy

Requirements on EPC and E-UTRAN related to keys:

a)
The EPC and E-UTRAN shall allow for use of encryption and integrity protection algorithms for AS and NAS protection having keys of length 128 and for future use the network interfaces shall be prepared to support 256 bit keys.

b)
The keys used for UP, NAS and AS protection shall be dependent on the algorithm with which they are used.

c)
As part of the initial attach request from the UE, ME shall signal the UE security capabilities to the MME.
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Figure 6.2-1: Key hierarchy in E-UTRAN 

The key hierarchy (see Figure 6.2-1) includes following keys: KeNB, KNASint, KNASenc, KUPenc, KRRCint and KRRCenc
· KeNB is a key derived by UE and MME from KASME when the UE goes to ECM-CONNECTED state, TAU, handover from UTRAN/GERAN to EUTRAN, and key change on the fly, or by UE and target eNB during eNB handover.
Keys for NAS traffic: 

· KNASint is a key, which shall only be used for the protection of NAS traffic with a particular integrity algorithm This key is derived by UE and MME from KASME, as well as an identifier for the integrity algorithm using the KDF as specified in Annex A.

· KNASenc is a key, which shall only be used for the protection of NAS traffic with a particular encryption algorithm. This key is derived by UE and MME from KASME, as well as an identifier for the encryption algorithm using the KDF as specified in Annex A. 

Keys for UP traffic: 

· KUPenc is a key, which shall only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by UE and eNB from KeNB, as well as an identifier for the encryption algorithm using the KDF as specified in Annex A. 

Keys for RRC traffic: 

· KRRCint is a key, which shall only be used for the protection of RRC traffic with a particular integrity algorithm. KRRCint is derived by UE and eNB from KeNB, as well as an identifier for the integrity algorithm using the KDF as specified in Annex A.

· KRRCenc is a key, which shall only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc is derived by UE and eNB from KeNB as well as an identifier for the encryption algorithm using the KDF as specified in Annex A.

Intermediate keys: 

· NH is a key derived by UE and MME to provide forward security as described in clause 7.2.8. The NH is sent by the MME to the eNB using S1signalling or between source MME and target MME during S1 handover.  

· KeNB* is a key derived by UE and eNB when performing an horizontal or vertical key derivation as specified in clause 7.2.8 using a KDF as specified in Annex A. 

Figure 6.2-2 shows the dependencies between the different keys, and how they are derived from the network nodes point of view. Figure 6.2-3 shows the corresponding relations and derivations as performed in the ME.


[image: image2]
Figure 6.2-2: Key distribution and key derivation scheme for EPS (in particular E-UTRAN) for network nodes. The basic derivations are covered in the figure, but derivations performed at,
e.g. inter-RAT mobility is not shown. Two dashed input to a KDF means one of the input is taken depending on condition met.

[image: image3]
Figure 6.2-3: Key derivation scheme for EPS (in particular E-UTRAN) for the ME.
The basic derivations are covered in the figure, but derivations performed at,
e.g. inter-RAT mobility is not shown. Two dashed input to a KDF means one of the input is taken depending on condition met.
As the figures 6.2-2 and 6.2-3 show, the length of KASME and KeNB is 256 bits, the length of  NH is 256bits, and 256-bit NAS, UP and RRC keys are always derived from KASME and KeNB respectively. In case the encryption or integrity algorithm used to protect NAS, UP or RRC requires a 128-bit key as input, the key is truncated and the 128 least significant bits are used.

NOTE: Figures 6.2-2 and 6.2-3 do not include the key handling branches for forward security. This is described in clause 7.2.8 and Figure 7.2.8.1-1.

The function Trunc takes as input a 256-bit string, and returns a truncated output as defined in Annex A.7.
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