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1. Introduction

This contribution proposes to agree on a security model for IP-based backhaul networks. The model should be helpful as guideline when specifying the solution.
2. Background

A network operator needs a viable security model as guideline for network planning. Many design decisions during planning and deployment of a network are aligned to this guideline. Relevant design aspects are often out of scope of 3GPP standardisation, such as IP address planning, IP routing, firewall placement, logical segregation of the Management Plane from User Plane etc. Nevertheless, concepts in scope and out of scope of 3GPP standardisation need to follow the same security model.

3. Proposed security models
3.1 Simple security model

TS 33.401 implicitly assumes a simple inside-outside model with the Security Gateway at the border.

Inside:
Core network elements such as MME, SAE-GW, Network Element Managers (NEM) at few central locations with high physical security. Large impact of element failure or compromise.

Outside:
eNodeB and backhaul network at many distributed locations with relatively low physical security. Limited impact of element failure or compromise.

The Security Gateway represents the enforcement point between these two distinct security zones. According to TS 33.401, decision to let traffic from the outside zone pass through the Security Gateway is based on certificates.
A key security feature of this model is that every traffic between the two zones is authenticated by, and must pass through, the Security Gateway. There must not be traffic between outside and inside NE that bypasses the Security Gateway. Otherwise, critical CN elements would be directly exposed to potentially malicious traffic from the outside.
Consequently, NE shall either reside in the “inside” or “outside” zone of the security model, but not in both. There would be a conflict with the security model, for example, if a eNB needs first to contact the NEM before it can establish the IPsec SA with the Security Gateway.
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Protecting all backhaul traffic by IPsec provides these benefits:

‒

Access to CN only with proper key (stored in eNodeB) protects the CN elements

‒

Intruder without IPsec key is restricted to RAN site and its uplink

‒

User traffic protected against eavesdropping

(makes LTE as secure as UTRAN)

‒

No potentially vulnerable services accessible in the backhaul (except IKE)

‒

Traffic that passes through the GW originates from genuine eNodeB

‒

No traffic may bypass the GW

Mgmt. Plane


3.2 Extended security model with DMZ
Initial setup of IKE/IPsec SA between eNB and the Security Gateway requires additional information (intermediate certificates, CRL, OCSP responses) that might need to be provided by additional NE. The Security Gateway may fetch such information from the inside zone, but the eNB is still restricted to the outside zone at this stage of deployment. Therefore, additional NE are needed in the outside zone – but the information provided by those NE are typically created and maintained by NE on the inside. 
Standard solution for this security conflict is establishment of a DMZ (Demilitarised Zone). A DMZ must have several features that qualify it for its role as enforcement point between the inside and outside zone:
· Traffic entering and leaving at both DMZ sides is strictly filtered (e.g. by suitable firewalls)

· Protocols used between DMZ and inside zone must be selected so that they can be understood by the filter element at the inside zone’s border

· NE hosted in the DMZ are specially hardened for this purpose

· Protocol implementations on NE hosted in the DMZ have proven robustness

· Application logic on NE hosted in the DMZ sanitizes every input from the outside
· NE hosted in the DMZ are specifically monitored for potential compromise

· NE hosted in the DMZ quickly receive security updates (typically much faster than systems on the inside)

· NE hosted in the DMZ are much less complex than systems on the inside (resulting in less vulnerabilities)

· Information flow is typically restricted from the inside towards the DMZ
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4. Other security-relevant aspects
Operator and equipment vendor logistics and deployment processes also have security-relevant aspects. Failure to take care of such aspects either breaks the security model, or makes the processes inefficient. The following requirements should be a good start to avoiding such problems:
· No security-relevant configuration shall be needed on eNB site
(installation staff often belongs to third parties; configuration data could be lost or stolen )
· The solution shall ensure that certificates are only issued to real eNB
(Access to “inside” with arbitrary devices (e.g. laptop) must be avoided.)

· The solution shall support revocation of GW and eNB certificates
· The solution shall support revocation checking via CRL or OCSP by GW and eNB

· The solution should support node authorisation in the GW, e.g. through a Peer Authorisation Database according RFC 4301
(This allows the GW to authorise specific, but not all, authenticated eNB of a particular type to attach to the network)
· Node authorisation information should be automatically provided from the NEM to the GW, possibly through an intermediate certificate repository being part of the operator PKI
(This ensures a new eNB needs to be provisioned only in one place.)
· eNB certificate renewal shall be centrally managed without the need for on-site staff

Node authorisation in the eNB for direct X2 connections is FFS. This could be managed via the NEM, together with Automatic Neighbour Relations (ANR).
It should be noted that these requirements, as well as the security models, are also applicable for H(e)NB deployments. In fact, many similar requirements are already included in TR 33.820. However, manual on-site installation of security credentials has been ruled out for H(e)NB from the start.
5. Proposal for Approval
It is proposed to agree on sections 3. and 4. of this contribution as working assumptions for the backhaul security WID. 
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Backhaul Security Model

Simple inside-outside model with GW as the border
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Protecting all backhaul traffic by IPsec provides these benefits:

Access to CN only with proper key (stored in eNodeB) protects the CN elements

Intruder without IPsec key is restricted to RAN site and its uplink

User traffic protected against eavesdropping (makes LTE as secure as UTRAN)

No potentially vulnerable services accessible in the backhaul (except IKE)

Traffic that passes through the GW originates from genuine eNodeB

No traffic may bypass the GW

Mgmt. Plane









































































































































































































































































































































































































































































IPsec





Autor / Thema der Präsentation

Backhaul network is just defined as „IP“, the physical and link layer technology is out of scope for 3GPP 

3GPP just assumes a full mesh (cloud), which imposes no restrictions or CAPEX/OPEX on the design of the backhaul network due to security requirements
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Extended Backhaul Security Model

DMZ servers required in the backhaul (e.g. Cert. repository)
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Backhaul network is just defined as „IP“, the physical and link layer technology is out of scope for 3GPP 

3GPP just assumes a full mesh (cloud), which imposes no restrictions or CAPEX/OPEX on the design of the backhaul network due to security requirements































UNKNOWN-0.unknown



UNKNOWN-1.unknown






