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7.5.3
Analysis of Device Integrity Validation Methods
Three variants for performing device validation are analyzed, namely AuV, SAV, and RV.

The following properties of the three variants are relevant for a selection:

· Root of trust: All variants require an immutable root of trust (SW and possibly data) to exist in the device.
· Execution of validation check:

· RV require the existence of an attestation server within the operator network, which must be provided with device type and SW version specific integrity check data. This results in considerable management effort for this server including push of new version validation check data from the manufacturer to the operator.
In addition a remote attestation protocol has to be specified, which is either 3GPP specific, or gives a close binding to a specific validation and attestation method, if taken from some other standardisation body.
· AuV and SAV require the provisioning of the device itself with validation check data, e.g. together with the SW downloaded. This requires the device to be able to check the integrity of the validation check data, which can be accomplished by signing this data by the manufacturer, and including the root certificate of the manufacturer into the root of trust of the device.
· SAV requires functionality in the network (e.g. in the PVE) which reviews the individual integrity check pass/fail results of the H(e)NB’s software modules and makes an appropriate policy decision.

Note: Any validation methods that uses the PVE results in a requirement to specify the interfaces for the PVE.
· Handling of multiple backhaul links: If more than one backhaul link is established, then:

For SAV and RV, the successful validation has to be ensured for every link establishment (cf. sub-clause 7.7.1).
·  This can be achieved either by some information infrastructure in the network keeping track of the validation state of each device, or by performing the validation separately for each link establishment.
· In case of AuV, the successful establishment of the link, which includes successful authentication of the device, is by itself proof of the passed validation check.

Editor’s Note: It needs to be clarified why the claim for AuV above is valid, i.e. that a successful establishment of a secure backhaul link itself should be treated by itself proof of the passed validation check.

· Flexibility of access control:

· AuV does not permit the network to acquire knowledge of the nature of any integrity check failure and indeed does not know of the H(e)NB’s failed attempt to self-validate. 

· SAV and HV permit a flexibility of access control which can be achieved by the granularity of integrity check information which the H(e)NB provides to the network. The roles of policy decision point and policy enforcement point can be shared between the H(e)NB and the network in a flexible, definable manner. The network can make a variety of policy-based decisions based upon information received.
· Possibility of Remediation

· AuV cannot be used as a basis for initiating a process of remediation in the network, since the network is not aware of the fact that an H(e)NB has failed its internal validation checks.

· Integrity check data sent to the network by H(e)NBs which support SAV or RV can be used by the network as a basis for a decision to initiate a remediation procedure.

· Overall Analysis: From the above it is seen that:

· The security level trust in all three variants, is anchored in the assumption of the immutability of the  root of trust contained within the device. 
· SAV and RV provide the network with greater visibility of the validation process, whereas AuV relies wholly on an assumption of the internal processes, based on trust in the type approvals and device certification processes, possibly enforced by recourse to legal action against suppliers whose H(e)NBs supply incorrect data in their device certificates.
· The required management for the four variants is different, requiring  additional servers and more complex management procedures for manufacturer and operator for RV and SAV, and specification of an additional attestation protocol for RV .
· The table below compares the salient features of the validation variants, since there are four proposed variants, each variant receives a score of 1, 2, or 3, for each salient feature. “1” signifies best of three and “3” signifies worst of three.

Table x: Comparison of Validation Variants
	
	AuV
	SAV
	RV

	Device complexity
	1
	2
	3

	Network complexity
	1
	2
	3

	Communications overhead
	1
	2
	3

	Trust in H(e)NB Integrity
	3
	2
	1

	Flexibility
	3
	1
	2

	Possibility for Remediation
	3
	1=
	1=

	RATING (lowest = best)
	12
	10
	13


Note: “flexibility” means the ability to define what integrity check information is conveyed to the network and to define the variety of policy decisions that may be made as a result of that information.

Note: more integrity check information is assumed to produce more trust.

· In the simple analysis above (each feature being given an equal weighting), SAV represents the optimum combination of features, due to its simplicity and flexibility. AuV is in second place since, although it is very simple, it offers the least functionality or flexibility. RV is in third place because it has higher complexity but offers little or no functional advantage over the simpler SAV.
Editor’s Note:  It needs to be verified if any real or perceived disadvantages of RV and SAV, such as the added complexity, would outweigh their merits, on balance.
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