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Reason for change:
According to the description of 25.467, location verification needs to be performed by HMS.

Summary of change:

Security function of Home (e)Node-B Management System is defined.
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************************************ start of change ************************************
4
Overview of Security Architecture and Requirements 

4.1
System architecture of H(e)NB


[image: image2.wmf]Figure 4.1.1: System Architecture of H(e)NB

Description system architecture:

· Air interface between UE and H(e)NB should be backwards compatible air interface in UTRAN or eUTRAN;

· H(e)NB access operator’s core network via a Security Gateway. The backhaul between H(e)NB and SeGW may be insecure. 

· Security Gateway represent operator’s core network to perform mutual authentication with H(e)NB.
· Security tunnel is established between H(e)NB and Security Gateway to protect information transmitted in backhaul link.
· HNB-GW performs the mandatory access control and HNB performs the optional control in case non-CSG capable UEs or non-CSG capable HNBs. SeGW and HNB-GW are logically separate entities within operator’s network. If the SeGW and the HNB=GW are not integrated, then the interface between the HNB-GW and the SeGW may be protected using NDS/IP [9].

· HeNB GW is optional to deploy. If HeNB is deployed, then SeGW may be integrated into HeNB GW. If the SeGW and the HeNB-GW are not integrated, then the interface between the HeNB-GW and the SeGW may be protected using NDS/IP [9].

· HMS performs location verification of HNB [12]. Secure communication is required to H(e)NB Management System (H(e)MS). This becomes even more important if H(e)MS is placed outside the operator’s network.
Editor’s Note: The security implications of collapsing certain Core networks related functionality (e.g. SGSN or GGSN) )in the H(e)NB should be included if such collapsing is allowed  
<This section explains the high-level architecture of H(e)NB  security>
************************************ end of change ************************************
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