Page 1



3GPP TSG-SA3 (Security)
S3-091241
SA3#56, 06-10 July 2009, Seattle, USA
revision of S3-09xyzw
	CR-Form-v9.6

	CHANGE REQUEST

	

	(

	33.401
	CR
	261
	(

rev
	-
	(

Current version:
	9.0.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Editorial correction to Algorithms for Emergency Call

	
	

	Source to WG:
(

	ZTE Corporation 

	Source to TSG:
(

	SA3

	
	

	Work item code:
(

	SAES
	
	Date: (

	26/06/2009

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-9

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)

	
	

	Reason for change:
(

	Annex B misses the term of “integrity protect algorithms” in the title when introduces also the EIA0.

MME establishes bearers for emergency call only after UE send the emergency attach request, but 7.2.4a does not mention it.

	
	

	Summary of change:
(

	Clarify that MMEestablishes bearers for an emergency call after it received the emergency attach request message
add the null integrity protected algorithms in Annex B’s title

	
	

	Consequences if 
(

not approved:
	Incomplete specification

	
	

	Clauses affected:
(

	7.2.4a

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


================= START OF FIRST CHANGE ==================
7.2.4a
Algorithm negotiation for unauthenticated UEs in LSM

UEs that are in limited service mode (LSM) and that cannot be authenticated by the MME (for whatever reason) may still be allowed to establish emergency calls by sending the emergency attach request message. It shall be possible to configure whether the MME allows unauthenticated UEs in LSM to establish bearers for emergency calls or not. If an MME allows unauthenticated UEs in LSM to establish bearers for an emergency call, the MME shall for the NAS protocol use EIA0 and EEA0 as the integrity and ciphering algorithm respectively.

If the MME allows an unauthenticated UE in LSM to establish bearers for emergency calls after it has received the emergency attach request message from the UE, the MME shall:

· Select EIA0 and EEA0 as the NAS algorithms and signal this to the UE via the NAS security mode control procedure when activating the EPS NAS security context.

· Continue to use the current EPS security context if AKA fails during emergency bearer establishement and a current EPS security context already exists. The purpose of this is to allow the use of an already existing, previously established EPS NAS security context for the emergency call if the MME fails to authenticate the UE 

· Set the UE EPS security capabilities to only contain EIA0 and EEA0 when sending these to the eNB in the

· S1 UE INITIAL CONTEXT SETUP
· S1 UE CONTEXT MODIFICATION REQUEST
· S1 HANDOVER REQUEST
NOTE: As a result of that the MME only sends a UE EPS security capability containing EIA0 and EEA0 to the eNB when selecting EIA0 for NAS integrity protection is that the eNB is only capable of selecting EIA0 for AS integrity protection and EEA0 for AS confidentiality protection. That is, if EIA0 is used for NAS integrity protection, then EIA0 will always be used for AS integrity protection.

If the UE is in LSM, and if the UE have indicated to the MME that it wishes to set up bearers for an emergency call, and if the UE does not share a KASME with the MME, then the UE shall accept a NAS Security Mode Command selecting EIA0. The UE shall under no other cirumstances accept a NAS Security Mode Command selecting EIA0.

If the MME has selected EIA0 as the NAS integrity protection algorithm, the UE shall accept selection of EIA0 as the AS integrity protection algorithm. Selection of AS integrity protection algorithm happens via the AS security mode control procedure or via a handover command. The UE shall under no other cirumstances accept selection of EIA0 as the AS integrity protection algorithm.

NOTE:
A Rel-8 eNB that is the target eNB of a handover, where EIA0 is the only integrity protection algorithm in the UE's EPS security capabilities, rejects the handover since the eNB does not support EIA0.
================= END OF FIRST CHANGE ==================
================= START OF SECOND  CHANGE ==================
Annex B (normative):
Algorithms for ciphering and integrity protection

B.0
Null ciphering and integrity protection algorithms 
The EEA0 algorithm shall be implemented such that it has the same effect as if it generates a KEYSTREAM of all zeroes (see subclause B.1.1). The length of the KEYSTREAM generated shall be equal to the LENGTH input parameter. The generated KEYSTREAM requires no other input parameters but the LENGTH. Apart from this, all processing performed in association with ciphering shall be exactly the same as with any of the ciphering algorithms specified in this Annex.

The EIA0 algorithm shall be implemented in such way that it shall generate a 32 bit MAC-I and XMAC-I of all zeroes (see subclause B.2.1). All processing performed in association with integrity shall be exactly the same as with any of the integrity algorithms specified in this annex. 
EIA0 shall be used only for emergency calling for unauthenticated UEs in LSM.
NOTE: EEA0 and EIA0 provide no security
================= END OF SECOND CHANGE ==================
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