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================= START OF CHANGE ==================
15.2.3
Optimization of security procedures

Under the following conditions:

a. UE is not yet authenticated and 
b. UE and MME sharing no EPS security context, and

c. UE tries to setup an emergency bearer. and

d. MME attempts to authenticate the UE but AKA fails,

then the UE will skip re-authentication or re-synchronization procedures and will set up an unautheticated emergency bearer. The MME will support emergency bearer setup request only if the serving nework has an appropriate policy and supports unauthenticated emergency calling in LSM. If the serving network’s policy does not allow support for unauthenticated emergency calling in LSM, than MME will reject the bearer setup request from the UE.
UE behavior: 

After sending EC Indication to the serving nework the UE will know of its own intent to make Emergency Call. 

- Upon successful AUTN verification, the UE will send User XRES to the MME and start waiting for the NAS SMC from the MME.

- Alternatively, upon unsuccessful AUTN verification failure, the UE sends User Authentication Reject CAUSE message to the MME.  The confluence of EC Indication and User Authentication Reject messages will position the UE to expect NAS SMC with NULL algorithms from the MME.
MME behavior:

After receiving EC Indication from the UE the MME will know of that UE’s intent to make Emergency Call. 

- Upon successful AUTN verification, the UE will send User XRES to the MME. and start waiting for the NAS SMC from the MME. The MME will compare RES to XRES and after unsuccessful comparison (AKA failure) it will send NAS SMC with with NULL algorithms to the UE.

- Alternatively, upon unsuccessful AUTN verification failure, the ME sends User Authentication Reject CAUSE message to the MME.  After receiving both, EC Indication and User Authentication Reject messages, MME will send NAS SMC with NULL algorithms to the UE.

If

a. UE is already authenticated and 
b. UE and MME are sharing EPS security context, and

c. UE tries to setup an emergency bearer and 
d. MME attempts to authenticate the UE but AKA fails,

then the UE should set up an emergency bearer, which is being protected by the already existing EPS security context. The MME should accept bearer setup request even though the authentication failed. MME should always attempt to authenticate the UE prior to allowing it to make non-emergency or emergency call in LSM.
Notes: if the existing EPS security context that shared by MME and UE is non- current security context, MME and UE will activate this security context by the means of NAS SMC to protect the emergency bearer.   If the existing EPS security context shared by MME and UE  is current  security context , because the NAS messages including the AKA procedure is already protected by this current security context , MME does not send the NAS SMC to UE, and the emergency bearer can be protected by this current security  context.
UE behavior: 

After sending EC Indication to the serving nework the UE will know of its own intent to make Emergency Call. 

- Upon successful AUTN verification, the UE will send User XRES to the MME and start waiting for the SMC from the MME.

- Alternatively, upon unsuccessful AUTN verification failure, the UE sends User Authentication Reject CAUSE message to the MME.  The confluence of EC Indication and User Authentication Reject messages will position the UE to expect to continue to use the current security context or expect the NAS SMC from MME to activate the non-currentsecurity context already shared by MME and UE.
MME behavior:

After receiving EC Indication from the UE the MME will know of that UE’s intent to make Emergency Call. 

- Upon successful AUTN verification, the UE will send User XRES to the MME. and start waiting for the NAS SMC from the MME. The MME will compare RES to XRES and after unsuccessful comparison (AKA failure) it will reuse previous security association with the UE.

- Alternatively, upon unsuccessful AUTN verification failure, the ME sends User Authentication Reject CAUSE message to the MME.  After receiving both, EC Indication and User Authentication Reject messages, MME will continue to use the current security association with the UE, or if the existing security context is non-current security context, MME will send the NAS SMC to activate this context.
================= END OF CHANGE ==================
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