3GPP TR 33.cde V0.0.2 (2009-06)
Technical Report

3rd Generation Partnership Project;

Technical Report Group Services and System Aspects;

Protection against SMS and MMS SPAM;

Study of Different SPAM Protection Mechanisms  

Release  8

[image: image1.wmf]GLOBAL SYSTEM  FOR 

MOBILE COMMUNICATIONS

R


[image: image2.jpg]K oy




The present document has been developed within the 3rd Generation Partnership Project (3GPP TM) and may be further elaborated for the purposes of 3GPP.

The present document has not been subject to any approval process by the 3GPP Organizational Partners and shall not be implemented.

This Specification is provided for future development work within 3GPP only. The Organizational Partners accept no liability for any use of this Specification.
Specifications and reports for implementation of the 3GPP TM system should be obtained via the 3GPP Organizational Partners' Publications Offices.

Keywords

<keyword[, keyword]>

3GPP

Postal address

3GPP support office address

650 Route des Lucioles - Sophia Antipolis

Valbonne - FRANCE

Tel.: +33 4 92 94 42 00 Fax: +33 4 93 65 47 16

Internet

http://www.3gpp.org

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© 2006, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TTA, TTC).

All rights reserved.


Contents

4Foreword

Introduction
4
1
Scope
5
2
References
5
3
Definitions, symbols and abbreviations
6
3.1
Definitions
6
3.2
Symbols
6
3.3
Abbreviations
7
4
Introduction to techniques to fight against SPAM
7
4.1 
The prevention of SPAM
7
4.2 
The control of SPAM
7
5
Overview of existing standardized anti-SPAM solutions
8
5.1
Anti-SPAM mechanisms defined by 3GPP
8
5.1.1.
Introduction
8
5.1.2.
TCAP Hanshake
9
5.1.3.
TCAP security
9
5.1.3.
Routeing of MT-sMS via the HPLMN
10
5.1.3.1
Rationale for home control
10
5.1.3.2
Solution for home control
10
5.1.4
Protection against Unsolicited Communication in IMS
11
5.2
Anti-SPAM mechanisms defined by OMA
11
5.3
Anti-SPAM mechanisms defined by IETF
12
5.4
Anti-SPAM mechanisms defined by ITU-T
12
5.4.1
Countering IP multimedia SPAM
12
6
New anti-SPAM solutions
13
6.1
The anti-SPAM server function
13
6.2
User refusing to receive SPAM messages
13
6.2.1
Refusing SPAM using an out-of-band channel
13
6.2.1.1 Description of the solution
14
6.2.1.2 Impact of the solution
15
6.2.2 
Refusing SPAM using an in-band channel
15
6.2.2.1 Description of the solution
15
6.2.2.2 Impact of the solution
17
6.3
User flagging SPAM messages
17
6.3.1 
Flagging using an out-of-band channel
17
6.3.1.1 Description of the solution
17
6.3.1.2 Impact of the solution
18
6.3.1 
Flagging using an in-band channel
18
6.3.1.1 Description of the solution
18
6.3.1.2 Impact of the solution
20
6.4
Network marking SPAM messages
20
6.4.1
Marking using an out-of-band channel
20
6.4.1.1 Description of the solution
21
6.4.1.2 Impact of the solution
21
6.4.2 
Marking using an in-band channel
22
6.4.2.1 Description of the solution
22
6.4.2.2 Impact of the solution
24
7
Evaluation of the anti SPAM solutions
25
Annex A: Change history
25





























Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

This Technical Report is part of the 3GPP study item on SPAM [1]. Spamming is an ongoing problem for several years now in the fixed internet with unsolicited emails sent by thousands every day, but also in the mobile network with unsolicited SMS and MMS. This has then bad side effects on the annoyed customer, on the used network resources and on corporate image of the service provider.
This TR studies existing and new mechanisms to enable to limit the effects of the SPAM. The following services are considered into the scope of this TR: SMS, MMS , IMS messaging/presence/call and also email messages. The scope is indeed large and ambitious, but as the trend is too converge all medias, the anti SPAM solution has to be adapted to this concept. 

Section 4 provides a classification of the different approaches to fight SPAM. Section 5 provides an overview of existing mechanisms against SPAM including a categorization of SPAM fighting mechanisms and giving an overview of existing mechanisms. 

Section 6 describes new solutions, and section 7 performs an evaluation of existing and proposed solutions.
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Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Subclause numbering depends on applicability and should be renumbered accordingly.

3.1 Definitions

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

<symbol>
<Explanation>

3.3
Abbreviations

4
Introduction to techniques to fight against SPAM


This section provides a classification of the different approaches against spam. We distinguish the measures that aim at preventing SPAM from the ones that aim at controlling it.
4.1 
The prevention of SPAM
This section describes the different techniques that aim at preventing SPAM. The prevention techniques try generally to make it more difficult for spammers to send unsolicited messages to a large of recipients. We differentiate the techniques that increase the difficulty of sending unsolicited messages from the ones that increase the cost of sending spam to many recipients.
(1) Making it difficult to send unsolicited messages. The aim of those solutions is to increase the difficulty of sending unsolicited messages.  We distinguish the techniques that prevent spammers from usurpating the identity from the solutions that request the consent of the message recipient. 

a. Avoiding identiy usurpation. The idea is to prevent the spammer to usurpate the identity of other users. The general approach is to authenticate the message sender. OECD, MAWWG and the IETF have produced several guidelines for email service providers: [23], [24], [25] and [26]. 3GPP has developed a standard called TCAPSec to avoid malicious parties usurping the identity of innocent network equipment at the SS7 level [4].
b. Requesting the consent of the message recipient.  The objective is to ensure that recipients only receive messages they approved. The IETF have a proposal to request the consent of the recipient for SIP based applications [11].
(2) Increasing the cost of mass mailing. The aim is to reduce the attractiveness of using a new communication service to spam by increasing the amount of resources required to spam [10].

a. Charging for the communication. The idea is to charge for the communication to ensure a high cost for mass mailing.
b. Increasing the computational cost. The idea is to require a large computational effort for mass mailing for example by requiring the resolution of challenges or puzzles [10].
4.2 
The control of SPAM
The goal of this set of measures is to avoid an existing communication service being plagued by spam. The idea is to limit the amount of spam by implementing the following measures.

(1) Detecting spam. The goal of this set of measures is to detect spam in a timely way in order to block it.

a. Analysing the message.  The idea is to detect spam by analysing the message and/or its content: [7], [9]. One approach is to rate the message based on a number of criteria: [10], [13]. Yet another approach is to ask users which categories of content they wish to receive and analyse the message content based on those categories [8].

b. Allowing the user to flag SPAM.  The idea is to detect spam by allowing the user to report it to the network. We distinguish two different techniques for reporting it to the network: “out-of-band” where a dedicated signaling channel is used for different types of messages [20] and “in-band” where spam are flagged using the protocol for transmitting the message.

(2) Blocking spam. The goal of this set of measures is to avoid the user being annoyed by SPAM.

a. Allowing the network to mark the SPAM messages
b. Dropping the SPAM at the network level. 

c. Letting the user equipment hide the SPAM. 

(3) Identifying the spammers. Another approach is to rate the network from where the message originates [12]. The idea is to work with other operators in order to be able to block the spam where it originates.
5
Overview of existing standardized anti-SPAM solutions 


5.1
Anti-SPAM mechanisms defined by 3GPP

5.1.1.
Introduction
In 2004 a request for countermeasures against SPAM via SS7 was initiated by [2]. This paper highlighted that so called “fraudulent SMS usage” was on the rise where in some cases, the SCCP or MAP addresses for mobile-terminated SMS traffic are spoofed, which makes it difficult for operators to apply SMS spam protection rules and may cause inter-operator accounting discrepancies.

Delivering a mobile terminated SM is a procedure of two steps:

1) The SMSC to which an originating short message was delivered interrogates the recipient’s HLR via the MAP message Send Routing Information for Short Message (sendRoutingInfoForSM). In response to the offered recipient’s MSISDN, the SMSC (provided that this MSISDN represents a valid subscription) receives that recipient’s IMSI and the currently valid MSC address.

2) The SMSC then sends the short message itself to that MSC address via the MAP message Forward Short Message (mt-forwardSM). The recipient MSC acknowledges the message delivery to the SMSC, and in addition charging information is produced which, among other relevant information, captures the SMSC address from which the short message was received.

These two MAP operations are not interlinked; both can be run independently of each other. Therefore, it is possible to build a database of MSISDN/IMSI/MSC number entries by repeating step (1) over large MSISDN ranges. The interrogated HLR will sort out all MSISDNs not representing an existing subscription, and a significant proportion of correlated MSC numbers can be considered almost always correct since they represent the respective customers’ home areas.

In a typical SMS fraud scenario, step (1) is done as described, but for step (2) the source SMSC address is spoofed by inserting, for instance, another network’s SMSC address. The faking party’s intention is to distribute a huge number of SMS to as many people as possible; the short messages themselves urge the recipients to call some premium rate number with some kind of promise (e.g. they've won a prize). Of course, some of the SM recipients do actually call the number, and by this, the fakers of the short messages make their money. A side effect of such a procedure, perhaps not intended by these SMS spoofers, is a misalignment of the accounting mechanism between the originating network and the terminating network. 

The terminating network (which has terminated the SMS traffic) will request more money from the “originating” network than justified. The design of SS7 doesn’t allow any countermeasures; SS7 is effectively based on trusted relationships within the SS7 community and as such doesn’t prevent anybody with access to the international SS7 network from injecting signalling messages with spoofed content.

Potential SPAM entry points can be located between the sender and recipient network, and within the serving network and in the recipient network itself. 3GPP did define several countermeasures with different scope and effectiveness. The first one has been the TCAP handshake, a mechanism that allows verifying if the originating network address has not been spoofed.  A second mechanism that was defined by 3GPP SA3 is TCAPsec as defined by [4]. A third mechanism that was defined by 3GPP, is described in [5], and consists in giving the SMS Recipients Home Network more control on SMS content screening messaging. Details are described in section 3.4. While the TCAPsec protocol and TCAP handshake try to prevent address spoofing, the home controlled routing gives the recipient's home network a better possibility to perform SMS content screening. Mechanism three is thus complementary to mechanisms one and two. Mechanisms one and two are alternatives and have a different effectiveness.

5.1.2.
TCAP Hanshake
This mechanism is defined in [3] for Rel-6 and in [4] from Rel-7 onwards. TCAP handshake is useful as a tool to identify the originator PLMN during SMS transfer without the necessity for key management for message authentication
. 
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Figure 1: MAP mt-Forward-SM messages using a TCAP Handshake

The incentive for SMS SS7 Fraud
 may also arise because according to SMS Interworking agreements, the originator (PLMN) is required to pay the recipient (PLMN) a fee for each Short Message. If the originator address is modified, the invoice will be sent to the unknowing party, whose identity has been used on the Short Message, instead of the genuine originator PLMN. The associated failure of the SS7 MAP acknowledgement is no real concern, especially if the content is advertising or SPAM.

It is in the commercial interest of the recipient PLMNs to be able to collect revenue for the SMs they receive, and to be able to discard SMs from non-honest sources. TCAP Handshake for SMS delivers this differentiation. Also it is in the interests of originating PLMNs to support SMS TCAP handshake, so that they are not invoiced for SMs that they did not generate. 

A further miss-billing issue arises with Spoofing (Address manipulation for a Mobile Originated SM). A customer, who did not originate an SM will be billed for the Spoofed SM. TCAP Handshake for SMS ensures that the PLMN involved in originating the SM is “correct”, and therefore any customer billing issues are most unlikely to be related to SS7 fraud. Any customer billing issue can be handled in conventional issue-resolution within the roaming agreement.

5.1.3.
TCAP security
This mechanisms described in [4] from Rel-7 onwards. TCAPsec counteracts the same threats as TCAP handshake, but can provide more accuracy in authentication (and on top confidentiality protection if needed), which is not possible with TCAP handshake. Once the SMS has been received in the recipients network (see section 3.4), the message content still needs to be screened and payload addresses have to be correlated and verified with TCAP addresses. 
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Figure 1: End-to-end SS7-Security Gateway Architecture

Alternatively also IPsec could be used if SS7 over IP (SIGTRAN) is in use. Compared with that solution TCAPsec works at a higher protocols layer and thus can provide real PLMN to PLMN authentication at TCAP layer, which cannot be provided with IPsec as the IP-layer is/might not be available
 from source to recipient PLMN.

5.1.3.
Routeing of MT-sMS via the HPLMN
This Rel-7 feature [5] has been developed by 3GPP CT4. The relevant CRs to CT4 specifications have been approved at CT4#34 (Feb 2007) i.e. CR to 29.002 Rel-7 on Addition of capability to route MT-SMs via the HPLMN of the receiving MS [6]. 

5.1.3.1
Rationale for home control
 [5] V7.0.1 has following paragraph 4.3.4 on SPAM: 

"In recent times, Mobile Subscribers have experienced a rise in receiving unsolicited short messages (commonly called "Spam"). Such SMs range from advertising products/services, to more unscrupulous practices such as duping subscribers into dialling a premium rate number (e.g. on the pretence that they have won a competition). 

User Equipment typically does not have the capability for sophisticated Spam identification and processing. In order to provide for this across the whole of a subscriber base (regardless of UE capability), such functionality is typically provided for by the HPLMN (usually on either an opt‑in or opt‑out basis, depending on local regulations). However, as discussed in section 4.3.2, if the receiving MS is roaming outside of the HPLMN, then the HPLMN is not in the path of the delivery of SMs and therefore cannot intercept such SMs, resulting in the receiving MS receiving such "Spam" SMs while roaming and occasionally, depending on the VPLMN, incurring a roaming charge for receiving it.

Therefore, in the current world, the general trust of the identity of the sending MS and its HPLMN, has diminished and so wherever possible, some kind of authentication should take place before accepting to deliver an SM."

5.1.3.2
Solution for home control
The solution is that all MT SMs shall have the capability to be routed via an SMS router
 located in the HPLMN of the receiving MS. The routeing retrieval for SMS is realised by the MAP_SRI_For_SM operation. The messaging involved with this operation already involves the HPLMN of the receiving MS. This means that this messaging can be used to force the subsequent delivery of the SM (which uses the MAP_Forward_Short_Message operation) to a different node other than the serving MSC/VLR or SGSN; specifically, a node located in the subscribed network of the receiving MS.

Once the subscribed network of the receiving MS receives the subsequent MAP_Forward_Short_Message, the HPLMN of the receiving MS can then take care of the actual delivery. But before the actual SMS delivery a node
 in the Home Network can screen the SMS message before delivery to the recipient.

5.1.4
Protection against Unsolicited Communication in IMS
The Technical Report TR 33.837 [21] on IMS networks protection measures aims at identifying SPAM threats in IMS networks and introduces technical solutions to prevent and control SPAM inside IMS (SPIT).
5.2
Anti-SPAM mechanisms defined by OMA

According to the approved WID, the SMS and MMS anti-spam study work has the following link work items in OMA: 

· Client Side Content Screening [7], 

· Categorization Based Content Screening [8],

· Enhanced User Control in Messaging [9].

Client Side Content Screening

The aim of Client Side Content Screening work is to specify a content screening framework for mobile terminals that detect and screen malicious content.  The framework must specify interfaces and interaction to OMA/non-OMA enablers for utilizing a common unified content scanning functionality. The interfaces must adhere to the principle of execution environment neutrality. It must also be extensible in order to address the unique requirements of each execution environment and to accommodate new content screening requirements in the future. However, internal mechanisms (such as the scan engine, scanning rules, and updating of such engine and rules) of unified content scanning functionality remain out of the scope of the specification work. The output of this work can be found at [16].
Categorization Based Content Screening

Categorization Based Content Screening WI aims to specify a categorization-based content screening framework that could be used both in mobile environment and Web based environments. This is, the proposed framework should be flexible enough to be used in any kind of network (wireless or fixed) without any limitation. The type of content restricted (or to be restricted) is dependent on the preferences of the user. The architecture is specified in [18].
According to the draft Categorization-based Content Screening Framework Requirements specification [17], the following functions are considered to be in scope for the CBCS Enabler specification:

•
Blocking of any kind of content considered “undesirable” for a certain CBCS User according to the Screening Criteria used, including illegal content, unsolicited content, malicious content and inappropriate content.

•
Customer-facing warnings: these are words or symbols that are actually part of the content presented to CBCS Users such as a symbol in the corner of the screen, an announcement before a programme starts or a form of words on screen.

•
Screening of previously categorized content: in this case the category Content Category is defined by content meta-data that is either encoded as part of the content format, or can be requested from an external source.

•
Screening of not previously categorized content.

•
Screening of content from Content Providers with whom the CBCS Service Provider has a trusted relationship, and of content from Content Providers with whom the CBCS Service Provider does not have a trusted relationship.

•
Screening of content sent from a Content Provider to a CBCS User, from a CBCS User to another User, or from a CBCS User to a server (including the screening of subscriptions to content and screening of service requests)

Enhanced User Control in Messaging

The work on Enhanced User Control in Messaging has not been started  as there were objections towards this work item expressed in OMA. The aim of the work item was to focus on Enhanced User Control of Filters, Aliases, Copy/Forward, Addressing, and Anti-Spam Services in various Messaging services.  In this context, the messaging service needs to inform the client of network calculations of spam likelihood, and the user needs to be able to provide feedback and control of network-resident spam mitigation mechanisms.  The specifics of how the network calculates a spam likelihood, and the details of spam mitigation mechanisms, were out of scope of this work item. 

5.3
Anti-SPAM mechanisms defined by IETF

As the SA3 study item is also supposed to take into account  IMS messaging, it would be useful to study how the work in IETF fits into the scope of the SA3 study. 

An internet draft “The Session Initiation Protocol (SIP) and Spam “ [10] analyzes the problem of spam in SIP.  Several methods are more particularly analyzed, such as Content filtering, a “White lists - Black lists” approach, Consent-based communications [11], the Turing Tests, the Computational Puzzles and other approaches, and their applicability to SIP is considered. There is no single mechanism providing protection from spam but combination of the following techniques is considered as a framework for dealing with spam in SIP:

· Strong Authenticated Identity: considered as a key factor

· Whitelists: With a strong identity mechanism in place, whitelists can facilitate communications from known callers reducing  the scope of the problem to the introduction problem.

· Consent Framework: The SIP consent framework [SIP CONSENT] extends the presence framework for consent to all communications.  This has an important role in helping address the introduction problem.

· Leverage What Email has to Offer:  Providers of SIP services should keep tabs on solutions in email as they evolve, and utilize the best of what those techniques have to offer e.g. session verification, statistical filtering, message verification, message body signatures etc.

The above mentioned framework serves only as a good foundation on which to deal with spam in SIP. Additional work is needed to address the remaining gaps.

Other work in IETF related to spam protection:

· Reputation Query: The Server Index Query Protocol (SIQ) intends to provide a method for inbound e-mail server to query a reputation service [12]

· Filtering Standards: For example, in SIEVE RFC 3028 [13] and RFC 3685 [14] a language for filtering e-mail messages at time of final delivery is described. 
· Guidelines: SPEW RFC2635 [15] gives a set of guidelines for dealing with unsolicited mail for users, for system administrators, news administrators, and mailing list managers.  It also makes suggestions Internet Service Providers might follow.

5.4 Anti-SPAM mechanisms defined by ITU-T
The ITU-T has made the fight against spam one of its priorities [19].
5.4.1
Countering IP multimedia SPAM
This ongoing recommendation will specify general architecture of countering spam system on IP multimedia applications such as IP Telephony, instant messaging, multimedia conference, etc. It will provide functional blocks of necessary network entities to counter spam and their functionalities, and describe interfaces among the entities. To build secure session against spam attack, User Terminals and Edge Service Entities such as proxy server or application servers will be extended to have spam control functions. It will also show interfaces between these extended peer entities, and interfaces with other network entities which can involve for countering spam.
6        New anti-SPAM solutions

This section provides a description of how the new proposed mechanisms work and their impact on the existing protocols and infrastructure. The evaluation against other mechanisms will be done in Section 7. The proposed mechanisms aim at better controlling SPAM by improving its visibility and control to the user. We distinguish three groups of solutions that are independent and can be combined together: solutions for the user to refuse receiving SPAM messages described in section 6.1, solutions for the user to flag SPAM messages to the network described in section 6.2 and the solutions for the network to mark SPAM messages sent to user equipment (UE) described in section 6.3. The described solutions apply to SMS, MMS, IMS messaging, IMS calling, IMS presence and Email services.
6.1
The anti-SPAM server function
The solutions introduce a network function that we call anti-SPAM server. The role of the anti-SPAM server is to implement all the network anti-SPAM functions. We consider two scenarios for implementing the anti-SPAM server. First, the anti-SPAM server can be implemented by the communication server. By communication server, we mean the SMSC in case of SMS, MMS server in case of MMS, the list server in case of IMS messaging, the S-CSCF in case of IMS calling, the presence server in case of  IMS presence and mail server in case of Email services. Second, the anti-SPAM server may be implemented as a proxy to the communication server as shown in Figure 1. 
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Figure 1. The solution introduces a network function called anti-SPAM server that can be implemented by the communication server or as a proxy.

The solutions presented in this section apply to both implementation scenarios of the anti-SPAM server but we describe the scenarios using the proxy implementation. We distinguish two different implementation approaches when describing each solution: using out-of-band or in-band signaling. By out-of-band, we mean that the solution uses a signaling channel different from the one used by the communication service. For example, we use HTTPS as a signaling channel when describing the out-of-band solutions for the different communication services. By in-band, we mean that the solution signaling uses the communication service channel. For example, we use the SMS header as a signaling channel when describing the in-band solutions for SMS. 

The solutions presented in this section are independent from the SPAM detection mechanisms in the UE or in the network.
6.2  

User refusing to receive SPAM messages

This section describes mechanisms to allow the user to refuse receiving SPAM messages. By refusing to receive SPAM, we mean that the user indicates to the UE that it should not receive the messages detected as SPAM. These mechanisms are based on the anti-SPAM server function described in 6.1.

6.2.1
Refusing SPAM using an out-of-band channel

This section describes how the user can refuse receiving SPAM using out-of-band signaling between the UE and the anti-SPAM server. We also describe the potential impact of this solution. The communication between the UE and the anti-SPAM server must be secured using GBA [22]. We assume that the UE is GBA compatible although the solution could work with alternative authentication mechanisms. We suppose that the network has an anti-SPAM server which implements a NAF function. We also suppose that the UE and the BSF function have already derived a GBA session key Ks.
6.2.1.1 Description of the solution
We describe the scenario where the user refuses to receive SPAM messages using an HTTPS session between the UE and the anti-SPAM server for signaling as shown in Figure 2. We assume in this scenario that the UE is able to establish an HTTPS session with the anti-SPAM server. The anti-SPAM server receives a message submission from the spammer. The anti-SPAM server detects that the message is a SPAM and forwards it to the communication server who delivers it to the UE. Upon receiving the message, the user clicks on a SPAM button on the UE. The UE then sends a HTTPS POST message to the anti-SPAM server containing the B-TID, the command to block SPAM and a MAC of the command computed using the Ks. The anti-SPAM server sends to the BSF a GBA authentication request indicating the B-TID. The anti-SPAM server receives in reply Ks and uses it to verify the MAC of the command. The anti-SPAM server then starts blocking SPAM for this user. The anti-SPAM server receives a message for the user, detects that it is SPAM and blocks it.
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Figure 2. Example of a user who refuses receiving SPAM using an HTTPS session between the UE and the anti-SPAM server. 

In the case of SMS messaging, the anti-SPAM server acts as a proxy to the SMSC by filtering the SMS sent to the home SMSC. The anti-SPAM server receives and forwards SMS-submit messages. The SMSC sends an SMS-deliver message to the UE. The anti-SPAM server can also act as a proxy to the SMS-GMSC by filtering the SMS sent by foreign SMSCs. In this case, the anti-SPAM server receives and forward SMS-deliver messages and the SMS-GMSC would send an SMS-deliver message to the UE as shown in Table 1.

In the case of MMS messaging, the anti-SPAM server acts as a relay to the MMS server. The anti-SPAM server receives and forwards MM4_forward.REQ messages. The MMS server sends a MM1_retrieve.RES to the UE. 
In the case of IMS messaging, the anti-SPAM server acts as a proxy to the list server. The anti-SPAM server receives and forwards message requests. The list server sends a message request to the UE.

In the case of IMS calling, the anti-SPAM server acts as a proxy to the S-CSCF. The anti-SPAM server receives and forwards SIP invite requests. The S-CSCF sends a SIP invite request to the UE.

In the case of IMS presence, the anti-SPAM server acts as a proxy to the presence server. The anti-SPAM server receives and forwards subscribe request messages. The presence server sends a subscribe request to the UE.

In the case of email, the anti-SPAM server acts as an SMTP relay to the mail server. The anti-SPAM server receives and forwards mail using the SMTP MAIL command. The UE retrieves the mail from the mail server using the POP3 RETR or IMAP4 FETCH commands.
	service
	message submission
	message forward
	message delivery

	SMS
	SMS-Submit (to SMSC)
	SMS-Submit (to SMSC)
	SMS-Deliver (from SMSC)

	
	SMS-Deliver (to SMS-GMSC)
	SMS-Deliver (to SMS-GMSC)
	SMS-Deliver (from SMS-GMSC)

	MMS
	MM4_forward.REQ
	MM4_forward.REQ
	MM1_retrieve.RES

	IMS messaging
	message request
	message request
	message request

	IMS calling
	invite request
	invite request
	invite request

	IMS presence
	subscribe request
	subscribe request
	subscribe request

	Email
	SMTP MAIL
	SMTP MAIL
	response to POP3 RETR

	
	
	
	response to IMAP4 FETCH 



Table 1. Messages and commands used by each service to submit, forward and deliver a message.

6.2.1.2 Impact of the solution

From a user perspective, the use of an out-of-band channel could incur a cost for the user, in particular if the user is roaming abroad on a partner network. The cost for the user would depend on the signaling channel used for refusing to receive SPAM and on the user tariff plan for this particular channel. 

From a terminal equipment perspective, the UE would need to provide the following functions:

· ability for the user to request the activation or deactivation of the blocking of SPAM messages.

· support of GPRS and GBA 

From a network perspective, the solution has no impact on the communication server function. The anti-SPAM server would need to provide the following functions:

· ability to detect and block SPAM messages.

· implement a NAF function.

Other out-of-band channels may be considered for activating or deactivating the SPAM blocking such as calls to the customer care or via the customer account on the operator’s website.

6.2.2 
Refusing SPAM using an in-band channel

This section describes how the user can refuse receiving SPAM using in-band signaling between the UE and the communication server. We also describe the potential impact of this solution.
6.2.2.1 Description of the solution
We describe the scenario where the user refuses to receive SPAM messages using the message signaling protocol as shown in Figure 3. The anti-SPAM server receives a message submission from the spammer and forwards it to the communication server that delivers it to the UE. After reading the message, the user realizes that the message is SPAM and clicks on SPAM button on the UE, which moves the message to a SPAM message folder and stores the identity of the message sender in a spammers list.

The UE receives another message from the spammer, detects that the message sender is in the spammers list, stores the header in the spam folder and sends a delivery error message with a new error cause to the communication server. The communication server treats the new error cause received as an unspecified error.
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Figure 3. Example of user who refuse receiving SPAM using an in-band channel.

In the case of SMS messaging, the UE can send to the SMSC a new TP-Failure-Cause value in the SMS-Deliver-Report to indicate the delivery error of a SPAM SMS as shown in Table 1.

In the case of MMS messaging, the UE can send to the MMSC a new MM-Status value in the MM1_notification.RES message to indicate the delivery error of a SPAM MMS. 
In the case of IMS messaging, IMS calling and IMS presence, the UE can indicate a 403 status code with an “unsolicited” cause value in, respectively, the message response, the invite response and subscribe response to indicate the delivery error of a SPAM IMS message, IMS call and IMS presence subscription, respectively.
In the case of email, the UE can send an XPAM command to the POP3 or IMAP4 server to indicate the delivery of a SPAM email.
	service
	delivery error message
	standard change required

	SMS
	SMS-Deliver-Report[TP-Failure-Cause = “unsolicited”]
	3GPP 23-040: use one of the TP-Failure-Cause reserved values for the “unsolicited” cause

	MMS
	MM1_notification.RES[MM-Status =  “unsolicited”]
	3GPP 23-140: add  MM-Status-Code  “unsolicited” to existing list

	IMS messaging
	message response[status code=403, cause = “unsolicited”]
	none

	SIP calling
	invite response[status code=403, cause=“unsolicited”]
	none

	IMS presence
	subscribe response[status code=403, cause=“unsolicited”]
	none

	Email
	POP3: XTND XSPAM

IMAP4: XSPAM
	none required but an IETF internet draft should document the use of XSPAM.



Table 2. Example of delivery error messages in response to a SPAM message

Legacy communication servers should treat the new error cause as an unspecified error. New communication servers could flag the spam to the anti-SPAM server as described in Section 6.2.1.

Some optimizations of this scenario can be considered. For example, the communication server can segment the message if it suspects that the message will be considered as SPAM by the user thus avoiding that the full message be delivered to the user.

6.2.2.2 Impact of the solution

From a user perspective, the use of in-of-band signaling does not incur a cost for the user since the unsolicited messages failed to be delivered to the user. 

From a terminal equipment perspective, the UE would need to provide the following functions:

· ability for a message recipient to indicate that the sender is a spammer and ability to unflag any of the previously flagged senders.

· ability for the user to visualize the sender identity and the reception date and time of the messages that were refused by the UE.

· ability to send an error message with a specific error cause to the communication server when receiving a message from a known spammer. The error messages corresponding to the different services are provided in Table 2 also indicating whether the specific error cause requires a standard change or not.

From a network perspective, the solution should not require any change in legacy equipment and does not introduce any additional traffic between the UE and the network.

6.3  

User flagging SPAM messages 

This section is based on the anti-SPAM server function described in 6.1. It describes mechanisms to allow the user to flag the SPAM messages to the network. By flagging, we mean that the user indicates to the anti-SPAM server that they consider a particular message as being SPAM. The techniques for flagging SPAM messages are independent of the mechanism used for detecting SPAM. 
6.3.1 
Flagging using an out-of-band channel

This section describes how the user can flag SPAM to the network using out-of-band signaling. We also describe the potential impact of this solution. The communication between the UE and the anti-SPAM server must be secured using GBA [22]. We assume that the UE is GBA compatible although the solution could work with alternative authentication mechanisms. We suppose that the network has an anti-SPAM server which implements a NAF function. We also suppose that the UE and the BSF function have already derived a GBA session key Ks.

6.3.1.1 Description of the solution

We describe the scenario where the user flags SPAM messages using an HTTPS session between the UE and the anti-SPAM server for signaling as shown in Figure 4. We assume in this scenario that the UE is able to establish an HTTPS session with the anti-SPAM server and that the user has already requested the network to block SPAM messages using the mechanisms described in Section 6.1.1. The anti-SPAM server receives a message submission from the spammer. The anti-SPAM server and forwards it to the communication server who delivers it to the UE. Upon receiving the message, the user clicks on a SPAM button on the UE. The UE then sends a HTTPS POST message to the anti-SPAM server containing the B-TID, the received message and a MAC of the received message computed using the Ks. The anti-SPAM server sends to the BSF a GBA authentication request indicating the B-TID. The anti-SPAM server receives in reply Ks and uses it to verify the MAC of the command. The anti-SPAM server anonymizes and stores the message. The anti-SPAM server receives a message from the spammer, detects that it is SPAM and blocks it.
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Figure 4. Example of spam flagging using out-of-band signaling where the anti-spam server successfully authenticates the UE using GBA

6.3.1.2 Impact of the solution
From a user perspective, the use of an out-of-band channel could incur a cost for the user, in particular if the user is roaming abroad on a partner network. The cost for the user would depend on the signaling channel used for flagging SPAM and on the user tariff plan for this particular channel. 

From a terminal equipment perspective, the UE would need to provide the following functions:

· ability for a message recipient to flag the sender as a spammer and ability to unflag any of the previously flagged senders.

· support of GPRS and GBA 

From a network perspective, the solution has no impact on the communication server function. The anti-SPAM server would need to provide the following functions:

· ability to anonymize and stores messages flagged as SPAM by a user

· ability to unflag a message previously flagged as SPAM by a user

· implementation of a NAF function.

Other out-of-band channels may be considered for activating or deactivating the SPAM blocking such as calls to the customer care or via the customer account on the operator’s website.

6.3.1 
Flagging using an in-band channel

This section describes how the user can flag SPAM messages to the anti-SPAM server using in-band signaling between the UE and the communication server. We also describe the potential impact of this solution.

6.3.1.1 Description of the solution

We describe the scenario where the user flags SPAM messages using the message signaling protocol as shown in Figure 5. The anti-SPAM server receives a message submission from the spammer and forwards it to the communication server that delivers it to the UE. After reading the message, the user realizes that the message is SPAM and clicks on a SPAM button on the UE, which moves the message to a SPAM message folder and stores the identity of the message sender in a spammers list.

The UE receives another message from the spammer, detects that the message sender is in the spammers list, stores the header in the spam folder and sends a delivery error message to the communication server as described in Section 6.1.2.1. The communication server then sends a forward error message with a new error cause to the anti-SPAM server.
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Figure 5. Example of spam flagging using in-band signaling where the user flags a message as being SPAM. 

In the case of SMS messaging, we distinguish two cases as shown in Table 3: first, the SMSC can send to the anti-SPAM server a new TP-Status value in an SMS-Status-Report to indicate the forward error of a SPAM SMS. Second, the SMS-GMSC can send to the anti-SPAM server a new TP-Status value in an SMS-Deliver-Report to indicate the forward error of a SPAM SMS. In both cases, the anti-SPAM server would not forward any message in order to avoid providing information to the spammer.

In the case of MMS messaging, the MMSC can send to the anti-SPAM server a new MM-Status value in an MM4_delivery_report.REQ to indicate the forward error of a SPAM MMS. The anti-SPAM server would not forward the MM4_delivery_report message in order to avoid providing information to the spammer.
In the case of IMS messaging, IMS calling and IMS presence, the communication server can send to the anti-SPAM server a 403 status code with an “unsolicited” cause value in, respectively, the message response, the invite response and subcribe response to indicate the forward error of a SPAM IMS message, IMS call and IMS presence subscription, respectively. The anti-SPAM server would not forward the response message in order to avoid providing information to the spammer.
In the case of email, the server can send to the anti-SPAM server an “X-Spam-Flag: YES” value together with the content of the rejected email using SMTP to indicate the forward error of a SPAM email. The anti-SPAM server would not forward the email in order to avoid providing information to the spammer.
	service
	forward error message
	standard change required

	SMS
	SMS-Status-Report[TP-Status = “unsolicited”] from SMSC
	3GPP 23-040: use one of the TP-Status and TP-Failure-Cause reserved values for the “unsolicited” cause

	
	SMS-Deliver-Report[TP-Failure-Cause = “unsolicited”] from SMS-GMSC
	

	MMS
	MM4_delivery_report.REQ[MM-Status =  “unsolicited”]
	3GPP 23-140: add  MM-Status-Code  “unsolicited” to existing list

	IMS messaging
	message response[status code=403, cause = “unsolicited”]
	none

	SIP calling
	invite response[status code=403, cause=“unsolicited”]
	none

	IMS presence
	subscribe response[status code=403, cause=“unsolicited”]
	none

	Email
	SMTP: Content-Type = “X-Spam-Flag: YES”
	none



Table 3. Example of forward error messages in response to a SPAM message
As an alternative, an out-of-band channel such as HTTPS may be considered only for the communication server to indicate to the anti-SPAM server the message considered as SPAM by the user.
6.3.1.2 Impact of the solution
From a user perspective, the use of in-of-band signaling does not incur a cost for the user since the unsolicited messages failed to be delivered to the user. 

From a terminal equipment perspective, the UE would need to provide the following functions:

· ability for a message recipient to flag the sender as a spammer and ability to unflag any of the previously flagged senders.

· ability for the user to visualize the sender identity and the reception date and time of the messages that were refused by the UE

· ability to send an error message flagging SPAM to the communication server (see Table 2) when receiving a message from a sender previously flagged by the user as being a spammer.

From a network perspective, the solution does not introduce any additional traffic between the UE and the network but requires changes in the communication server and the anti-SPAM server. The communication server would need to provide the following functions:

· ability to recognize the new error cause in the delivery error message and to send a forward error message to the anti-SPAM server.

The anti-SPAM server would need to provide the following functions:

· ability to anonymize and store messages flagged as SPAM by a user

· ability to unflag a message previously flagged as SPAM by a user
6.4   
Network marking SPAM messages 

This section is based on the anti-SPAM server function described in 6.1. It describes mechanisms to allow the network to mark the SPAM messages to the end user. By marking, we mean that the network indicates to the UE that it detected a particular message as being SPAM. We assume that the anti-SPAM server detects and marks the SPAM messages. The techniques for marking SPAM messages are independent of the mechanism used for detecting SPAM in the network. Nevertheless, the anti-SPAM server could take advantage of the information obtained by the SPAM flagging techniques described in Section 6.2 for detecting SPAM.

6.4.1
Marking using an out-of-band channel

This section describes a solution for the network to mark SPAM messages using an out-of-band channel and analyses its impact. We assume that the different messaging services share the same HTTPS session between the UE and the anti-SPAM server and that the UE and anti-SPAM server support GBA [22].
6.4.1.1 Description of the solution

We describe the scenario where the network marks a message sent by a spammer using HTTPS as shown in Figure 6. We assume in this scenario that the UE is able to establish an HTTPS session with the anti-SPAM server. The anti-SPAM server receives a message submission from the spammer, forwards it to the communication server that delivers it to the UE.  Upon receiving the message, the user clicks on a SPAM button on the UE. The UE then sends a HTTPS POST message to the anti-SPAM server containing the B-TID, the received message and a MAC of the received message computed using the Ks. The anti-SPAM server sends to the BSF a GBA authentication request indicating the B-TID. The anti-SPAM server receives in reply Ks and uses it to verify the MAC of the command. The anti-SPAM server anonymizes and stores the message. The anti-SPAM server receives another message submission from the spammer. The anti-SPAM server detects that the message is a SPAM, anonymizes it, stores it and forwards it to the communication server. The communication server then delivers the message to the UE. Upon receiving the message, the UE sends an HTTPS GET command to the anti-SPAM server containing the message. The anti-SPAM server sends back a response to the UE indicating that the message is SPAM. The UE automatically stores the message in the SPAM folder. 
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Figure 6. Example of SPAM marking using the HTTPS channel

6.4.1.2 Impact of the solution

From a user perspective, the use of an out-of-band channel could incur a cost for the user, in particular if the user is roaming abroad on a partner network. The cost for the user would depend on the communication channel used for marking SPAM and on the user tariff plan for this particular channel. 

From a terminal equipment perspective, the UE would need to support the following functions:

· ability for a message recipient to flag the sender as a spammer and ability to unflag any of the previously flagged senders.

· ability for the user to visualize in the SPAM folder the messages detected as SPAM by the network 

· support GPRS and GBA

From a network perspective, the solution has no impact on the communication server function. The anti-SPAM server would need to provide the following functions:

· ability to detect a SPAM message, anonymize it and store it.

· ability to receive and respond to a request from the UE to determine if a message is SPAM.

Furthermore the solution adds signaling load between the UE and the anti-SPAM server.

Some optimizations of this scenario can be considered. For example, the UE can only send a hash value of the message in the HTTPS GET command and the anti-SPAM server would return the full content of the message only if it detected a SPAM message with the same hash value previously.

Other out-of-band channels can be considered as an alternative to HTTPS. A particular messaging service such as SMS, MMS, or IMS messaging can be dedicated for marking the SPAM messages. However in this case the UE should be able to authenticate the message marked SPAM as originating from the network to prevent malicious SPAM marking. One possible solution in this case could be to use GBA [22].

6.4.2 
Marking using an in-band channel

This section describes a solution for the network to mark SPAM messages using an in-band channel and analyses its impact. 

6.4.2.1 Description of the solution

We describe the scenario where the network marks a message sent by a spammer using the message signaling protocol as shown in Figure 7. The anti-SPAM server receives a message submission from the spammer and forwards it to the communication server that delivers it to the UE. After reading the message, the user realizes that the message is SPAM and clicks on a SPAM button on the UE, which moves the message to a SPAM message folder and stores the identity of the message sender in a spammers list. The UE receives another message from the spammer, detects that the message sender is in the spammers list, stores the header in the spam folder and sends a delivery error message to the communication server as described in Section 6.1.2.1. The communication server then sends a forward error message to the anti-SPAM server as described in Section 6.2.2.1. The anti-SPAM server receives a message submission from the spammer. The anti-SPAM server detects that the message is a SPAM, marks it and forwards it to the communication server. Upon receiving the marked message, the communication server delivers the message with the mark to the UE. The UE automatically stores the header of the marked message in the SPAM folder and sends a delivery error message to the communication server as described in Section 6.1.2.1. The communication server then sends a forward error message to the anti-SPAM server as described in Section 6.2.2.1.
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Figure 7. Example of SPAM marking using the in-band approach

In the case of SMS messaging, the anti-SPAM server acts as a proxy to the SMSC by filtering the SMS sent to the home SMSC. The anti-SPAM server can mark an SMS-Submit sent to the communication server using a new Data Coding Scheme that we call “Message marked by the network as unsolicited” as shown in Table 2. Upon receiving the SMS-Submit, the communication server copies its Data Coding Scheme in the SMS-Deliver sent to the UE. The anti-SPAM server can also act as a proxy to the SMS-GMSC by filtering the SMS sent by foreign SMSCs. In this case, the anti-SPAM server can mark an SMS-Deliver sent to the communication server using the new Data Coding Scheme. Upon receiving the SMS-Deliver, the communication server copies its Data Coding Scheme in the SMS-Deliver sent to the UE.

In the case of MMS messaging, the anti-SPAM server acts as a relay to the MMS server. The anti-SPAM server can mark the MM4_forward.REQ sent to the communication server by adding “X-Spam-Flag: YES” to the Content type information element of the message. After receiving the MM4_forward.REQ, the MMS server copies its Content type in the MM1_retrieve.RES sent to the UE.

In the case of IMS messaging, the anti-SPAM server acts as a proxy to the list server. The anti-SPAM server can mark a message request sent to the list server by appending “X-Spam-Flag: YES” to the Content-Type header field. The list server then forwards the marked message request to the UE.

In the case of IMS calling, the anti-SPAM server acts as a proxy to the S-CSCF. The anti-SPAM server can mark a SIP invite request sent to the S-CSCF by appending “X-Spam-Flag: YES” to the Content-Type header field. The S-CSCF can then forwards the marked invite request to the UE.

In the case of IMS presence, the anti-SPAM server acts as a proxy to the presence server. The anti-SPAM server can mark a subscribe request sent to the presence server by appending “X-Spam-Flag: YES” to the Content-Type header field. The presence server then forwards the marked subscribe request to the UE.
In the case of  email, the anti-SPAM server acts as an SMTP relay to the mail server. The anti-SPAM server can mark a mail sent to the mail server by appending “X-Spam-Flag: YES” to the Content-Type header field. The UE then retrieves the marked mail using the POP3 RETR or IMAP4 FETCH commands.

	service
	message forward marked as SPAM
	standard change required

	SMS
	SMS-Submit[TP-Data-Coding-Scheme = “Message marked by the network as unsolicited”] to SMSC
	3GPP 23-0038: use one of the reserved coding groups in the SMS data coding scheme.

	
	SMS-Deliver[TP-Data-Coding-Scheme = “Message marked by the network as unsolicited”] to SMS-GMSC
	

	MMS
	MM4_forward.REQ[Content type = “X-Spam-Flag: YES”]
	none

	IMS messaging
	message request[Content-Type = “X-Spam-Flag: YES”]
	none

	IMS calling
	invite request[Content-Type = “X-Spam-Flag: YES”]
	none

	IMS presence
	subscribe request[Content-Type = “X-Spam-Flag: YES”]
	none

	Email
	SMTP: Content-Type = “X-Spam-Flag: YES”
	none



Table 4.  Example of forward messages marked as SPAM

	service
	message delivery marked as SPAM
	standard change required

	SMS
	SMS-Deliver[TP-Data-Coding-Scheme = “Message marked by the network as unsolicited”]
	3GPP 23-0038: use one of the reserved coding groups in the SMS data coding scheme.

	MMS
	MM1_notification.REQ[Element-Descriptor : Content type = “X-Spam-Flag: YES”]
	none

	IMS messaging
	message request[Content-Type = “X-Spam-Flag: YES”]
	none

	IMS calling
	invite request[Content-Type = “X-Spam-Flag: YES”]
	none

	IMS presence
	subscribe request[Content-Type = “X-Spam-Flag: YES”]
	none

	Email
	POP3, IMAP4: Content-Type = “X-Spam-Flag: YES”
	none



Table 5. Example of delivery messages marked as SPAM

6.4.2.2 Impact of the solution

From a user perspective, the use of in-of-band signaling does not incur a cost for the user since the message mark does not add any additional signaling between the UE and the network.

From a terminal equipment perspective, the UE would need to provide the following functions:

· ability to recognize a message marked as SPAM by the network (see Table 2). 

· ability for a message recipient to distinguish the messages marked as SPAM from the messages not marked as SPAM.

From a network perspective, the solution has an impact on both the communication server and the anti-SPAM server functions. The anti-SPAM server would need to provide the following functions:

· ability to detect a message as SPAM.

· ability to send a message marked as SPAM to the communication server (see Table 2).

The communication server would need to provide the following functions:

· ability to receive a message marked as SPAM from the anti-SPAM server

· ability to send a message marked as SPAM to the UE (see Table 2).

Marking messages using in-band signaling requires a change in the standards to support the SMS service. One of the reserved coding groups in the SMS data coding scheme could be used to define the new “Message marked by the network as unsolicited” data coding scheme. An alternative for marking SMS would be to add information in the user data header of the SMS. However it could happen using such technique that users may by mistake mark their own SMS as SPAM.




7       Evaluation of the anti SPAM solutions 

Editor's Note:   This section intends to provide the advantages/disadvantages of each of the mechanisms against existing and other competing proposals. 
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� The TCAP handshake does only provide loose authentication cfr. TS 33.204[4]


� The spammer may also want to be unrecognized and therefore fakes addresses.  A fake SMS is originated from the international C7 Network and is terminated to a mobile network. This is a specific case when SCCP or MAP addresses are manipulated. The SCCP or MAP originator (for example: SMSC Global Title, or A_MSISDN) is wrong or is taken from a valid originator.





� SIGTRAN deployment in "islands"


� This can be an SM-SC, an STP or an SS7SEG.


� E.g. STP, SS7SEG or SM-SC
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