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1. Discussion 
Referring to description of system architecture of H(e)NB, it has been considering the backhaul between H(e)NB and SeGW may be insecure. If the backhaul link is secure enough as S3-091232 described, IPsec tunnel is not always mandated since it is guarantied by physical link layer like PON connection. So we propose to recommend not mandate the IPsec tunnel.
2. Proposal 

We propose to change the IPsec tunnel establishment optional in sector 7.4.
3. pCR 
The following pCR is against 3GPP TS 33.xyz V0.1.0 (2009-05).
************************************ start of 1st change ************************************
7.4 IPsec Tunnel Establishment

If there is physically connected between H(e)NB and SeGW, for example, PON, then it is not required to establish IPSec tunnel, which is up to operator’s decision. Otherwise, the H(e)NB shall use IKEv2 protocol to set up at least one IPsec tunnel to protect the traffic with SeGW, i.e. a pair of unidirectional SAs between H(e)NB and SeGW. All signalling, user, and management plane traffic over the interface between H(e)NB and SeGW shall be sent through an IPsec ESP tunnel (with NAT-T UDP encapsulation as necessary) that is established as a result of the authentication procedure. 
The H(e)NB shall initiate the creation of the SA i.e. it shall act as initiator in the Traffic Selector negotiation.  Upon H(e)NB’s request, the SeGW should allocate IP address to the H(e)NB after successful authentication.
The H(e)NB and SeGW shall use the IKEv2 mechanisms for detection of NAT, UDP encapsulation for NAT Traversal, H(e)NB initiated NAT keep-alive, IKE and IPsec SA rekeying, and Dead Peer Detection (DPD).

The ciphering mode is negotiated during connection establishment. Encryption shall use the negotiated cryptographic algorithm, based on core network policy, enforced by the SeGW. During setup of the tunnel, the H(e)NB shall include a list of supported encryption algorithms as part of the IKE signalling, which shall include the mandatory and supported optional algorithms defined in the IPsec profile.  The SeGW shall select one of the crypto suites specified in 3GPP TS 33.234 section 6.6 [10], and shall signal this to the H(e)NB.
************************************ end of 1st change ************************************
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