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1. Overall Description:

SA3 has discussed the attached company contribution (S3-090852) and companion draft CRs (S3-090853, S3-090854). The contribution describes an attack scenario whereby an attacker on the radio interface could spoof a message towards a target UE in order to remove an entry from the allowed CSG list in the UE in an unauthorised way. The effect of the attack is that the target UE would not automatically camp on a CSG cell or cells to which it should have access. This may deny service to the target UE, especially if the UE is out of macro network coverage, or if several UEs in a given location are targeted, resulting in overload on the overlay macro network.  It may also result in a user being denied access to preferential charging offered within a CSG area. The problem can be recovered from if the impacted UE performs a manual CSG selection, or if the impacted user contacts the operator who would then correct the CSG list in the UE using remote configuration techniques. 

SA3 considers this to be a denial of service attack with a persistent nature. Unlike radio jamming, the impact of the attack could continue long after the attacker has disappeared. Although the problem can be recovered from, the solutions mentioned above require user intervention and/or operator action. For these reasons, SA3 believes that a cost effective solution should be found to mitigate the attack.
The root cause of the attack is that the NAS messages that can be used to remove an entry from the CSG list are not mandatory to integrity protect according to current specifications. In the attached company contribution (S3-090852) a solution is described which involves mandating integrity protection of the relevant NAS messages, specifically reject messages that have a cause value #25. The companion draft CRs (S3-090853, S3-090854) propose corresponding changes to TS 33.102 (for UMTS) and TS 33.401 (for EPS). CT1 and RAN2 are asked to study the feasibility and acceptability of the proposed solution, and the impact of the solution on their specifications. 
Note that NAS messages to add an entry to the CSG list are mandatory to integrity protect according to current specifications. So a similar threat involving unauthorised addition of entries to the CSG list does not exist.

One potential issue raised within SA3 relates to the UMTS case. In UMTS, integrity protection is done at the RRC layer. It was questioned whether the proposed solution would introduce a layer violation, and potential problems to adapt existing implementations, if the solution would require the RRC layer to inspect the NAS message contents to determine whether or not an integrity check is mandated. CT1 and RAN2 are requested to investigate whether this is a valid concern. SA3 believes that a similar problem would not exist in EPS since integrity protection is applied at the NAS layer in EPS.
SA3 conditionally approved the attached CRs pending positive answers from CT1 and RAN2. Therefore if CT1 and RAN2 find the proposed solution acceptable, then CT1 and RAN2 are requested to update their specifications accordingly. Alternatively, if CT1 and RAN2 have concerns with the proposed solution, or can identify a better alternative, then CT1 and RAN2 are requested to provide the details to SA3. 
A further issue unconnected to the CSG problem relates to the draft CR to TS 33.401 in S3-090854. There is a potential conflict between the CR in S3-090854 and the list of exception messages in TS 24.301 for which integrity protection is not mandated.  In particular, it is unclear whether there are valid scenarios where DETACH REQUEST, DETACH ACCEPT, TRACKING AREA UPDATE REJECT and SERVICE REJECT cannot be integrity protected. CT1 is asked to comment on this potential conflict.
2. Actions:

To CT1 and RAN2:

· CT1 and RAN2 are asked to study the feasibility and acceptability of the proposed solution, and the impact of the solution on their specifications.
· CT1 and RAN2 are asked to comment on the potential layer violation introduced by the proposed solution in the UMTS case.
· If CT1 and RAN2 find the proposed solution acceptable, then CT1 and RAN2 are requested to update their specifications accordingly.
· If CT1 and RAN2 have concerns with the proposed solution, or can identify a better alternative, then CT1 and RAN2 are requested to provide the details to SA3.

To CT1:

· [unconnected to the CSG problem] CT1 is asked to comment on the potential conflict between the CR to TS 33.401 in S3-090854 and the list of exception messages in TS 24.301 for which integrity protection is not mandated.  
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