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1. Introduction
This document provides a PseudoCR to modify text in TR 33.812  
Backgrund: this pCR proposes editorial changes, corrections and alignment of terminology for alternative 3.
It also adds a description of a threat to the evaluation of 3a.
Reason for change: To clarify description of alternative 3, alignment of terminology and removal of editor’s notes.
Summary of changes: M2M operator is changed to M2M subscriber throughout and Ki is changed to subscriber key or K. As the title of this alternative indicates the use of UICC is now assumed (even if similar procedures could be used for other implementations of USIM). Therefore editor’s note in 5.4 can be deleted. Furthermore it is clarified that an M2M profiled USIM/UICC may be needed to allow for key changes as this is not normally possible with UICC used by operators today. This allows the second editor’s note in 6.1.2.5.1.2 to be deleted.
The first editor’s note in 6.1.2.5.1.2 is deleted as the proposed new threat mentioned here is added in the evaluation

2. pCR to TR 33.812 v130
FIRST PART OF CHANGES
5.4
Alternative 3: UICC based solution with remote subscription change 
5.4.1
Alternative 3a: IMSI change and key transfer between operators

5.4.1.1
General

This clause presents a straight-forward mechanism that solves one of the most important requirements from M2M  subscribers: i.e. the possibility to change MNO subscriptions in M2M equipments over air. This can be achieved without any requirements on ‘virtual operators’, ‘temporary network connections’, temporary ID:s, registration services etc. 


5.4.1.2
Principles

Initial provisioning of M2M Equipments is done with already existing methods or with any new method developed for M2ME manufacturers and/or M2M subscribers. The following steps describe the mechanism for change of MNO OTA. Note that the M2M subscriber in the following may in fact also be an M2ME manufacturer if it is the case that this is logistically favourable. 

1) The M2M subscriber chooses an initial MNO = MNOA for his M2M operations. The subscription contract stipulates that the MNO must support a change to another MNO under certain, specified conditions upon which they have agreed. UICCs are distributed from MNOA to the M2M subscriber.
2) After initial service has started (or even before it has begun, if agreed in the contract) the M2M subscriber may decide to swap to another MNO = MNOB. 
3) MNOB delivers a list of IMSI to MNOA, for all M2ME that shall change MNO. 

4) MNOA changes IMSI in the USIM to the new IMSI obtained from MNOB for all relevant M2ME, using standardised OTA procedures.  The last stage of the OTA procedure is to reset the USIM so that on next activation the new IMSI is presented to the M2M equipment
5)  MNOA delivers a list to MNOB containing all M2ME with their new IMSI, subscriber key K, and the associated OTA key. 

6) MNOB can now offer services to these M2ME.  If it desired MNOB can as an option later also change the subscriber keys OTA.

7) If the M2M subscriber decides that a further operator change is required (e.g. to MNOC) then the above procedure is repeated.

5.4.1.3
Requirements

This mechanism depends on the following requirements:

· The mechanism has to be supported by contractual agreements

· Involved operators must trust the entity that provisioned the initial subscriber key  and OTA key on the UICC to ensure that the subscriber key  and OTA key pair are not revealed to a third party. In addition, a particular operator in the chain of operators associated with an M2M USIM must trust all old operators and all new operators associated with that USIM not to use the subscriber key value to compromise M2M communications associated with that particular operator.

· All involved operators must support a common AKA algorithm and sequence number management scheme. It is proposed that a Milenage profile (e.g. Milenage with OP set to 128 zeroes etc.) is prescribed for this.  The scheme may be extended to allow the old operator to reconfigure OP parameters using OTA procedures based on requirements received from the new operator.
· All involved operators must use 3GPP (now partly ETSI SCP) specified OTA procedures (an M2M profile of OTA may be needed)

5.4.2
Alternative 3b: IMSI change and pre-configured key list on UICC
Editor’s note: The analysis section should address the questions raised in TDoc S3-090219 and S3-090233: 

1. It is not clear who issues the UICC in this scenario. It may or may not be the M2M operator.

2. 
3. It could be that not enough K/OTA keysets are stored in the UICC for the lifetime of the M2ME. The solution should explain what happens if there are not enough.
4. Practicalities of the initial provisioning process may be a problem. The scheme addresses the requirement for remote change of operator but requires an initial network operator to be chosen. The initial network operator might not be known until the M2ME is ready to be installed.

5. In this scheme, network operators and various other third parties have to trust each other and share sensitive data. This has been pointed out as a disadvantage by some SA3 members when considering other candidate solutions.
6. The trusted UICC supplier has to store sensitive K/OTA keysets for an indefinite period. This could be seen as a security-related problem and a significant departure from current practice, where UICC issuers are not permitted to retain copies of keys after they are installed in the UICCs. Related to this is the question of what happens to the stored keysets if the UICC supplier ceases trading or is taken over.
7. How can each operator ensure a good security and confidentiality level of M2ME communications, and compliance to regulatory and legal requirements, if a common set of parameters for the Milenage algorithm is set?
8. The scenario where an OTA change of operator occurs whilst the device is out of coverage could potentially lead to the card being uncontactable by either network. How to manage this case? 
9. In the scenario where an authentication occurs before the new IMSI, K and OTA key are activated by MNO_B, the USIM could be rejected from the MNO_A and stay unreachable both by MNO_A and MNO_B. How to manage this case?
10. With a predefined and fixed list of K / OTA keys, what happens when the K / OTA keys list has exhausted?
11. How to ensure the security level of activation of the new K, as based on a third party role, after issuance of the SIM card?

12. In case where the third party in charge to launch the activation command for new K do not have a contract with the new MNO (MNOb) (e.g. a SIM maker), how the scenario can be applied ?
13. How to ensure the security level for SIM cards that may be accepted on a new MNO that have not been tested, neither certified by this new MNO?
5.4.2.1
General
This clause presents a solution which can be seen as an extension of the mechanism in clause 5.4.1. 

Like the mechanism in clause 5.4.1, the mechanism in this clause can be achieved without any requirements on ‘virtual operators’, ‘temporary network connections’, temporary IDs, registration services etc. However, the solution in this clause offers potential security advantages compared with the solution in clause 5.4.1.

5.4.2.2
Principles

Initial provisioning of M2M Equipment is done with already existing methods or with any new method developed for M2ME manufacturers and/or M2M subscribers. The following steps describe the mechanism for change of MNO OTA. Note that the M2M subscriber in the following may in fact be an M2ME manufacturer if it is the case that this is logistically favourable. 

1) The M2M subscriber chooses an initial MNO = MNOA for his M2M operations. The subscription contract stipulates that the MNO must support a change to another MNO under certain, specified conditions upon which they have agreed.

2) MNOA acquires UICCs for the M2M devices which are preconfigured by the UICC manufacturer with an initial IMSI and an indexed list of subscriber key Key (K)/OTA key pairs. The first K/OTA key pair in the list is associated with the initial IMSI. The UICC manufacturer reveals the first K/OTA key pair to MNOA but keeps the remaining K/OTA key pairs secret.

3) After initial service has started (or even before it has begun, if agreed in the contract) the M2M subscriber may decide to swap to another MNO = MNOB. 
4) MNOB delivers a list of IMSIs to MNOA, for all M2ME that shall change MNO. 

5) MNOA changes IMSI in the USIM to the new IMSI obtained from MNOB for all relevant M2ME, using standardised OTA procedures. The OTA procedure associates the IMSI with the next K/OTA key pair in the list stored securely in the UICC. The last stage of the OTA procedure is to reset the UICC so that on next activation the new IMSI is presented to the M2M device.  
6) MNOA delivers a list to MNOB containing all M2ME with the UICC ID, the new IMSI values and the new index values representing the K/OTA key pair the IMSI is now associated with. 

7) MNOB uses UICC ID and the index value to securely obtain the K/OTA key pair from the UICC manufacturer.

8) MNOB can now offer services to these M2ME.  

9) If the M2M operator decides that a further operator change is required (e.g. to MNOC) then the above procedure is repeated. Further operator changes are possible until the list of unused K/OTA key pairs is exhausted.

5.4.2.3
Requirements and scheme variants

This mechanism depends on the following requirements:

· The mechanism has to be supported by contractual agreements.

· Involved operators must trust the UICC manufacturer to ensure that the specific K/OTA key pair associated with a specific operator is not revealed to another operator or any third party. A variant of the scheme is where the K/OTA key pairs are managed by an entity other than the UICC manufacturer. In this case the involved operators must trust this new entity and the UICC manufacturer. Another variant is where the OTA procedure for changing the subscription is carried out by the UICC manufacturer, or is delegated to a new entity which all involved operators trust. With this variant a common OTA key can be used for remote change of subscription instead of a per operator OTA key.

· It would be advantageous if all involved operators supported a common AKA algorithm and sequence number management scheme in their HLR/AuC. It is proposed that a Milenage profile (e.g. Milenage with OP set to 128 zeroes etc.) is prescribed for this.  The scheme may be extended to allow a different set of randomly generated OP parameter values to be associated with each subscriber key/OTA key pair in the list stored on the UICC. The new operator would then obtain the new OP parameter values from the UICC manufacturer based on UICC ID and index value presented in step 7 above.  The scheme may also be extended to support UICCs which support multiple AKA algorithms or sequence number management schemes, such that the correct AKA algorithm and sequence number management scheme can be selected using the OTA procedures.
· It may be advantageous if all involved operators use 3GPP (now partly ETSI SCP) specified OTA procedures (an M2M profile of OTA may be needed).

SECOND PART 

6.1.2.5
Threat analysis of Alternative 3: UICC based solutions with remote subscription change

6.1.2.5.1
Alternative 3a: IMSI change and key transfer between operators
6.1.2.5.1.1
Introduction

The descriptions of the attacks and the assessment of their likelihood and impact assume the lack of security counter-measures not introduced earlier. The risk analysis will therefore allow suitable counter-measures to be identified.
The alternative analysed here assumes alternative 3 based on the use of UICC or a M2M UICC as defined by ETSI SCP (i.e. including use of new form factor).  If alternative 3 should be used without UICC, threats and solutions involving TrE, described at other places in this TR, would apply.


6.1.2.5.1.2
Summary of Threats and Assigned Risk Levels

The table below presents a convenient summary of the identified threats and the risk levels that have been assigned to them.



Table 6.1.2.5.1.2-1 Threats
	THREAT

#
	BRIEF DESCRIPTION
	RISK

LEVEL

	1
	Original MNO refuses to assist in transferring subscription to new MNO
	minor

	2
	Original MNO attacks old subscribers after they have been transferred to new MNO
	minor

	3
	New MNO eavesdrops on subscribers’ traffic with old MNO (recorded before they were tr
ansferred to new MNO). 
	minor

	4
	Users lose access to services, due to malfunctions in transferring subscribers from old MNO to new MNO.  
	minor

	5
	Sensitive information can be obtained by a third party by monitoring interactions between the old MNO and the new MNO
	minor


6.1.2.5.1.3
Threats and Counter-Measures

Threat #1
Description of attack: Original MNO refuses to assist in transferring M2M users to a new MNO that the subscriber has chosen.  The original MNO could claim any motive, like having lost credentials for the actual user.  The effect on the M2M subscriber is difficulty to smoothly change operator. 

Likelihood: 1

Impact: 2

Risk Level: 2 (minor)

Countermeasures:

1. The M2M subscriber must have a tight contract with the MNO to force the current one to cooperate with the new one, when the subscriber wants to change operator. The contract may have clauses to protect the MNO as well. Only under agreed conditions shall MNO change be possible. A standard contract for the M2M area could be developed to support the M2M business area. Liability clauses can be part of the contract.

Threat #2
Description: Original MNO attacks old subscribers after they have been transferred to new MNO.

As the old MNO knows credentials like the subscriber key of the transferred subscriber, he is able to eavesdrop on the traffic for this user in the future.  The old MNO may also use a false base station to attract the user and divert and/or eavesdrop on his traffic. Furthermore the old MNO may masquerade as the user towards the new MNO. 

There is a substantial risk for bad will or repercussions if it should be discovered that an MNO is recording traffic belonging to other MNOs.

Also note that M2M service profiles as a rule are heavily restricted, with typical limitations like: on traffic type (e.g. only GPRS), on volume (e.g. one SM /month), on called number (e.g. only to fixed service center, not international etc.), on serving networks (e.g. roaming not allowed) etc. This heavily reduces the potential for meaningful fraud, thus reducing likelihood for this particular threat.

Likelihood: 1

Impact: 3

Risk Level: 3 (minor)

Countermeasures:

1. The new MNO may optionally change to a new 
subscriber key by OTA procedure to minimise the risk for eavesdropping and masquerading.  An M2M profiled USIM/UICC could be defined with access conditions that allows this option.
2. The new MNO may later optionally change IMSI for his new users by OTA procedure to make it more difficult for old MNO to locate and identify the transferred users in the new MNO network. The IMSIs used in the transfer process may thus be regarded as temporary ‘dummies’ used only for the migration period.
3. The new MNO may monitor the new users’ traffic with use of a fraud detection system to detect any anomalies. 
4. Severe rules may be stipulated in contracts to discourage old MNO to keep any records of old credentials. This can be supported by liability clauses and possibly even with third party inspections.  

Threat #3
Description: New MNO eavesdrops on subscribers’ traffic with old MNO (before they have been transferred to new MNO). The attack assumes that the new MNO ‘proactively’ has monitored and recorded users’ (encrypted) traffic with old MNOs. After they have been transferred to the new MNO he may use the now divulged subscriber keys to decrypt and read the previously recorded traffic. It may be a hard problem for the (potentially new) MNO to find in advance the potentially interesting terminals with a current MNO. Historic M2M traffic probably does not have sufficiently interesting content to motivate preparing for ’post-eavesdropping’. There is a substantial risk for bad will or repercussions if it should be discovered that an MNO is recording traffic belonging to other MNOs.

Likelihood: 1 
Impact: 1

Risk Level: 1 (minor)

Countermeasures:

1. Any recording of competing MNOs’ traffic should already be forbidden by most national jurisdictions. However, it could be further stressed in contracts between M2M subscribers and MNOs that any such recording leading to potential, subsequent eavesdropping, after keys have been transferred, is strictly forbidden. 

Threat #4

Description: Users lose access to services, due to malfunctions in transferring subscribers from old MNO to new MNO.  This could happen if the change of IMSI somehow fails and the modified USIM is not known or ‘reachable’ for either old or new MNO. Also if the new MNO decides to change subscriber key and/or IMSI using the OTA procedure after the transfer a similar problem may result if the process goes wrong. 
Likelihood: 1
Impact: 2 

Risk Level: 2 (minor) 

Countermeasures:

1. The administrative procedures and document for transferring keys between operators must be well defined and secure.

2. A common M2M profile for the Milenage authentication algorithm should be specified and be implemented in all USIMs dedicated for use in the M2M area. (Alternatively old MNO would have to give his Milenage parameters to new MNO). 
3. It has to be specified which USIM parameters, if any, need to be deleted or modified by old MNO in connection with transfer. Likewise it has to be investigated if any USIM parameters must be modified or inserted by new MNO.  Access control conditions for read/write must be set accordingly for all relevant EF and for all USIM dedicated for use in the M2M area. 

Threat #5
Description: If the transfer of sensitive information (IMSIs, Keys) between operators is intercepted by a third party a number of threats can be performed, like eavesdropping and masquerading. 
Likelihood: 1
Impact: 2

Risk Level: 2 (minor) 

Countermeasures:

1. The administrative procedures and documents for transferring keys between operators must be well defined and secure.

2. New MNO can optionally change IMSI and/or subscriber keys.

3. Fruad detection system can be used to monitor the new subscribers’ traffic to discover any masquerading activities.
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