Page 1
-


3GPP TSG SA WG3 Security - S3#55
S3-091110
Shanghai, China –11-15 May 2009
Source:
Huawei, China Mobile, Ericsson
Title:
PCR on TS 33.224：the issue that key indication is not consistent with the key type the UE supported
Document for:
Discussion and Approval
Agenda Item:
6.6
Work Item / Release:
GBA Push/Release 9
Abstract of the contribution:

This contribution points out a problem that key indication in the push message is not consistent with the type of the GPL client that the UE supported in TS 33.224. The two different types of GPL clients considered here is a client implemented in the UICC (called GPL_U client) and a client implemented in the ME is referred to as a GPL_ME client.
1 Introduction

To utilise GPL, the UE shall be equipped with a GPL protocol capable client. Assuming that GBA_U based GPI is used and the GPL capable client to be used is in the ME, Ks_(ext)_NAF shall be used as the shared key between the UE and the NAF. When the GPL capable client to be used is located in the UICC, Ks_int_NAF shall be used as the shared key between the UE (specifically the UICC) and the NAF. 
Each push message contains the parameter “Key Indication ID” to indicate which type of key ( Ks_ext_NAF or Ks_int_NAF) the UE should use to decrypt the message in GPL_U case. It may occur that the key indication in the GPL message is not consistent with the GPL client type the UE supported, i.e. the GPL capable client is not in the position of UE that key indication indicates. Thus the UE can’t decrypt the push message to obtain the payload in the message. 
In addition to this problem, it needs to be considered that how the NAF knows whether UE is GPL_U capable or GPL_ME capable.
2 Proposal
We kindly ask SA3 to agree the following P-CR into TR33.224.
**Start of the 1st changes**
4.1
Session concept

It is reasonable to expect that there will exist NAF based services that rely on some form of per terminal session concept, and which would benefit from pushing more than one message based on the same security association. An example could be a virus-signature update server. It is possible that the virus signatures are delivered in multiple pushed messages (for size limitation reasons of the underlying push transport mechanism), and it would then be inefficient to establish a new security association for each message. 
This requires that the generic secure push layer provides replay protection in addition to integrity protection (and possibly confidentiality protection). Figure 4.1-1 depicts the usage scenario, where a secure session with three push messages are delivered from the NAF to the UE after establishing the security association to protect them. Note that steps 1 and 2 in Figure 4.1-1 are out of scope for this specification. One way to achieve steps 1 and 2 is to use TS 33.223 [3].
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Figure 4.1-1: Example of a secure session
If GPL was to provide a complete session concept including reliability of delivered messages using timeouts/acknowledges and re-transmissions, re-establishement of the sessions, re-ordering of messages etc., GPL would be unnecessarily complex and the size of the GPL messages would be too large for many applications (e.g., when the underlying transport is SMS). Therefore GPL shall only provide sufficient session state to ensure that the security of multiple GPL messages are not compromized. GPL shall hence provide the security services confidentiality, integrity protection and replay protection for a GPL session.

If a more complex session concept is required by the application, where the session concept includes services other than security services, then, e.g., WSP [10] could be applied on top of GPL, but this is out of scope for this specification.

Even though it shall be possible to have a secure one-way channel from the push NAF to the terminal (for broadcast only terminals) a return channel may be present. An example of this is OMA's location based services, where a server requests location information from a terminal, which responds with its location information. This request/response exchange may be repeated every ten minutes. It is prudent to require that it shall be possible to secure also such a return channel. The security of the return channel can conveniently be based on the same security association as the one-way channel.
Each push message contains the parameter "Key Indication ID" to indicate which type of key ( Ks_ext_NAF or Ks_int_NAF) the UE should use to decrypt the message in GBA_U case. It may occur that the key indication in the GPL message is not consistent with the GPL client type the UE supported, i.e. the GPL capable client is not in the position of UE that key indication indicates. Thus the UE can’t decrypt the push message to obtain the payload in the message. 

   Editor’s note: 1. It is FFS that how to solve the problem as above.
                2.It is FFS whether it is allowed to use Ks_ext_NAF in GBA_U case.

                3. It is FFS that how the NAF knows UE is GPL_U capable or GPL_ME capable, e.g. from GUSS or other meanings . 
** end of the 1st changes**
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